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Abstract

The rapid growth of Internet-of-Things (1oT), Arti cial ielligence (Al),
big data, and cloud computing allow developments of nexiegation ap-
plications, such as self-driving cars, wearable Augme®edlity (AR), and
intelligent surveillance cameras. These application® lskict delay, large
computing power, and diverse resources requirements hwhake develop-
ers start to integrate geographically scattered resouidss resources have
diverse types, including computation, networks, storamge, sensing. They
are gathered from the cloud data centers to the end devited v8 referred
to as cloud-to-things continuum. In this thesis, we propaseantelligent
framework for the cloud-to-things continuum platform. Tplatform con-
sists of two actors: a provider-and users. - The provider iparsible for
building the platform and preparing applications, whica seequested by the
users. According to different actors in'the platform, weigleswo intelligent
components: global optimizer and. application speci c optier. They are
designed for the platform's/provider and users, respdgtivehe global op-
timizer is used to optimize the platform while considerinfjedent factors,
such as users' QoS requirements, platform's availableuress, and appli-
cations' sensor requirements. The application speci ¢rojzer is designed
for ongoing applications running on our platform to adapsystem dynam-
ics. In order to realize the optimizers, we solve three resmallocation
problems, including application deployment problem, gedansitive appli-
cation optimization problem, and delay-insensitive oation problem on
top of the cloud-to-things continuum platforms. For thelaggpion deploy-
ment problem, our solution runs in polynomial time with a hehatically
proved approximation factor. For the delay-sensitiveroation problem,
our solutions run in polynomial time and result in optimaluimns. For the
delay-insensitive problem, our dynamic programming basedtion results
in optimal results under delay-tolerable environment anded cient solu-
tion outperforms state-of-the-art algorithms by at 1&8% Providing such
complicated and large-scale cloud-to-things continuuatf@im is a clear
trend, but it is expensive and challenging. With our optetian algorithms,
the provider can readily estimate costs and decide prictsthwe given ap-
proximation factor, and the users can expect an optimalexgegrience with
our application speci c optimizers. In addition, we arelding a real testbed
by installing various resources on novel smart poles. Thtbéel allows re-
searchers from academia and industries to test, develdpe\aiuate latest
technologies and algorithms of cloud-to-things continuplatforms.
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Chapter 1
Introduction

Internet-of-Things (IoT) and multimedia applications pogular all over the world. The
number of 0T devices is expected to reach 50.1 billion by®@[22l]. The IoT devices
come with several sensors and actuators. The sensor datellected through the Inter-
net and the actuators perform some actions after receivngrands over the Internet,
which makes our life easier. For example, we can connectiocoaditioners to the Inter-
net and ask the air conditioner to.cool . our rooms-on our wayendrecently, researchers
advocate combining loT and analytics, such as the compticatti cial Intelligence (Al)

to make the 10T devices more intelligent [3, 9, 19]. For exbani cars become IoT de-
vices with Al analytics, they can communicate among onelardb realize self-driving
and avoid traf c congestions. Moreover, nowadays, peogke multimedia applications
anytime and anywhere. We use multimedia applications wheking, driving, working,
and so on. Cisco's report predicts that video traf ¢ alonel wapresent more than 80%
of the Internet traf ¢ by 2020 [8]. Currently, these 10T and lhmaedia applications are
often served by cloud data centers. However, the huge anofuddta generated from
the applications congests the network traf cs, overlodus data centers, and leads to
very high communication costs. In addition, the cloud dagaters are too far to sat-
isfy delay-sensitive applications, such as remote rendeaind augmented reality ones.
Hence, we leverage a concept of fog computing to solve thes@gms. In this thesis,
we adopt thecloud-to-things continuumproposed by OpenFog [39] as the de nition of
the fog computing. The details of the fog computing backgubis given in Chapter 2.

The cloud-to-things continuum integrates devices in thetinaum from cloud to
things. The devices, such as data centers, routers, celletevork base stations, WiFi
access points, and personal computers are used to perfekmitaa distributed way. In
this thesis, these devices are referred ttogglevicesThe heterogeneous fog devices are
placed at different locations with different capacitieg). eend devices are closer to end
users without powerful computing power; while data centegespowerful, but far away

1



from end users. The cloud-to-things-continuum platfortteaus to run applications on

suitable fog devices. For example, for delay-sensitivetimeldia applications, we can
run the applications closer to end users, such as on cellak® stations. In contrast, for
complicated or delay-insensitive applications, we canth@m in powerful data centers
or distributedly run them on multiple nearby fog devices.

The cloud-to-things continuum platform has many bene tgshsas delay-sensitive
application support, privacy-sensitive data protectranbility support, and network cost
reduction. Due to these reasons, the market of fog compidimgreasing. It was 20.28
million dollars in 2017 and is expected to have a ten foldease in 2022 [14]. Many
famous companies, such as Amazon and Microsoft start toupeogroducts based on
the concept of fog computing. For example, Amazon develogswice called AWS
Snowball Edge [5], which is meant to be placed next to its eselas The users store
their data on the device and install another product calMtbASreengrass [4] to analyze
the data before sending them to the Amazon cloud. Micrastfty computing product,
named Azure l0T Edge [33], is a platform used to virtualiz€ &pplications and move
those virtualized applications from:cloud to loT deviceshe$e products expand their
services by moving the existing cloud services to end devidéoreover, in a compre-
hensive fog computing survey [139], the authors reportrieaty studies have proved that
fog computing signi cantly reduces latency, network tre$, and energy consumptions.
Nonetheless, these commercial products-and-academic stddieot consider designing
a comprehensive framework and optimizing cloud-to-thiragginuum platforms, which
horizontally and vertically integrate heterogeneous fegides.

Fog Servic
Provider

s1sanbay
puss

Fog Users

Figure 1.1: The overview of our cloud-to-things continuulatiorm.

In this thesis, we design an intelligent cloud-to-thingstamuum framework, which is

2



inspired by OpenFog. From this, we solve three key resouloeagion problems: (i) the
application deployment problem [105], (ii) the delay-gaws application optimization
problem [104], and (iii) the delay-insensitive optimizati[102] problem. These resource
optimization problems are formulated, solved, and evallia this thesis. Our cloud-
to-things continuum platforms contain two actors: provédand users, as illustrated in
Fig. 1.1. The provider manages the heterogeneous fog dgwdech offer diverse re-
sources, including computation, networks, storage, andisg to serve multiple users.
The users send requests to the fog provider to buy some apgpiis with various QoS
targets. However, managing such a complicated platforim héterogeneous devices, di-
verse resources, and different applications used by niltigers is challenging. Hence,
in this thesis, we aim to optimally allocate the resourcesetwe as many users as possible
while user experiences are maximized.

Figure 1.2: A sample usage scenario of our cloud-to-thimggicuum platform.

This cloud-to-things continuum platform can be used inasi scenarios support-
ing diverse applications. Fig. 1.2 uses a robber as anréltest example. The robber
lives in a city with fog devices installed everywhere, sushoa street lights. Assum-
ing the robber tends to commit a crime at midnight (time). Plodéice department (a
user) therefore sends a request to the provider to requeatdound detection applica-
tion between 22:00 to 4:00. One day, the robber res a gun shad street. The fog
devices with microphones on street lights detect the urdlysiaage volume. The sound
detection application is then deployed on nearby fog deyisich collaborate with one
another to immediately analyze the sound and notify thecpa@s soon as possible. This
example shows a next-generation city security system, lwimprove citizens' safety
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with the cloud-to-things continuum platform. The platfooan also allow many novel
applications to be developed, such as wearable augmerakty,reelf-driving cars, and
intelligent surveillance cameras. These applicationsiiregvarious resources and fast
computations/communications, which can be provided by#ierogeneous fog devices.

1.1 Contributions

The contributions of this thesis are listed below:

Framework. We extend the framework proposed by OpenFog to achieve @atim
tions from two points of view: the provider and users.

Global Optimization. We design two application deployment algorithms to solve
the deployment problem in the ideal and general cloud-taggcontinuum. In the
ideal setup, our algorithm gives an approximation factdrijevin the general setup,
our algorithm outperforms the state-of-the-art algorighm

Delay-Sensitive Optimization.We design an optimal bitrate adaptation algorithm
to optimize a delay-sensitive application. We mathem#lyigaove the optimality
and evaluate the realtimeness of the algorithm.

Delay-Insensitive Optimization: \We design-an-ef cient and an optimal dynamic
programming based content delivery planning algorithnptinoize a delay-insensitive
application. We prove the optimality and ef ciency of ougatithms by comparing
them with existing algorithms and some optimization saver

Outlook. We envision and present a comprehensive ecosystem of thd-tde
things continuum platforms.

1.2 Organization

The organization of this thesis is given below. We reporkigacund of fog computing,
similar concepts, and a timeline of the concepts in ChapteinZhapter 3, we show
the proposed intelligent framework and differentiate d@infrthe existing framework pro-
posed by OpenFog. After describing the framework, we sdileeapplication deployment
problem in Chapter 4, the delay-sensitive optimization fgwbin Chapter 5, and the
delay-insensitive optimization problem in Chapter 6. Hipale discuss future work and
conclusion in Chapters 7 and 8, respectively.



Chapter 2
Background

In this chapter, we introduce the background of this researea, including cloud com-
puting, wireless sensor networks, 10Ts, and fog computiig.also present a timeline at
the end of this chapter to connect these similar concepts.

2.1 Cloud Computing

The concept of cloud computing is proposed by Compaq in 199p4ad the rst large-
scale commercial cloud computing service is created by Amaz 2006 [50]. Cloud
computing is used to ef ciently utilize large-scale, intated resources, mostly in a few
data centers [154]. More speci cally, cloud computing pd®ms on-demand resources to
multiple users, referred to as tenants. That is, the usersesdg and use the resources
from cloud service providers anytime through the Interimedrder to avoid the burden of
maintaining and upgrading the hardware and software. Famele, a start-up company
requires some servers to launch their services. Buying swurees from the cloud, the
start-up company does not need to: (i) buy the hardware éev(g) rent a space for the
devices, (iii) build a cooling system, and (iv) upgrade tbeides when the devices are too
old or the size of the start-up company expands. Another phkais that gamers do not
need to worry about their GPU, RAM, CPU, and disk when you wamiay the latest,
and resource-intensive games, if the games run in the cloud.

Several services are provided by cloud computing, as lifitestt in Fig. 2.1, which
are Infrastructure as a Service (laaS), Platform as a Se(AaaS), and Software as a
Service (SaaS) targeting different users, such as stydergseers, and companies. The
laaS service, such as Amazon's EC2 [2] sells their hardwa@urees to their customers.
The customers have to install the operating systems, bhweid platforms, and implement
their applications themselves. The PaaS service does reditlgti sell the hardware re-
sources. The cloud provider creates platforms upon theAsedresources and sells the
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platforms, such as Google App Engine [17], to the customBrEng so, the customers
are free from building the platform, so that the customersfoaus on creating their ap-
plications. About the SaaS service , it means that the cloadigher implements some
cloud applications and sell these applications, such agl@atrive to the customers.

A\
Saa L Google Drive

\
N

//
laaS ) amazen[EC2

Figure 2.1: The services provided by cloud computing.

However, sharing the resources among multiple tenants raey kthe user experi-
ence. Due to the interference of usage patterns amongetiffeisers. In order to solve
this problem, the cloud providers have to isolate the ussirggwirtualizationtechnolo-
gies, which is the key technology: used in cloud computinger&lare many virtualization
technologies, such as VMware [48], KVM [29], Xen[52], anddRer [10]. They virtual-
ize a single hardware resource to-multiplevirtualized veses for individual users. For
example, when a virtualization technology:is used.on a savit a 8-core CPU, 16 GB
RAM, and 1TB disk, we can virtualize the server into 8 virtaatl devices with a 1-core
CPU, 2 GB RAM, and 128 GB disk. Hence, the server can transparegnive 8 users
while these users feel that they are served by isolated atdidated devices. We note
that the resources of the virtualized devices are allocatedrding to the requirements
from users. In summary, the virtualization technologiesilien many bene ts, including
on-demand resource provisioning, isolation, and muftate supports.

Fig. 2.2 shows different approaches, including traditi@evers, virtual machines,
and containers, to share the resources. In Fig. 2.2(a)iddeional server has four com-
ponents, including infrastructure, operating systematas/libraries, and applications.
The infrastructure is the hardware components, such as CBBRAM, which are man-
aged by the operating system for the applications that regjilgome binaries/libraries
running on the server. This approach is generally used bypergonal computers and
laptops. However, it is not suitable to the cloud becausdefin exibility due to lack
of vitualization. In contrast, Fig. 2.2(b) shows the sturetof virtual machines. There is
a unigue component, called hypervisor, for virtualizingaerces and isolating applica-
tions. As shown in this gure, on top of the hypervisor, evagpplication (user) has its
own operating system and binaries/libraries, so that tleesusre isolated and protected.
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Figure 2.2: Various resource utilizing approaches: (ajiti@nal servers, (b) virtual ma-
chines, and (c) containers.

Comparing to virtual machines, Fig. 2.2(c) shows the coetaation approach, which

replaces the hypervisor with a container engine, whichsis aked to virtualize resources
and isolate applications. Upon‘the container engine; exppfication has its own bina-

ries/libraries, while sharing-the same operating systdrtratles some isolation abilities
for lower virtualization overhead.”As a approximation,gveontainer requires less than
1 GB storage , while a virtual'machine requires‘-more than 1Gt®Bage. Moreover, we

can start a container in a few seconds, while starting aalimachine needs few minutes.
Thus, we also refer to containerization as light-weightualization.

Leveraging the virtualization technologies, the cloud pating is mature now. Nowa-
days, there are quite a few cloud data centers places atetiffeocations, e.g., in 2016,
Amazon has 13 data centers located in 10 countries [18]. Tihdar of Amazon users is
300 million [1]. These worldwide users can rent the cloud/ees from the nearest data
centers to reduce the network latency and have better ugerierce. However, the users
may not always stay at the same place. He/she may travel dtberworld. In order
to keep the user experience, researchers start to sisthbuted cloud [82, 190]. The
concept of distributed cloud is to collaborate the geogiagly distributed resources to
improve the cloud services. For example,if a user livingaiwkn travels to America, we
can leverage the power of distributed cloud to migrate tbadkervices and correspond-
ing data to the cloud data center located in America. Thigaign reduces the network
latency and traf c, but the cloud data centers may be owneditigrent cloud providers,
such as Google and Microsoft. Hence, in order to aggregateltud resources among
different providers, the concept ofoud federatior{123] is proposed. The goal of cloud
federation is to generalize the distributed cloud to thedldata centers owned by differ-
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ent cloud providers. Doing so, we can put all the cloud datdéers into a single resource
pool to have better cloud service quality.

Comparing our cloud-to-things continuum platforms withuda@omputing platforms,
cloud computing is a more centralized concept. The clounlnees are placed at the same
place, which makes the cloud providers' life easier to manihg resources. However,
it fails to active location awareness and mobility suppéithough the distributed cloud
and federate cloud partially cope with such limitationgytlare still not close enough to
the users for some applications, such as game streamingoaneéated cars. Moreover,
cloud computing platforms do not have sensors and actyatndsthus are less suitable
for some types of applications. We note that the detailedo@simons among other similar
concepts will be summarized at the end of this chapter.

2.2 Wireless Sensor Networks and Internet of Things

Sensor Nodeswith Ad-hoc Networks

Figure 2.3: A basic WSN scenario.

Leveraging sensors to build services is not a new thing. igu@old War, militaries
use acoustic sensors to build a sound surveillance systdat¢ot underwater and surface
enemies. After Cold War, the system is used to detect somésewveaceans. However,
the sensors used in the system are expensive and huge, slif itudt to build a large-
scale system with many sensors. In order to bridge the reddh\aad the digital world to
enrich our daily life, the Wireless Sensor Networks (WSN)riggosed [13,59] in 1980's.
In WSN, we install multiple sensors on each node, which arelsmaxpensive, and
battery equipped. Because of that, WSN nodes can be readitjomay, and massively
distributedly anywhere to serve various applications.

These sensor nodes are usually deployed at dif cult-teeasplaces, say in a desert,
to monitor the environments. In order to make it sustainabkelower maintenance cost,
some sensor nodes harvest natural energy, such as solar fpoalgarge the batteries.
In addition, the sensor nodes have wireless communicabities to send the collected
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data back to users. Fig. 2.3 shows a basic usage scenario of Wi8th consists of
sensor nodes, a gateway, and users [184]. The data measutked bensor nodes are
aggregated by the gateway, which then sends the data tod¢h® WS order to aggregate
the data, the sensor nodes form an ad-hoc network to forkardieasured data among
the sensor nodes and towards the gateway. Moreover, in rdeduce the transmission
data size, the sensor nodes also have data processing moaleah up useless data or
extract useful data. After aggregating the data at the ggtetwe data is further interpreted
into meaningful information. This is because gateways lhsiave more computing
power than sensor nodes. Additionally, the gateway hasestabnnections to the Internet,
so the users can access the data from the gateway.

WSN realizes high scalability, high adaptability, and lovsicad-hoc networks [117].
We can easily add new or remove outdated sensor nodes. yidealwant to distribute
many small and cheap sensor nodes anywhere around the walthieve high scala-
bility. The WSNs may adapt to network topologies changes., igen we add new or
remove outdated sensor nodes. [For example; we can densgipute enough sensor
nodes installed air pollution sensors in‘our city to plot taded pollution map. This map
allows us to gure out the sources of pollution and clean thgm When some of the
sensor nodes are broken ornew_sensor-nodes are added fog detaited pollution map,
the sensors nodes can automatically adapt to the new netejpology and form a new
ad-hoc networks to aggregate data.- However, integratifigreint WSNs with different
proprietary and non-proprietary approachesturns out chiaéenging [134]. For exam-
ple, in a city with three different WSNs using different protds, including Zigbee [54],
Bluetooth, and Z-Wave [53] will need to communicate over tieewireless protocols.
This process is tedious to integrate the sensor nodes foiesit collaboration.

To cope with the limitations, the concept of IoT [60, 156] eps. In 10T environ-
ments, the nodes are communicated through homogeneouswBrke to the Internet.
We refer these nodes as I0T devices. Because these l0T deveEeesnnected to the
Internet, we can readily access the data collected by thelévices and cross reference
them among one another. The 10T devices consist of variogEsh such as sensors, ac-
tuators, and embedded devices. Generally speaking, aagtagnnected to the Internet,
such as a refrigerator is an loT device. In addition to thevoeting side of difference,
another important difference between IoT and WSN is the actesn between the users
and sensor nodes/loT devices. While the sensor nodes amnedsie to collect sensor
data, the 10T devices collect the sensor data and receivenemiahs from users or service
providers to perform some actions. For example, we can r@gnask our air conditioner
that is connected to the Internet to cool off our house befgrarrive home. These loT
devices in uence our daily life. The I0T devices can colleat daily pro les and interact
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with us to improve our living quality. There are many IoT apations, such as smart
grid, smart healthcare, and smart connected cars. The oligated from the 10T devices

can be leveraged to create new applications or improvetiwadi applications. For ex-

ample, if cars are all connected to the Internet, driverssteme the road conditions, so
that drivers can be informed when an emergency event occurs.

The number of I0T devices is increasing and expected to b6.atksllion by 2020.
Such magnanimous number of 0T devices means that it geseadtuge amount of data.
The data are critical and helpful to the most popular topidi éal Intelligence (Al). The
Al market is 7345 million dollars in 2018 and expected to bebltines by 2025 [41].
Therefore, more and more researchers and companies startitto T and Al together to
make the 10T applications more intelligent. Take conneci@d as an example, we not
only share the road condition data, but also analyze theajactories in a city. These data
are sent to a remote powerful cloud data center for analgsised on the data, some Al
algorithms can help the government to mitigate the traf ngestion in the city. However,
the existing 10T applications collaborating with cloud @aenters also suffer from some
limitations. Because the cloud data center isifar away fromdevices, it limits us to
provide delay-sensitive 10T applications. For example,caenot send sensor data from
cars to cloud data centers to jprovide a collision avoidamication. Otherwise, the
drivers are bound to car accidents due to the excessive. délayis the reason for Cisco
to propose the concept of fogrcomputing, which will be introeld in next section.

2.3 Fog Computing

Fog computing is a new concept with a set of diverse de niioit rst, Cisco proposes
to leverage resources in between cloud and end devices. $paa cally, Cisco [61]
says:"fog computing is a highly virtualized platform that prowdd compute, storage, and
networking services between end devices and traditionaldcbmmputing data centers,
typically, but not exclusively located at the edge of netWwohlter the term got coined,
some academic studies [101,107] generalize fog compudimglude the resources from
end devices, such as personal computers and Raspberry PR)1&) OpenFog [39]
consortium proposes the rst fog computing standard [23] da nes fog computing as
"system-level horizontal architecture that distributessources and services of comput-
ing, storage, control and networking anywhere along the eantm from cloud to things”
In brief, Cisco de nes the fog as a cloud close to the groundgclviuses resources be-
tween end devices and cloud. After that, some studies mtegnd devices into fog.
Eventually, OpenFog de nes fog as a link in the cloud-taas continuum, which verti-
cally and horizontally collaborates all devices in the déda-things continuum.
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Figure 2.4: Bene ts of fog computing.

Fog computing results in several bene ts, such as reducetgark latency, saving
network traf ¢ cost, protecting privacy, alleviating loauf data centers, and ef ciently
leveraging heterogeneous devices. Takingan intelligenvesdlance camera as an exam-
ple, the camera captures images and analyzes. it to'detecg@mevents. As show in
Fig. 2.4, there are two approaches to realize it: (i) traddi cloud and (ii) fog comput-
ing approaches. In the traditional way, the captured imagesent to data centers for
analysis. However, the image size islarge, which’ consuroesiaial network resources.
The analysis is complicated, so sending cameras images ttata center may overload
the data center. The data center is far away from end usetss aot suitable for delay-
sensitive analysis to report emergent events. Moreover, govate images will be sent
to the public cloud. These drawbacks can be solved by fog atingp Fog computing
capitalizes nearby heterogeneous devices owned by thesens to pre-process the cap-
tured images. It rst extracts features from of the images sends the features to other
devices for further analysis. The nal reports and then senihe end users. Because the
Image is pre-processed by the device owned by the end useriginal images are never
sent to the data center. Therefore, fog computing redueesdtwork traf cs, alleviates
the load of data centers, and protects privacy. Besides, nhkreport is produced by
some nearby devices, so the network latency is also shaktene

Fog computing has been studied for a few years, the bendrescaimany researchers
with thousands of published papers. There are six repradensurvey papers on fog
computing listed in Table 2.1. These surveys are classined three categories: (i) over-
all survey, (ii) speci c target surveys, and (iii) challem@nd future work surveys. For
the overall survey, Perera et al. [148] introduce fog conmgrltten usage scenarios, and
required functionalities of an ideal fog computing scemaBased on the functionalities,
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Table 2.1: Fog Computing Survey

Year Authors Publications Main Focus
2017 | Perera et al. [148] ACM Computing Surveys Overall Survey
2017 | Nietal. [143] IEEE Communications Surveys & Tutorials ) .
- . Security & Privacy
2017 | Mukherjee et al. [140] IEEE Access Specic
2018 | Mouradian et al. [139] IEEE Communications Surveys & TutorialsTarget | Algorithm
2018 | Mukherjee et al. [141] IEEE Communications Surveys & Tutorials Network
2018 | Mahmud et al. [133] | Internet of Everything (Book Chapter) Challenges and Future Work

the authors create a table to show the functionalities effdry individual papers. The
speci c target surveys can be further classi ed into: ségyu& privacy [140, 143], algo-
rithm [139], and network [141]. For the security & privacydd, 143], the authors list the
security & privacy issues that threat the fog computingfptats. The authors survey ex-
isting solutions to solve these issues. However, theseigoduare still in early-stage, so
that the authors list open challenges of the fog computicgrig & privacy protection.
About the algorithms, Mouradian et al. [139] 'survey optiatian algorithms designed
for fog computing. The authors classify-the algorithms dase different considered re-
source types and applications.”Moreover, the authors gepix criteria to evaluate the
fog-computing literatures. To design the fog nhetworks, kietjee et al. [141] classify the
literatures into three kinds of fog networking architeesir Moreover, the authors also
survey mathematical models; such as latency models dekigne®og computing. For the
challenges of fog computing, Mahmud et al. [133] proposeaapresentative challenges
to classify the literatures. Their survey highlight the arajhallenges, and they also point
out multiple future research directions.

Table 2.2 compares many concepts similar to fog computmguding cloud [25],
distributed cloud [82], Cyber Foraging [157,161], CloudIEt(], and Mobile Edge Com-
puting (MEC) [34]. We use four features: low latency, locatewareness & mobility sup-
port, virtualization support, and high heterogeneity tifedentiate them. Starting from
the cloud computing, the cloud is composed by many cengdlgervers for virtualized
resources. These servers however are far away from useid) lglad to long network
latency. Moreover, because the cloud places servers &géditis not location and mo-
bility friendly. Besides, the devices located at differef@ges may not be readily added
to a cloud data center. Therefore, the heterogeneity otdd®low. The cloud does not
offer many types of resources. In summary, cloud only sugpartualization while other
features are missing. Some researchers start to deceatcidiud to create distributed
cloud. The distributed cloud data centers are placed ardifit locations, which collab-
orate with one another to reduce the latency, increaseidocatvareness, and support
mobility. However, it is still not close enough to the usesperfectly achieve low la-
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Table 2.2: Fog Computing and Similar Concepts

Location Awareness ] o . .
Low Latency N Virtualization Support | High Heterogeneity
and Mobility Support

X

Cloud [154] v

Distributed Cloud [82]
Cyber Foraging [161]
Cloudlet [170] and MEC [34]
Fog [61]

T

T T TA|X
o obh|n
o I X
T DX X

tency and provide location and mobility support. In ordestdve the problems, Cyber
Foraging is proposed to of oad resource-limited mobile ides' applications to nearby
servers. However, Cyber Foraging does not consider vidaiiin, which increase dif -
culty to realize location awareness and mobility supporttia other hand, Cloudlet and
Mobile Edge Computing (MEC) generalize the concept of Cybera§iog and support
virtualization. The difference between Cloudlet and MECtheetarget devices running
the mobile applications. Cloudlet runs the mobile applaadion servers nearby end
users over WiFi, while MEC runs the mobile applications oa $kervers at cellular base
stations over cellular networks.' For-fog computing,.it greges all the devices in cloud-
to-things continuum over diverse communication technieleglt is feasible and allows
heterogeneous devices to join the cloud-to-things coantmyplatforms. This leads to
higher exibility and scalability to-improve many-existirgpplications and develop new
applications. Moreover, some researchers; such‘as Mahnald £33] classify Cloudlet
and MEC to be subsets of fog computing.
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Figure 2.5: Timeline of the concepts relevant to cloudkimgs continuum.
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2.4 Timeline

Fig. 2.5 shows a timeline of the aforementioned conceptse WSN is proposed in
1980, which deploys many sensor nodes communicating viaocadwireless networks
to monitor our environments. In 1985, the IoT is proposeddonect various kinds of
objects to the Internet to enable novel applications foickimmg our daily life. In 1996, the
cloud computing is proposed to aggregate resources frong sgawers to provide services
through the Internet, e.g., of oading sensor data from l@Vides to the cloud for further
analysis. In 2001, in order to solve the high network latesaaysed by far away cloud data
centers, the Cyber Foraging is proposed to of oad mobileiappbns to nearby servers.
In 2008, cloud researchers propose the concept of distdbeioud for lower network
latency. In 2009, the Cloudlet is proposed to generalize Clybeaging and serve mobile
users as multiple tenants using virtualization techn@sgihe mobile users of oad their
applications to one-hop away Cloudlet servers through WiF2012, the fog computing
is proposed to reduce the network latency of 10T applicatiby leveraging the edge
devices. In 2014, MEC is proposed to utilize the serversqulat cellular base stations
to run the mobile applications and improve mobile user egpee. In 2017, the cloud-
to-things continuum is proposed to bridge all the devicemfcloud to things to make a
more generalized platform supporting vertically and hamially collaborations. In this
thesis, we adopt, optimize, and realize the concept of etotttlings continuum.
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Chapter 3

Cloud-to-Things Continuum
Framework

In this chapter, we introduce an existing framework dedigioe cloud-to-things contin-
uum platforms, analyze its limitations, propose a mordligent framework and describe
the optimization problems that need to be solved in it.

3.1 Potential and Limitations of Existing Framework

Application Service
Application Support

Node Management (1B)

Virtualization
Node Management (OOB)

Hardware Security

[ Computing ] [ Networks] [ Storage] [ Sensors]

Hardware Platform Infrastructure

Protocol Abstraction

Sensors and Actuators

Figure 3.1: A cloud-to-things continuum framework propbbgy OpenFog.

Fig. 3.1 shows a cloud-to-things continuum framework [4@jgosed by OpenFog.
This framework is the rst fog computing standard acceptgdEEE Standards Associ-
ation [23]. There are ten layers in the framework. To intcelthe framework, let us
imagine that we would like to add a fog device to a cloud-tagh continuum platform.
From the bottom layer to the top layer, the fog device is lfedavith some sensors, such
as PM 2.5 sensors and actuators. These sensors and achggidnsrotocols to facilitate
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communications. The device and the installed sensorgfactiare put in a hardware
platform infrastructure, such as a chassis to protect tiMareover, the device provides
diverse resources, such as computing, networking, anadgaoBefore adding the devices
to the platform, we need a hardware security module to aiziitne device. After adding
the device to our platform, we virtualize the resourcesphkesck of the device health, and
monitor the resource usages through the management laydtsgjing the In-Band (IB)
node management and the Out-of-Band (OOB) node managemerd.l&ye then lever-
age the application support layer, which provides somailibs, such as OpenCV [38]
and TensorFlow [45] to implement applications. The appilice are then virtualized for
being deployed to the fog devicAlthough OpenFog is the rst fog standard, it does not
contain intelligent components for optimization.

3.2 Proposed Intelligent Framework

! Application

Global Optimizer

Application Specific
Optimizer

T Management
Containerization

i Virtualization/

IFog Device
QIS Y Deee
A
Virtualization/Containerizatiop Management

(Computing  (Networksg [ Storage] [ Sensors)
Hardware Security Module

«

Figure 3.2: An intelligent cloud-to-thing continuum frawark.

We enhance the Openfog's framework shown in Fig. 3.1 intetieeshown in Fig. 3.2.
There are two enhancements in the new framework: (i) a eienter architecture and
(i) intelligent optimization components (the yellow cooments). In the client-server ar-
chitecture, we add Bog controllerto manage fog devices that are identi ed by hardware
security modules and responsible for running applicati¥vis note that the fog controller
is selected from fog devices when the scale of our platforesd@arger, we can select mul-
tiple fog controllers to manage our platform with a hieracaharchitecture. At the fog
controller side, the fog providers prepare various appboa that can be requested by the
users. These applications are virtualized by the virtaéibn/containerization technolo-
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gies, such as Docker [10], KVM [29], and VMware [48]. The umtization/containerization
technologies help us reserve resources and isolate differening applications, in order
to achieve multi-tenancy support. When users request fdicapipns, the fog controller
deploys the applications through the management comp®mestalled on the fog devices
and controllers. The virtualization/containerizatiomgmonent virtualizes the hardware
resources, including computing, networking, storage, sambing to serve the applica-
tions. The applications virtualized by the fog controllex aunched as VMs or containers
at the fog devices.

So far, we know how to request for an application, store thaiegttions, deploy
the applications, support multi-tenancy, and protect #neusty. In order to optimize
the cloud-to-things continuum platforms, we add two congras: global optimizer and
application speci ¢ optimizer. The global optimizer isggered before deploying the
received requests to make deployment decisions based ome@gesources of the re-
guests and available resources of the clients. The deplaydeeisions help the provider
to serve as many users as possible for higher pro ts. Aftpiajeng the applications, in
order to adapt to system dynamics and meet Quality-of-8eri@oS) requirements, the
application speci ¢ optimizer optimizes the running applions by the perspectives of
individual users.

3.3 Key Resource Allocation Problems

Goal: Serve as many users as possible
Various Requested

Applications

Global Optimizer
Application
Deployment

Provider Problem

Application Specific Optimizer Ongoing Deployed

Delay-Sensitive = Delay-Insensitive Applications

Application Application
Optimization Optimization

Users Problem Problem

Application: Remote Rendering Application: Content Delivery
Goal: Reduce latency Goal: Maximize delivered information

Figure 3.3: Three critical research problems solved inttiesis for optimizing resource
allocation in cloud-to-things continuum platforms.

Fig. 3.3, In this thesis, we solve three resource allocgiroblems to realize the global
optimizer (designed for providers) and application speciptimizer (designed for users)
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to complete our intelligent cloud-to-things continuumnfirgwork. Fig. 3.3 illustrates the
three resource allocation problems. In particular, weglean application deployment
algorithm in Chapter 4, which solves the application deplegtrproblem to help the ser-
vice provide serve as many users as possible. The algorakes tavailable resources
of fog devices, QoS requirements of fog users, resourcaermyants of requested appli-
cations, and location requirements into consideratiortatefully make the deployment
decisions. After deploying the applications requestedhgyusers, to adapt to system
dynamics, we design an application speci c optimizer toimpte the running applica-
tions and maximize the user experience. We classify thaagtans into two categories:
(i) delay-sensitive and (ii) delay-insensitive applicats. In this thesis, we select game
streaming and multimedia content delivery as the reprasieatapplications for delay-
sensitive and delay-insensitive ones, respectively, gtidneze them. The details usage
scenarios of these applications running on our cloud-tagghcontinuum platform and
the solutions of the optimization problems are given in Cliegb and 6.
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Chapter 4
Global Optimization

Our cloud-to-things continuum platform integrates hegerteous fog devices located at
different places to serve various applications, such asptioated wearable augmented
reality, delay-sensitive game streaming, and delay-sitea content delivery applica-
tions. However, such complicated platform also increakeddif culty to globally op-
timize our platform. Especially for the provider, it is cleadging to make application
deployment decisions while considering so many factorsh s different application re-
source requirements, user-speci ed QoS targets, heteeages resources, and so on. In
this chapter, our goal is to help the provider serve as maess&s possible by optimizing
application deployment decisions. We note that in this tdragve takdoT analyticsas
our representative applications because deploying loTyaegis more dif cult compar-
ing to other applications. Deploying 10T analytics needsdaosider many requirements,
such as locations, sensors, and large amount of resourdessetving other applications,
we only need to take few factors into consideratioHgnce, in this chapter we refer to
application deployments as analytics deploymelitsteover, in order to deploy the com-
plicated analytics on some resource-limited fog devicessplit the analytics into smaller
operatorsand distributedly deploy the analytics on multiple fog des.

Fig. 4.1 illustrates an usage scenario of deploying vareqpdications. In the g-
ure, the fog devices are distributed everywhere in cloua danters, cars, home, and
street light poles. The provider use four resource typesuding computing, network-
ing, storage, and sensing to serve three applicationsoffiggestion prevention, (ii) game
streaming, and (iii) home security. The congestion pregens split into three operators
and deployed in cars and poles to collaborate with one antuifpgevent traf c jams. The
game streaming application is deployed on a cellular bagm®stto allow gamer to play
complicated games using low-end devices with very low delée home security appli-
cation analyzes images captured by the surveillance cam&aled on street lights to
protect homes. This application is split into two operat@se recursively updates home
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Figure 4.1: A usage scenario of deploying various appbcesti

security analytics models (on the cloud) and another usesitidels to detect emergency
events.

The organization of this chapter is given below: we survagtag application (ana-
lytics) deployment and other similar deployment algorishim Sec. 4.1, describe critical
components that are required to solve the application gapat problem in Sec. 4.2,
write problem statements of the application deploymenbienm and design our solutions
in Sec. 4.3, evaluate our proposed algorithms in Secs. 414 &y and report discussions
in Sec. 4.6.

4.1 Related Work

In this section, we introduce similar distributed deploymproblems at different areas,
including Cloud, Fog, Virtual Network Functions (VNF), anetwork embedding.

4.1.1 Distributed Deployment Problems

Our application (analytics) deployment problem is simitaseveral distributed deploy-
ment problems, such as virtual machine placement problésig,[ network embedding
problems [84], and Virtual Network Function (VNF) placemproblems [96,127], which
have been considered in different research areas. Basedhostiiegent the constraints
are on nodes (devices) and links (networks), we place thegmblem categories on
the same axis in Fig. 4.2. Thartual machine placemergroblem in the cloud focuses
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Figure 4.2: Different distributed deployment problems.

on the node constraints, such as CPU power, while assumiksg) dire oversubscribed.
The network embeddingroblem focuses on link constraints, because network embed
ding virtualizes network resources for different custosn&etween nodes and links, the
VNF placemenproblem considers some node constraints, but pays morgiatt®n link
constraints. This is because the network functions haiet stwork requirements. Dif-
ferent from theses three problems [84, 96, 127, 151], oulyacs deployment problem
considers some link constraints, but emphasizes more oa cwoastraints. This is be-
cause processing power of resource-limited fog devicesedio data sources allows us to
process the data sooner and reduce the network traf c moreaue of such difference,

in the next section, we only survey the literature relateahalytics deployment problems.

4.1.2 Application (Analytics) Deployment Problems

Sensor Constraints.When solving the analytics deployment problem, the sensait-av
ability of fog devices has to be considered. There are Wsefensor Networks (WSNS)
studies [58, 71,130, 131, 147, 155, 185] that focus on semsolability without link and
node constraints. More speci cally, most authors deplograpors on tree-structured
graphs with different objectives. Tziritas et al. [168]rst@ consider node constraints
in WSNs. The authors write the problem as an Integer Lineagr@ming (ILP) prob-
lem, in order to minimize network overhead. The problem Igebby a migration-based
heuristic algorithm.

Node Constraints. There are several studies [68,72,114,142,158,159, 1651 86]
that only take node constraints into considerations, wiwdvirgy the analytics deploy-
ment problem. Huang et al. [114] and Chatzistergiou et al. | fy consider CPU
constraints. Huang et al. [114] propose a heuristic algorjtwhich keeps nding local
optimal solutions to make deployment decisions with mimmmetwork usage. Chatzis-
tergiou et al. [72] formulate an ILP problem, and solve itngsa heuristic algorithm.
Their algorithm sorts the devices by the communication loead divided by processing
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power to minimize the network communication cost. Schijlet al. [159], Cardellini et
al. [68], Skarlat et al. [166], Saurez et al. [158], and Skizet al. [165] consider CPU and
RAM constraints. Schilling et al. [159] propose a migratimesed heuristic algorithm to
minimize the network usages. Cardellini et al. [68] propogesdep heuristic algorithm
to minimize cost. Their 4-dimensional model considers nekwatencies, physical dis-
tances, device utilizations, and device availability. i&kzet al. [166] propose a heuristic
algorithm, which sorts the devices by latency and deplogh eaquest to minimize net-
work latency. Saurez et al. [158] propose a heuristic allgorj which rst checks the
RAM and CPU constraints for feasible solutions and then sheglevices by distance
to make deployment decisions for short network latency.ri8kat al. [165] also write
the analytics deployment problem as an ILP problem. Theaasithse CPLEX [21] to
optimally solve the problem for maximal total utilizatiodeng et al. [186] and Naas et
al. [142] consider storage constraints of the problem. Zsrad. [186] write the problem
as a Mixed Integer Non-Linear Programming (MINLP) problefime authors propose a
three-stage algorithm, which optimizes 1/0O and computstime separately using linear
relaxation in the rst two stages. The third stage integsdates results from the rst two
stages for the nal solutions to minimize 1/0O transmissiodaomputation time. Naas et
al. [142] write the problem as an ILP problem. The authors@BEEX [21] to optimally
solve the problem for minimal network latency.

Node and Link Constraints. There are a few papers [67,69,167] considering analyt-
ics deployment problems with node and link constraints atsime time. These studies
consider CPU, RAM, and bandwidth constraints when formulgtite problem. Taneja
et al. [167] try to minimize network latency. The authorsgaee a heuristic algorithm,
which sorts the devices by the device constraints and clibeldevice constraints to cre-
ate feasible deployment decisions. Cardellini et al. [67 y@®e the problem as an ILP
problem, which has a weighted sum objective function to wapmultiple objectives at
the same time. The authors use CPLEX [21] with 500 secondddnitinning time to
solve the problem.

Summary. In summary, the work in the literature usually formulatesitar deploy-
ments problems as an ILP problem and designs heuristicigdgm or use commercial
solvers, such as CPLEX [21] to solve it. In this thesis, we pegpan algorithm to solve
the problem in the ideal cloud-to-things continuum, withesfprmance guarantee in the
format of an approximation factor. Moreover, our formuwatiand solution for the gen-
eralized cloud-to-things continuum carefully consideathbnode and link constraints.
Compared to our work, only a couple of previous studies [67169] simultaneously
take node and link constraints into considerations and spiplicated analytics into
smaller operators for deployment. Hence, we chose thedeestas baseline algorithms
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Figure 4.3: The global optimizer implementation in our pyeed cloud-to-things contin-
uum platform.

when evaluating our proposed algorithms in Sec. 4.5. Uassd studies make a strong as-
sumption that the required resources of operators are kmothkout conducting detailed
measurements nor modeling resource consumptions. Inasbntve model the required
resources of operators and the overhead caused by vigtiaiiz

4.2 System Overview

In this section, we describe the implementation of our dlamaimizer in the cloud-to-
things continuum platform, as illustrated in Fig. 4.3, apdart details of major compo-
nents bellow.

Device manager.We implement a device manager to collect crucial deviceistat
including: (i) the resource utilizations, e.g., CPU, RAM, astdrage usages, (ii)
the device locations, e.g., GPS readings, (iii) sensotaility and capability, e.g.,
existence of depth cameras at VGA resolution, and (iv) mmminalytics. While
monitoring the running analytics, the device manager atdlects the consumed
resources, such as CPU and RAM of the analytics.

System models.The system models are derived through real experimentghwhi
use the device manager to collect required resources oytarsatinder different
QoS levels (e.g., sampling rate and recognition accuragggording to different
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analytics and required QoS levels as inputs, the derivedetaazhn predict the
expected resources. The details of our system models avdedpn Sec. 4.4.

Analytics deployment algorithms. The algorithms solves the core research prob-
lem of this chapter. They consider the required resources the system models
and fog device status, such as resource capacities fronettieednanager to make
decisions to deploy which analytics on which fog devicesalbrequests. The de-
tails of the analytics deployment problem, our proposedrétlgms, and proofs are
reported in Sec. 4.3.

TensorFlow-enabled container. Because of the deployment decisions, the ana-
lytics will be dynamically deployed to fog devices. Hences wontainerize the
analytics and store them as images in image pools. Thesegvaag initially cre-
ated and stored in fog controller side's image pool. The iesagan be dynamically
pushed to any fog devices and launched as running contagaeainalytics. We then
store the images in the corresponding fog devices' imagé poo

Containers are light-weight virtual machines suitable toon heterogeneous plat-
form because the required resources to launch a contaimeuds smaller com-
pared to traditional virtual machines, such as KVM [29]. Eaver, in such hetero-
geneous cloud-to-things platform, some of fog devices eseurce limited. The
light-weight containers have very low overhead comparedaiitional virtual ma-
chine and it can quickly (in few seconds) launch a contaiveneon a low-end
embedded device, such as Raspberry Pi. There are diffenets kif container
technologies, such as Docker [10] and LXC [32]. In this thegie adopt Docker
as our container technology.

We include TensorFlow [45] and its analytics libraries indRer containers [10].

The TensorFlow provides many analytic libraries, which esadur life easier to im-

plement some complicated analytics. Besides, TensorFlevaltggaph-based pro-
gramming style, which helps us easily split the complicatedlytics into smaller

operators.

Deployment managerWe build a deployment manager reading the deployment
decisions to remotely launch speci c images on chosen fogcds. If the fog
devices' image pool have speci c images, our deployment agen only sends
launching command without pushing images from server tod®gces and sup-
ports other management tasks, such as killing, restadimgymigrating containers.
There are many existing tools to help us manage Dockers,asihibernetes [28],
SaltStack [42], and Docker Swarm [11]. In this thesis, weeerdtKubernetes to
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Figure 4.4: A sample analytics deployment in the cloudkiags continuum platform.

implement our deployment manager.

4.3 Application (Analytics) Deployment Problem

In this section, we introduce our analytics deployment f@ob We formulate the prob-
lem into two problem formulations, design two algorithmsstave them, and analyze
their complexity and optimality. We note that in this chaptee focus on complicated
intelligent 10T analytics as target applications as margain Chapter 4.

4.3.1 Problem-1: Comprehensive Formulation

Fig. 4.4 illustrates a sample analytics deployment in tloedito-things continuum plat-
form. As shown in this gure, we split each loT analytics irtdew operators and create a
Directed Acyclic Graph (DAG) of operators. When deployingagiors, we consider the
required edge resources in operator graphs and the linlciti®sebetween devices. Fur-
thermore, we allow users to request for any sensors at aayidns, and the fog service
provider deploys the analytics across all devices that et requirements. In partic-
ular, the goal is to maximize the number of the admitted retsuthat satisfy the three
requirements: (i) target QoS levels, (ii) required senamitlocations, and (iii) available
resources.

Notations. Table 6.2 summarizes the symbols used in this chapterQLe¢ the set
of requests. We write the target QoS levels of reqgests,, for anyg 2 Q. We letV
be the set of fog devices artdl be the set of resource types. The resource capacity of
resource type is represented &8y, for any devicek 2 V and resource type 2 U.

We letG =<V ; E> be thedevice graphwhereE is a set of the links. Each physical
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Table 4.1: Symbols Used Throughout this Chapter

Sym. | Description

Q Set of all requests
Sq Target QoS of request
U Set of considered resource types, stici*tU, RAM,:::g
\% Set of fog devices
Vyq Set of fog devices that can host request
Riu Capacity of resource of devicek
G Device grapkk V ;E>
Vi | Setof fog devices that can host operatof requesy
E Set of links
G, | Operator grapk Y ; E> of loT analytics of requesy
V' | Setof operators
E, | Setofedges
B Capacity of linkl
Tk | Indicator of linkl in on path from devicek to kO
Jgiio | Indicator of operator is parent of operatdf
F() | Required resources of operators

F() | Required resources of edges among operators

link | has its capacityd;. We useT .o, to describe whether linkis on the path from
devicesk to k. To capture the sensor and location requirements for eaetatny, we

write the available devices set ¥s,; for deploying operator of requestg. The path

between two fog devices can be computed by any existingnpuatigorithms. We adopt
the shortest paths if not otherwise speci ed.

We Ietéq = <<7q; Eq> be the operator graph of the I0T analytics requested, ligr
allg2 Q. V is the operator set arfdl, is the edge setF () andF () denote system
models for predicting the required resources of the opesatiod edges among operators,
respectively. We concertize the system models using otlveddsn Sec. 4.4. We note
that values of- (), F () andRy., are normalized to total resources of our fog computing
platform and thus are betwe8fband100% For example, if a fog device h&GB RAM
and the total amount of RAM of our fog computing platforn83GB, the RAM resource
of the fog device i0% In order to represent the parent-child relationship betwaeny
two operators; i % we useJqijo. More speci cally,Jq:i0 = 1 iff operatori is the parent
operator ofi°

Lemma 1 (Hardness) The Analytics Deployment Problem-1 is NP-hard.

Proof. The Analytics Deployment Problem-1 can be reduced from tRehidrd Multiple
Knapsack Problem (MKP). The MKP problem puts as many obgfsossible into mul-
tiple knapsacks with diverse capacities. Ifwej}Qé'g,j =1,jUj=1,andB, = 1 ,we can
map knapsacks to fog devices and objects to requests witimyuhetwork constraints.
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Moreover, the value of each requesfliand the weight iRy. In this way, we reduce the
MKP problem to our analytics deployment Problem-1 in polyrmal time. The rest of the
proof is straightforward. ]

Formulation. We formulate Problem-1 into an ILP problem as follows:

X
max  pq (4.1a)
q2Q X X | |
st 1z = Xqik3Vq) 892 Q; (4.1b)
i2¥ g K2V q;
z%( 1<pq 2zZ5 892 Q; (4.1¢)
Xqik 18092 Q;i2 Vg (4.1d)
K2V g;
X X
F—( )Xq;i;k F\)k;u
®?Q 20 (4.1€)
8k2V;u2U:
X X X X X
Yai(iii 9:(kik9)
RQi2¥qi%2Y qk2Vqi k2V g0 (4.1f)

'Jq;i;iOTSIz;kU);IF() B, 812 E;

Xqiik = Yai(iii 9:(kik©)
K2V 40 (4.19)
892 Q;i2V4i%2Vgk2 Vi
X
Xg;ioko = Yaiii 9:(kk9)
K2V g (4.1h)
8092 Q;i 2 V4i%2 ¥ 4k°2 Vg
Py Xqik 20,19 892 Q;i2 Vg1 k 2 Vg (4.1i)

In this formulation, Xy« is the decision variable, whepe,;« = 1 iff operatori of
requesq is deployed on devick. The objective function in Eq. (4.1a) counts the number
of satis ed requests, where an intermediate variglle= 1 iff requestq is satis ed.
Egs. (4.1b) and (4.1c) make sure that when reqqgastsatis ed, all the operators of
requesty are deployed. Eq. (4.1d) makes sure that each operatonjisieployed once.
Eq. (4.1e) ensures that the required resources of the daplogerators do not exceed
the resource capacities of individual devices. Eq. (4.18kes sure that the required
bandwidth of the deployed operators does not exceed theéipkcity. Egs. (4.1g) and
(4.1h) de ne an intermediate variabyg,i: o9, Which is 1 iff edge(i; i 9 of requestyis
mapped to physical patfk; k9.

Eq. (4.1f) is the most critical part in this formulation. ifent from state-of-the-
art articles [67, 69, 167], which also formulate the analytileployment problem with
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splitable analytics, our formulation carefully consideetwork constraints of every link.
More speci cally, Taneja et al. [167] considers network styaints of each network inter-
faces installed on fog devices and Cardellini et al. [67, @stders network constraints
of each paths. These approaches may waste network resoume=ioad some network
links.

Inputs: Request info, such as target Qss; analytics info, such as operator grafhs
device info, such as device resource capaRity, and link capacityB,.
Output: The deployment decisioxy:i -

1: let Cq be the scarcest resourc@required byg

2: sort Q by Cq in asc. order

3: for g2 Q do

4: let M to store pairs of devices, including source deWand destination devide, which
are feasible to launch sourtand destination operator®f request, respectively

5: sort M on number of hops frork to k in asc. order
6: sort Pairs inM with the same number of hops on network latency in asc. order
7: for (R;k) 2 M do
8: let Xgh = 1
9 letX g =1
10: let W be all the deployed operators
11: add? andi toW
12: while W is not emptydo
13: pop an operatoi®from W
14: let N ? be the child operators of
15: let H be hop limit
16: let D}, be devices that afe hops to the device running operat8r
17: sort Dy, on the number of hops to
18: forh=0:1;2;:::;H do
19: fori 2 Njo do
20: for k 2 Dy do
21: if EQs. (4.1d) to (4.1f) are satis etthen
22: let Xq;ik =1
23: addi toW
24: if operators of requestare not all deployethen
25: clear all deployed operator of request

Figure 4.5: The pseudocode of our proposed SSE algorithm.

Our Proposed Algorithm and Analysis. Since Problem-1 is NP-hard, we propose
an ef cient greedy algorithm based on three intuitionsgsje
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Scarcest resource rst. Because requests demand for different resource types at
the same time, the scarcest resource becomes the limitotgr.faTo satisfy as
many requests as possible, we identify the scarcest resgaifter normalization),
sort requests in the ascending order on the scarcest resama then consider the
requests consuming less scarcest resource earlier. Tileokthis step is a sorted

set of undeployed requests.

Shortest path rst. For each request, we consider all pairs of feasible fog de-
vices for the source and destination operators. Becaus¢eshpaths generally
lead to lower overall network loads, shorter end-to-enereies, and less process-
ing/forwarding overhead, we select the pair of fog devicéh the least number of
hops between the source and destination operators. To tiesalve select the pair
with shortest network latency. The result of this step isdéeloyment decisions of
the source and destination operators.

Early feature extraction. Upon the source and destination operators being de-
ployed, we start to deploy the remaining operators. Sineeoferators in typi-

cal 10T analytics extract increasingly higher-level featithat are generally more
compact, deploying the operators closer to the parent tpaeduces the network
workload and the transfer time. We employ a system pararkiegard only consider
deploying a child operator on fog devices wittihhops from its parent operator.

H is typically a small constant, which allows us to reduce ouetcomplexity. The
results of this step are the deployment decisions of opeyather than the source
and destination ones.

We refer to our proposed algorithm as SSE algorithm, afterinitials of the three

intuitions. Fig. 6.5 gives its pseudocode. Lines 1-2 imm@atthe rst intuition, i.e.,

sorting the requests i by the scarcest resource type. Lines 4-14 realize the second

intuition, where we sort the pairs of source and destinadevices by their path lengths.

Lines 15-20 implement the third intuition to consider thg ftevices that are closer to

source device rst. Lines 21-22 check the constraints ankientlae nal decisions.

Lemma 2 (Correctness and Time Complexity$SE algorithm gives a feasible solution

in polynomial time.

Proof. The correctness is ensured by lines 20-21. For complexgy,rst sort the re-
guests) by the scarcest resource type in lines 1-2, which has a caitypté O(jQj logjQj).
The for-loop starting from lines 3 to 19 goes through all tequests. For each request

g, we go through all possible pairs of devices sorted by thebaimof hops for deploy-

ing the source and destination operators in lines 4-6. We theateW to store and
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go through all the operatoi§ 2 W until W is empty in lines 9-11. In lines 13-22,
We createD, to store fog devices and? to store child operators af. We then sort
Dy by the number of hops to their destination devices and gaugiirahe sorted de-
vices and child operators to deploy the operators withoalting Eqgs. (4.1d) to (4.1f).
We letK = jVj, | = maxaa(jVaj), andP = jQj. The complexity of lines 3-19 is
O(P(K?logK?+ K?I (K logK + HIK ))), which dominates the complexity of our al-
gorithm and is polynomial. We notice that(the maximal number of operators in each
request) andd (the hop limit) are typically bounded integers. Under thaswamption, the
time complexity can be written B(PK 2logK + PK?logK ?). O

4.3.2 Problem-2: Tractable Formulation

In Sec. 4.3.1, we propose an ef cient SSE algorithm to sateeAnalytics Deployment
Problem-1. However, Problem-1 is too detailed for any pennce guarantee. In this
section, we consider a more tractable problem, which igmedfieto as Analytics Deploy-
ment Problem-2. This problem employs the following four m@ehes: (i) grid maps,
(i) link constraint transformation, (iii) proportionaésource levels, and (iv) ne-grained
operators to gain more tractability. The grid maps ask eagluter to select a grid that
contains his/her requested locations and sensors wheritsngravery request. By doing
so, the location/sensor constraints are replaced by thengap. The link constraint trans-
formation associates the link constraints with the nodetramts; in particular, each node
gets an actual network constraint from the adjacent linkwhe least network resource.
The proportional resource levels refer to fog devices sgadportionally in all resource
types. For example, a lower-end fog device may have a 2-coevith 2 GB RAM, and

a higher-end one may have a 4-core CPU with 4 GB RAM. Last, thegreened opera-
tors means that each 10T analytics can be split into manyabges;, and thus can be split
into arbitrary small subsets of operators. We note thaetbgist several technologies en-
abling ne-grained decomposition, including distribut&éednsorFlow [55], method-level
of oading [90, 122], and stream processing [97].

Lemma 3 (Hardness) The Analytics Deployment Problem-2 is NP-hard.

Proof. We reduce the NP-hard Multi-Dimensional Knapsack Probl&fDKP) to our
Analytics Deployment Problem-2. The MDKP problem puts asynabjects as possible
into a single knapsack with multiple types of constraintghsas weights and capacities.
If we put a single fog device in each grid, the MDKP problem barreadily reduced to
our Analytics Deployment Problem-2 in polynomial time. ]
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Inputs: Request info, such as target Qa5 and device info, such as resource capacity
Rk’u .

Output: The deployment decisioxyk.
1: let M4 is the total required resources of request

2: sort Q by My in asc. order

3: forq2 Qdo

4: let ¢, as total required resourcaf deployed operators @f
5 fork 2 Vqdo

6 let Remainingu resource of devick is RY,,

7 foru2 U do

8 if E(gq;u; ) ¢y lismore thaerf;u then
) let Xk = R =(F{q;u; )
10: letc, = cu + F(q;u; )

11: gotolLine5

12: else

13: letxgx = (F(q;u; )  cu)=F(q;u; )
14: foru2 U do

15: if cu & E(q;u; ) then

16: removeall the deployed operator of

Figure 4.6: The pseudocode of our APX algorithm.

Formulation. We formulate our Problem-2 as the following Integer LinesoygPam-
ming (ILP) problem:

X
max  pq (4.2a)
®Q g
stizg= Xqk 892 Q; (4.2b)
k2V g
zg 1l<pg 24 80q20Q; (4.2¢c)
Cg( zg 1892Q; (4.2d)
F(aq;u;  )Xgk Rwku 8k2 Vg u2 U; (4.2e)
a2Q
0 Xgqx 1892 Q;k2Vy; (4.2f)
P2 Z 892 Q: (4.29)

In this formulation X4 is our decision variable betwe@muandl. Say, ifxq1 = 0:4 and
Xq2 = 0:6, it means that we split requesinto two operators, which conta#0%and60%

of its analytics, respectively. Moreover, we run them onicey 1 and 2. The objective
function in Eq. (6.1a) counts the number of satis ed regsiesthere the intermediate
variablep, = 1 iff requestq is satis ed. A request is satis ed iff: (i) the decomposed
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request are fully deployed, which is checked by Eqgs. (4.h2€) and (ii) the required
resources of the request is reserved and the required cesoof the deployed requests
do not exceed the available resources of the fog deviceshwhiensured by Eq. (4.2e).

Approximation Algorithm. We propose an APproXimation (APX) algorithm with
a ,u% approximation factor in the following. Its pseudocode amdnplexity analysis
are given in Fig. 4.6 and Lemma 4, respectively. Our APX athor iteratively per-
forms 3 steps: (i) request selection, (ii) fog device sedectand (iii) request decompo-
sition. In the rst step, we select a requastonsuming the least total resources, i.e.,
Mmingo ,,y F(d;u; ). We then select a fog device by round robin at the location
of the request, to run this lIoT analytics. Finally, when tb& kanalytics is not satis ed
by a single fog device, we decompose the I0T analytics intodperators, where one of
them is the largest possible operator. That operator isriinenn the selected device. The
remaining portion of the 10T analytics is regarded as a neuest. We repeat these three
steps until all the requests are deployed or the remainsgurees of fog devices cannot
satisfy any additional request.

Lemma 4 (Time Complexity) Our APX algorithm runs in polynomial time.

Proof. We rst sort the requests by line 2, which has complejQj logjQj). The for-
loop starting from lines 3, 5, and 7 go through all requessiags, and types of resources,
and have a total complexi®(jQjjV jjU]). The complexity is therefor®(jQj(jV jjUj +
logjQj)). Hence, the APX algorithm runs in polynomial time. ]

Approximation Factor. To set up the stage, we rst design another algorithm that
results in no fewer deployed requests than the optimaltsduit may violate some con-
straints (and thus are infeasible). We refer to this algoriasOPT'. This algorithm shares
the same intuitions with our APX algorithm, but has two majdferences. First OPT'
sums up each resource type of all the fog devices in the sacheSgcond, OPT' further
sums up all the resource types of a grid into a single number.ekample, a request
requires30% CPU and10% RAM, which results in40% resources in total. Therefore
with OPT', the request will be served by the merged device gfia with 40%total re-
source. Our goal is to show that OPT' givesgpper boundon the number of satis ed
requests. Concretely, the OPT' algorithm deploys the reguesthe merged device of
each grid in the ascending order of requests' total resoneegls. In the following, we
formally prove that the OPT" algorithm gives an upper boumtlémma 5. We then give
the approximation factor of our APX algorithm in Lemma 6.

Lemma 5 (Upper Bound) The OPT" algorithm results in an upper bound on the number
of satis ed requests, which may be infeasible in the origprablem.
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Proof. Let OPT be the optimal algorithm, which resultddnsatis ed requestsg;ro;  ry).
In contrast, OPT' deploy °requestsr@; r2;  r3.). Without loss of generality, the re-
sulting solutions are enumerated by the total requiredurees. We have the following
inequalities:

XX X X
F(rp;u; ) Riu; (4.3)
h=1 u2U k2V u2U
B+ X X X
F(rﬁ;u; ) > Rk;u; (44)
h=1 u2U k2V u2U
F(riu ) F(rhju; ) 81 h  H: (4.5)
u2U u2U

Eq. (4.3) holds because the total resources used by OPT aigresder than the total
resources of the fog devices. Eq. (4.4) is true because if @&ploys one more requests,
it will certainly overload the devices. Eq. (4.5) shows twaen the deployed requests are
sorted in the ascending order on the total resources, theegreest resources consumed
by OPT' does not exceed that of that by OPT in the same posifi@sumingH.> H ©,
adding Egs. (4.4) and (4.5), we have:

X X X X
F(rpsu; ) > Riu; (4.6)
h=1 u2U k2V u2U
which contradicts to Eq. (4.3). Hence, we hate HC O

Lemma 6 (Approximation Factor) Our APX algorithm results in qj—l approximation
factor.

Proof. Our APX algorithm satis edH requestsr(;;r,; ry). Since the resource capac-
ities of devices are proportional, we haRg, = R0 8u;u®2 U. Moreover, each
device stops serving operators only when at least one otiresdypes is used up, and

hence we have:
XX X X o
F(rasu; ) RiuJUj: (4.7)
h=1 u2U k2V u2U

Besides, the total resources consumed by the OPT' algorithmad exceed the total
resources of fog devices. That is:
X° X X X
F(ri;u, ) Riu: (4.8)
h=1 u2U k2V u2U
Based on Eq. (4.7), we have:
Py P

H __h=1 wu F(rmu; ) X X

H

Ri.u3Uj: (4.9)
k2V u2U
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Figure 4.7: The system models of (a) CPU load, (b) RAM usage(@nmaetwork through-
put. Sample results from an operator and an edge of the ajeagnizer.

Based on Eg. (4.8), we have:

P .o P
HO r:':l uzuF(rg;U; ) X X

HO

k2V u2U
In addition, because both APX and OPT' algorithms enumeredeests by the total re-
quired resources antd® H, we have:

P.o P P, P
i wu FOSu ) H LU Fmu )
HO H ;

(4.11)

This means that the average total required resources oésexjdeployed bpP TCis
larger thenAP X . Based on Egs. (4.9-4.11), we have:

H 1
— 412
BecauséH® H., the approximation factor %—J This yields the proof. ]

We notice thajUj is typically a small integer (say 2 for CPU and RAM, for instance
and in the extreme case, where there is a single resourcéjtype 1), the APX algo-
rithm gives optimal solutions.
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Fog Controller

Figure 4.8: Testbed of our cloud-to-things continuum (liatf.

4.4 Testbed and Experiments

In this section, we realize a testbed of our cloud-to-thrm®inuum platform for: (i) con-
ducting a measurement study to derive our system modelsiaesigluating the derived
models and the performance of our cloud-to-things contimplatform.

4.4.1 Testbed Implementations

Fig. 4.8 illustrates our testbed which consists of: (i) atelln5 workstation running
Ubuntu, Docker [10], and Kubernetes [28] as the server ahd (intel PCs (1.8 GHz
8-core i7 CPUs) and 5 Raspberry Pi 3 (1.2 GHz 4-core ARM CPUs) athdevices
running Ubuntu and HypriotOS, respectively. We impleméra software components
presented in Fig. 4.3 on the server and fog devices. Thersandedevices are connected
with an Ethernet switch in a private network. To emulate Wiksed networks, we adopt
a traf c shaper [51] to throttle the bandwidth at 8 Mbps [89) avoid overloading the
fog devices, we reserve 20% of resources for operations thtae 0T analytics, e.g., OS
scheduling and resource monitoring.

We implement the multi-operator loT analytics using Tef$aw [45], in which every
0T analytics is represented as a graph consistirigregorsand ows. The tensors can be
simple tasks, such as additions and subtractions, or vemplax machine learning tasks.
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Figure 4.9: A sample TensorFlow graph (partial) of our sociadsi er.
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The ows transmit data among tensors. We use Tensorfmsto split every graph into
multiple smaller subgraphs, where each subgraph contami@o multiple tensors and
associated ows. These subgraphs are essentiallypieeatorsin our cloud-to-things
continuum platform, which are the units of deployments.

However, 10T analytics may require some features that ateavailable in Tensor-
Flow. For example, OpenCV [38] is needed for processing imagel librosa [31] is
needed for analyzing audios. These additional librariegjaite large and take hours to
compile. Therefore, installing these libraries on-theisyinfeasible. On the other hand,
reimplementing the features in TensorFlow incurs high eeegiing overhead, which may
not be worth. Fortunately, our cloud-to-things continuulatform achieves short de-
ployment time using Docker images. TensorFlow does novelgtsupport stream pro-
cessing, and we add a queue between any two adjacent ogaxatocrease the overall
performance.

To show the practicality of our platform, we develop threepke multi-operator 10T
analytics : (i) air pollution monitor, (ii) sound classi gand (iii) object recognizer. Each
of them contains a large number of tensors, e.g., the olgecignizer has 348 tensors.
We split each TensorFlow graph into a few operators (suljegs follows.

The air quality monitor receives four gas sensor readings in JSON format through
the MQTT protocol [35]. It then parses the JSON objects atmlitztes the moving
averages (potentially, other statistics too) of individyes sensors. The results can
be used to detect emergency events, such as explosive gawgleaVe split this

loT analytics into 5 operators. The rst operator subscibe all gas sensor data
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Figure 4.10: A sample re-Figure 4.11: A sample web interface of our air quality mon-
sult of our object recog-itor.

nizer.
Analytics
— —
Required
QoS Levels Resources

Hardware
Specification

Figure 4.12: Our proposed system models.

via MQTT. The other four operators are responsible for datouy the moving
averages of the four gas sensors, respectively.

The sound classi er detects different types of sound for community safety. For
example, this IoT analytics may detect a gun shot and autoatigt notify the
police. It adopts a pre-trained four-layer neural netwak dnalyzing the audio
inputs. This lIoT analytics is split into 5 linear operatofie rst operator gathers
the audio data, while the other four operators execute thel&yers of the neural
network, respectively.

The object recognizercollects and analyzes camera images for recognizing @bject
in them. It employs a pre-trained neural network with moentthO layers. We split
this 10T analytics into 3 operators for input, hidden, antpotilayers, respectively.
The rst operator also captures and resizes the camera snagiag OpenCV [38].

Figs. 4.9, 4.10, and 4.11 show a sample TensorFlow graphro$aund classi er,
recognized result of our object recognizer, and web interta our air quality monitor.
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4.4.2 System Model Derivation

The system models map the target QoS levels of different l@lyéics to the required
resources on heterogeneous hardware speci cations,uagrdted in Fig. 4.12. The pa-
rameters of operator model(q; s;;i; u; k) and edge modeF (q; ; (i;19) are derived
as follows. First, we conduct an of ine measurement studgedve the system models
of Raspberry Pis (the lowest-end devices). For Intel PCs (rpoveerful devices with-
out existing models), we use the models of less powerfulogsviorbootstrapping We
then update the system models online to iteratively deheectistomized system models.
Using system models of less powerful devices for bootstrepprevents us from over-
loading the fog devices. Although we only have two types of devices in the testbed,
the same procedure is applicable to more heterogeneousedevi

We model the following three resources:

CPU load: the physical CPU load in percentage reported by Docker stats A
RAM usage: the total physical memory usage reported by Docker stats API

Network throughput: total traf c amount (in both directions) reported by Tcp-
dump.

We adopt different invocation frequencies as the QoS paexsieother QoS parame-

ters may also be adopted if needed. Particularly, in our raxygats, we choose the
following sample parameters: (f)0:25;0:5;1;2;4g Hz in the air quality monitor, (ii)

f 5=60; 6=60; 7=60; 8=60;, 9=60g Hz in the sound classi er, and (iif)6=60; 7=60; 8=60; 9=60; 10=60g
Hz in the object recognizer. Each QoS level of every IoT amegdyis executed 5 times

with 60-sec durations. We report the average results, dféging out the results that
deviate from the average for more than 1.7 times of the stdrakviation.

Table 4.2: The Mean (Standard Deviation) R-square ValuesPamdlues Among All
Operators and Edges.

CPU Load Network Throughput
R-Square P-Value R-Square P-Value
Air Quality Monitor | 0.99 (0.000023) <0.001 | 0.99 (0.000001) <0.001

Sound Classi er | 0.85 (0.023263) <0.010 | 0.84 (0.069494) <0.010
Object Recognizer| 0.99 (0.012540) <0.010 | 0.97 (0.004982) <0.010

10T Analytics

Fig. 4.7 shows the measured results and system models of @esaperator (CPU
and RAM) and a sample edge (network) from the object recognlie sample operator
subscribes the data from all four sensors and the edge <dnee ow of a gas sensor.
We make a few observations on the sample results and adofdlitving regression
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models. First, we nd that the RAM usage (Fig. 4.7(b)) remdhes same under different
QoS parameters. Therefore, we model it as a constant vahieh\gives us an average
error of 0.4% and a maximum error of 1%. For the CPU load (Fig(a) and network
throughput (Fig. 4.7(c)), we adopt power models (after mereng several common func-
tions), which give 0.99 R-square scores in both cases. Theimpend edge models are
summarized as:

8
. 2 qu;sq;i;k u= RAM;
FAg S k)= b (4.13)
" 8aqikSq ! * Cagik U= CPU;
. ba (i
F (A sq (519) = aAq:(i:i“)Squ'(' "t Caq:(iii 9 (4.14)

wherea; b;c; d;a; b;c are model parameters.

Similar observations can be made on other operators and ealyg model parameters
can be derived by regression. We report the mean R-squaessafdhe CPU and network
models with their standard deviations in Table 4.2. Thidetahows that our system
models are fairly accurate. Moreover, the same table algortep-values, which are
< 0:01, showing the regression is statistically signi cant.

4.4.3 Validation

w
a1

BEFC I RPi

o O

P R NN W
o o

o

Deployment Time (sec)

o o

1 2 3 45 6 7 8 9 1015
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Figure 4.13: The average deployment time of operators ih gaxation.

We run the following experiments for 15 iterations, where tifiine system models
are initially used for both Raspberry Pis and Intel PCs to doneoperator deployment
algorithm. Based on the actual resource consumptions, watemlr system models
after each iteration that lasts for about 3 minutes. In echtion, we randomly generate
requests of three sample IoT analytics with random QoS destebsen from the sample
parameters of each loT analytics. We up-sample the QoSsleyel 0% as a small buffer
for workload surges. Speci cally, we generate a large nundfeequests, and execute
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Figure 4.15: Online updates of our system models are effedtierations 7—14 are omit-
ted due to the space limitations.

our operator deployment algorithm to deploy as many reguastpossible. Although

network conditions affect the download time of Docker im@géisseminating Docker

images ef ciently is out of the scope of this chapter. Theref we assume all the Docker
Images are already cached in the image pools on fog devieaspl8 experiment results
with 95% con dence intervals are given below.

Operators are deployed almost instantly in our platform. Fig. 7.4(a) reports the av-
erage deployment time of operators in each iteration. Theegeveals that the operators
take less than 20 seconds on average to be deployed, whighciest for most 0T an-
alytics that need to have even shorter response time cprebdeployedAs Fig. 4.14(a)
shows, over 50% of operators deployed on Intel PCs take lagsttian on Raspberry Pis
because Intel PCs have higher computational power. The frésiptoyments take more
time on Intel PCs than on Raspberry Pis because there are emidi more operators
running on PC than Raspberry Pis, as reported in Fig. 4.1%{en a large number of
containers are simultaneously created on the same dewicECx overhead is signi cantly
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increased.

Our system models are reasonably accurate and support hetegeneous fog de-
vices. We report the system model errors of two sample models: #egpanodels of
CPU loads and (ii) constant models of RAM usage in Fig. 4.15s Tduire shows that
our system models become increasingly more accurate @vatigns. More speci cally,
the CPU load errors are no worse tHa and the RAM usage errors are no worse than
25%o0n average after 5 iterations.

Our operator deployment algorithm satis es most of the requested QoS levels.
Table 4.3 shows th@oS satisfaction ratandthe number of rejected requesisder dif-
ferent numbers of requests received from fog users. The @QoSfagtion rate is the
fraction of deployed requests that meet the QoS targetsthenctjected requests are not
deployed by our algorithm due to lack of resources. The talalés to three observations:
(i) the QoS satisfaction rate is getting higher over itenagi At the fth iteration, the
QoS satisfaction rate reacheslfa0% (ii) more received requests require more iterations
to satisfy all the requests, and (iii) once our platform i#yfloaded, some requests are
rejected to maintain the QoS levels of deployed requests.

Our experiments demonstrate the practicality and ef cyeofoour models, algorithm,
and platform. For larger scale evaluations, we performilgetaimulations in the next
section.

Table 4.3: QoS Satisfaction Rate and Number of Rejected Rexjuest
Iter. 1 Iter. 2 Iter. 3 Iter. 4 Iter. 5
Recv. | Rej. | Satis. | Rej. | Satis.| Rej. | Satis. | Rej. | Satis. | Rej. | Satis.

Req. | Req.| Rate | Req. | Rate | Req.| Rate | Req.| Rate | Req.| Rate
4 0 |100%| O |100%| O |100%| O | 100%| O |100%
8 0 |100%| O |100%| O |100%| O | 100%| O |100%
16 0 79% | O |100%| O |100%| O |100%| O | 100%
32 0 89% | 10 | 95% | 10 | 100%| 10 | 100%| 10 | 100%
64 22 | 71% | 42 | 95% | 42 | 95% | 42 | 100%| 42 | 100%

4.5 Simulations

In this section, we consider a wider spectrum and compareapalytics deployment
algorithms against the state-of-the-art ones in a simulato

45.1 Setup

We build a detailed simulator in Python. In this simulatog implement our APX and
SSE algorithms. We also realize four baseline algorithmsnd@m, Linear, Fog and
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Cloud Placement (FCP) [167] and Optimal Data Stream ProggB$acement (ODP) [67,
69]. The Random algorithm mimics a fog computing platfornhaiit a central controller,
and deploys operators on random devices. The Linear digogfreedily deploys oper-
ators from the source fog devices to adjacent devices, wdhkieg the resource, sensor,
and location constraints into considerations. The FCP anB @bDorithms are state-of-
the-art analytics deployment algorithms, which considghbode and link constraints
as we discussed in Sec. 4.1. The FCP algorithm aims to sugericly sensitive 10T
analytics with high resource ef ciency. It is a heuristigatithm, which nds the best- t
device for every request. The ODP algorithm has a exiblesobiye function. We adapt
the objective function to maximize the number of satis edquests for fair comparisons.
The ODP algorithm employs a commercial ILP solver: CPLEX [2@fjich may take pro-
hibitively long time to terminate. Therefore, it is recommieto set a 500-sec cap on the
execution time [67,69]. We run simulations of each test aderwith all the algorithms

for comparisons.

In order to simulate a large-scale and realistic networlolagy, we extend the net-
work topology of the smart pole block shown in Sec. 7.4 with esmnetwork as the
network backbone. As illustrated in Fig. 4.16, the topolbgy twelve blocks and each
block has eight fog devices installed in the device boxedf diahe fog devices are con-
nected to local Ethernet (1 Gbps) and others are conneciiHianesh (32 Mbps) [63].
These fog devices access the Internet through the accesh siveach block. The access
switches are connected to a backbone network generated byE3R VT mesh topology.
The link capacities from the access switches to the backbetveork are randomly cho-
sen from 3G (9.61 Mbps) [63], WiFi (32 Mbps) [63], and 4G (Z2Mdbps) [63]. The link
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capacities of the backbone network are randomly chosen¥D®L (60 Mbps) [63] and
Fiber (1 Gbps) [63]. The actual bandwidth constraints aesvdrom a gaussian distri-
bution with a mean value shown in the parentheses above ewherstandard deviation
is 10% of the mean value. We con gure the fog device's gediooacoordinates using
actual GPS coordinates of real street lamps next to 12 maldirtogs at NTHU campus.
We also place the backbone routers among these buildinggnns of geographical loca-
tions, following the Euclidean distances and link lateegenerated by BRITE. Each fog
device has a random CPU capacity between 100% and 400% (monciag to number
of cores) and a random RAM capacity between 1 and 8 GB.

Poisson processes with 1-min average arrival time and TOan@rage departure time
are used for generating requests. In this way, the numbertiveaequests steadily in-
creases over time. Each request randomly picks one of tke thil analytics (detailed
in Sec. 7.4) with random target QoS levels between 0.1 and.4THe system models
(of PCs and Raspberry Pis) derived in our experiments are ngéé simulations. Each
requested source and destination operator randomly octorge of the 12 blocks. We
consider random sensors, including cameras, microphanes(4 types of) gas sensors.
The loT analytics are associated with their requested senso

We consider the following performance metrics:

Number of deployed requestdhat are deployed with deployment decisions made
by the algorithms.

Number of satis ed requeststhat comply with the constraints in Eqgs. (4.1d) and
(4.1f).

Number of overloaded linksthat fail some deployed requests

Resource ef ciencythat is a ratio of total satis ed requests and total resocore
sumptions.

Running time of the analytics deployment algorithms.

We run 16-hour simulations on an AMD 64-core workstation. r @oalytics deploy-
ment algorithm is invoked once every 30 mins. We considemilvaber of blocks2
f3;6;9; 129, which means that the considered number of fog deyM g2 f 24; 48; 72, 96g.
Moreover, for our SSE algorithm, we consider maximal nundééopH 2 f 2; 4; 6; 8; 10g.
We let 12 as default value of number of blockg [ = 96) and the maximal number of
hopH = 10 if not otherwise speci ed. We repeat each simulation 5 tiraed report
means with 95% con dence intervals if applicable.
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Figure 4.17: Satis ed number of requests of our APX alganthnder different number
of: (a) requests and (b) resource types.

Table 4.4: Empirical Based Approximation Factors

Req. 500 1000 1500 2000 2500

U H,_H Mean| Std | Mean| Std | Mean| Std | Mean| Std | Mean| Std
1.000| 0.000| 1.00 | 0.000| 1.00 | 0.000| 1.00 | 0.000| 1.00 | 0.000
1.000| 0.000| 1.00 | 0.000| 0.957| 0.006| 0.938| 0.028| 0.952| 0.003
0.921| 0.057| 0.706| 0.035| 0.658| 0.039| 0.430| 0.024| 0.658| 0.037
0.603| 0.061| 0.499| 0.033| 0.544| 0.017| 0.502| 0.026 | 0.504 | 0.024
0.536| 0.045| 0.438| 0.031| 0.442| 0.028| 0.441| 0.025| 0.441| 0.038

Q|| WIN|F

45.2 Results

Performance of our APX algorithm. We implement an optimal solution (OPT) us-
ing CPLEX [21] as a benchmark to evaluate our APX algorithm. @Bee the running
time of OPT is high, we run a set of simulations with smallgrdiogy as follows. We
generatgQj requests, which requingJj kinds of resources allocated froh®0fog de-
vices to conduct the evaluations. We va€yj = f50Q 100Q 150Q 200Q 2500g and
jUj = f1,2;3;4,5g, where the bold font indicates the default values. The requie-
sources of the rsttwo resource types are from our derived @RIRAM system models.
Other kinds of resources are randomly assigned in a rangesbr0 to 100 The fog de-
vices' resource capacity of CPU are random values betvi®®%oto 800%and RAM
are random values betweéno 16 GB. Other kinds of resource capacities are random
values betweef@00to 100Q We run the evaluationkOtimes and report means wi¢b%

Table 4.5: Maximal Running Time (s) of APX and OPT Algorithms

T H Hy Req. 500 1000 1500 2000 2500
U HH Hy| APX | OPT| APX | OPT | APX | OPT | APX | OPT | APX | OPT
1 025]176| 0.71| 335 | 1.32| 525 | 1.92 | 7.27 | 3.46 | 12.67
2 0.42|2.14| 1.06| 4.87 | 249 | 9.79 | 3.69 | 16.43| 5.41 | >500
3 101|264 2.73| 7.86 | 4.44 | 203.65| 6.81 | >500| 8.74 | >500
4 1.94| 3.27| 461 | >500| 7.57| >500 | 10.16| >500 | 12.52| >500
5 2.63 | 5.33| 5.76 | >500| 8.88 | >500 | 11.88| >500| 15.21| >500
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con dence intervals. Fig. 4.17 shows that when the numbeeqtiests is small or the
numbers of resources typeslisour APX algorithm indeed achieves the optimal results.
Moreover, the resulting numbers of satis ed requests of ABK algorithm are always
above the theoreticdl5§U| approximation factor curve. We summarize all the empiri-
cal approximation factors, including average and standaxdation values in Table 4.4.
This table shows that in the experiments, our APX algoritlumeves at least 2 times of
theoretical approximation factorMoreover, we report running time of APX and OPT
algorithms in Table 4.5, which shows that our APX algorithms in real-time while the
OPT algorithm has an exponentially growing running tilA®X is not considered in the
rest of evaluations, because it's designed for ne-grairgerators. The loT analytics
models used to evaluate SSE is not ne-grained enough.
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Figure 4.18: QoS improvement of our SSE algorithm in: (a)benber of deployed
requests, (b) the number of satis ed requests, and (c) theoeu of overloaded links.

Our proposed SSE algorithm results in QoS improvements.Fig. 6.7 reports the
overall QoS achieved by different algorithms. Fig. 4.1&aws that the gap of number
of deployed requests among SSE, ODP, and FCP is smalled@i®anRandom deploys
up to148%more requests compared to our SSE algorithm while our SSkiddm de-
ploys699%more requests compared to Linear. However, the larger nigabeleployed
requests do not directly result in better performance, iieeanany deployed requests fail
to satisfy the constraints. Fig. 4.18(b) plots the numbesadis ed requests. Indeed, we
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observe that our SSE algorithm satis es by ud8#% 1200% and1233%more requests
than ODP, FCP, and Linear, respectively. On the other handddtarsatis es zero re-
quest after running for 15 hours. The inferior performanc®@DP, FCP, and Random due
to too aggressive leading to an overloaded fog computinfopfa. To show this, we plot
the number of overloaded links in Fig. 4.18(c), where ODP,, DB Random result in as
many as 3.2, 9.8, and 24.8 overloaded links, while our SS&righgn leads to none. Last,
we note that the Linear algorithm limits its analytics deph@nt decisions to adjacent
devices, and thus is too conservative to satisfy more rég€at explains why our SSE
algorithm satis es1233%more requests that the Linear algorithi@ince Random and
Linear suffer from signi cantly fewer number of satis ed gpts, we no longer consider
them in the rest of this paper.
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Figure 4.19: Shorter network latency of our SSE algoritha): gnd-to-end network la-
tencies and (b) number of hops distribution of satis ed esjs.

Our proposed SSE algorithm reduces network latenciesFig. 4.19(a) reports the
end-to-end latency distribution of satis ed requests. |d¢iacly shows that our SSE algo-
rithm achieves lower latencies. More speci cally, our SSgoathm results in 46.5 ms
for 80%of requests; while ODP results in 55.3 ms and FCP results B ®BS. This can
be attributed to the second intuition of our SSE algorithricl considers shortest paths
rst. To validate this, Fig. 4.19(b) reports the distribani of number of hops of satis ed
requests. It clearly shows that our the distance (numbeopé$hbetween source operator
and destination operator of a request deployed by our SSHitlg is shorter than oth-
ers, which contributes to the low latency. Because of its lat@rcy, our SSE algorithm
Is more suitable for real-time loT analytics.

Our proposed SSE algorithm is resource ef cient.Fig. 6.8 shows distributions of
resource consumptions and resource ef ciency under pesduree consumptions. Actu-
ally, the CPU, RAM, and network resource consumptions showigs. 4.20(a)—4.20(c)
are similar among different algorithms. However, our SSgoathm results in higher
resource ef ciency, as illustrated in Fig. 4.20(d). In peutar, Fig. 4.20(d) shows that
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Figure 4.20: Better resource ef ciency of our SSE algorith(a) peak resource con-
sumption, (b) CPU load, (c) RAM usage, and (d) network througjkstributions of fog
devices.

our SSE algorithm outperfornis67% 161% and124%resources ef ciency in terms of
CPU, RAM, and network, compared to the ODP algorithm. Moreawar SSE algorithm
outperformsl649% 1774% and1951%resources ef ciency in terms of CPU, RAM, and
network, compared to the FCP algorithm.

Impacts of different number of blocks. We vary number of blocks from 3 to 12
(number of fog devices from 24 to 96), and repeat the samelaiions. We plot the
key performance metric results in Fig. 4.21. Fig. 4.21(@pres that our SSE algorithm
outperforms ODP and FCP 85:3% and 2041%, on average, in terms of number of
satis ed requests on average. This is because our SSE thlgodoes not overload any
links as con rmed by Fig. 4.21(b). Fig. 4.21(c) reports tloar SSE algorithm, on av-
erage, improves CPU resource ef ciency B$4% and4427% compared to the ODP
and FCP algorithms, respectively Fig. 4.21 demonstratédsotitaSSE algorithm scales
well. In fact, our SSE algorithm outperforms other algarithby larger margins when the
network is larger.

Our proposed SSE algorithm is scalable.Table 4.6 reports the maximal running
time of the analytics deployment algorithms throughouthbé+ simulations under dif-
ferent number of fog devices. This table shows that the ngqtime of ODP exceeds
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Figure 4.21: Impacts of number of blocks on: (a) number a§sat requests, (b) number
of overloaded links, and (c) CPU utilizations.

its 500-sec threshold with merely 9 blocks (72 fog devic&iPP's running time grows
exponentially. While, our SSE algorithm only takes 34 sec &kenthe deployment de-
cisions with 9 blocks, and its running grows linearly. In didd, the running time of
FCP algorithm also grows linearly and is shorter than our S§&righm. However, the
FCP algorithm suffers from fewer satis ed requests, inefii resource usage, and longer
end-to-end latency, as shown above.

Table 4.6: Maximal Running Time (s) of Analytics Deploymengérithms

No. Blocks | 3 6 9 12
SSE 3 12 | 34 132
ODP 165 | 336 | >500 | >500
FCP 1 2 3.5 6

4.6 Discussion

In this chapter, we focus on solving application deploynmoblem, where we take 0T
analytics as representative applications. We formulasgatoblem into two problem for-
mulations under different cloud-to-things continuum dtinds. We design an approxi-
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mation algorithm (APX) and an ef cient algorithm (SSE) to xiraize number of satis ed
requests with diverse QoS requirements. The QoS requitsraencarefully modeled by
conducting measurement studies. We derive system modgtsdact required resources
of 10T analytics with diverse QoS values. To conduct the meament studies, evaluate
our algorithms, and realize our cloud-to-things continyuve implement our platform
with : (i) Kubernetes, (ii) Docker, and (iii) TensorFlow. ©platform provides: (i) novel
deployment algorithms for the provider to make deploymeisions and (ii) lightweight
virtualization for users to dynamically request for on-@em applications with resource
guarantees. To evaluate our algorithms, we conduct extetsice-driven simulations
with two baseline (Random and Linear) and two state-of-tihexaalytics deployment
algorithms: FCP and ODP. The baseline algorithms sufferimfenumber of requests,
and our algorithms outperform the state-of-the-art athars by at leasi34% 167%
161% and124%in terms of number of satis ed requests, CPU resource ef cjeRAM
resource ef ciency, and network resource ef ciency, redpely. Moreover, our algo-
rithms run in polynomial time while optimal solutions neexpenential time to make
deployment decisions.

Although our analytics deployment algorithms have outpenied state-of-art algo-
rithms, there are some limitations that are not considemnddis chapter: (i) priority of
the requests, (ii) time sequence of the requests, andyi@uhicity of the requests. About
the rstlimitation, in this chapter, we assume that reqedwstve the same priority. There-
fore, our algorithms will not tend to deploy emergency resjuest, e.g., the requests from
police of ce about a gun shot will not be considered in adwanto solve this limitation,
we can classify the requests into multiple categories basadrious priorities. We then
make deployment decisions from the most critical categorthé least one. Doing so,
we can support the prioritized requests without modifyingagorithms. For the second
limitation, in this chapter, we batch the requests and stileedeployment problem for
every batch. Therefore, we do not immediately make deployrdecisions once every
request is received. One possible approach is to proposgiaseprediction algorithm to
predict coming requests in the future to take time sequetioeur consideration. Hence,
we can use our deployment algorithms to make decisions #ordtjuests in advance and
deploy the requests once we receive them. For the thirddtmoit, in this chapter, we
optimize the deployment for every batch. However, requesise and go, so that the
deployments do not always keep optimized state. In ordeoliee ghis limitation, one
possible approach is to model migration costs into our féatmn. The migration cost
will be affected by cache of container images. Hence, weradsal to propose a caching
algorithm to ef ciently use the storage spaces. With thenatign cost and caching al-
gorithm, we can dynamically migrate the requests to keeptaiform in the optimized
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Chapter 5

Application Speci ¢ Optimization:
Delay-Sensitive Applications

After deploying the applications with the algorithms prepd in Chapter 4, we start to op-
timize the delay-sensitive applications which are alreaohning on our cloud-to-things
continuum platform in this chapter. We select one repredimet delay-sensitive appli-
cation, which will be introduced in Sec. 5.1. Moreover, wevey the related studies in
Sec. 5.2, extend and measure existing open source appficatSec. 5.3 write problem
statements for optimizing the applications and design oluti®ns in Sec. 5.4, evaluate
them in Sec. 5.5, and report a summary in Sec. 5.6.

5.1 Game Streaming Applications

Our selected delay-sensitive applicatiorgeme streaming applicationsvhich require
strict low delay and high computation power. There are twiste}g gaming models
requiring remote servers: (i) le streaming and (ii) videmesming. The rst, more
conservative, model leverages the remote servers tolliggrcomputer games, because
modern computer games often take more than one DVD to digtribFile streaming
allows gamers to start playing games after a small subselesfhas been downloaded,
while the remaining les are streamed in the backgrounce Eiteaming allows the game
developers, such as Blizzard, to reduce their costs on metufag the physical media,
and delivering patches through the Internet. Howeverhaké¢ computer games still run
on gamers' computers, and thus gamers: (i) need high-engutens for good graphics
effects and (ii) can only play games on the installed congute

The second, more aggressive, model of oads intensive ctatipns, such as render-
ing, physics, and arti cial intelligence, to the remote\sas (fog devices), in order to
deliver more visually-appealing effects on less powerfuhputers anywhere, anytime
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over the Internet. Using video streaming, game serviceigeos, such as OnLive [37],
GaiKai [15], and Ubitus [47], deliver instantaneous gamaxgerience to gamers using
different client computers (including mobile devices).islis done by implementing and
installing a thin client on PCs, laptops, tablets, smartgisoand set-top boxes. In this
chapter, We only consider the more challenging video stiegmmodel to achieve the

game streaming applications.

5.1.1 Usage Scenarios
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Figure 5.1: An usage scenario of the game streaming appliceinning on our cloud-
to-things continuum platform.

Figure 5.1 gives a scenario of running game streaming agiaits on our cloud-to-
things continuum platform. We rst present the life cyclesojame session. A gamer rst
selects a game and sends a request to the fog controllenta game. After the gamer
selects a game to play, the global optimizer (Chpater 4) liest@n the fog controller
selects a fog device to serve this gamer. After that, theegdpn speci c optimizer also
installed on the fog controller sends game con gurationg,,ghe encoding bitrate and
frame rate, and 3D effect level, to the game streaming agipdic running on the selected
fog device. The application runs a piece of software to aaptcompresses, and sends
the audio and video, rendered by the game, over the Intesrieetgamer’s device. The
audio and video are decompressed and played by the gameit® de the gamer, who
uses keyboard, mouse, or other input devices to interabtthaét game. Because the game
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is running on a remote fog device, the inputs from gamersexretse the game streaming
application running on the fog device for the interactiofise game session is between a
fog device and gamer's device, and ends when the gamer faitgaime.

5.1.2 Challenges

Delivering high-quality gaming experience is challengingginly because: (i) modern
computer games are mostly resource hungry, (ii) the res-tiature of games imposes
stringent deadline, and (iii) gamers have high expectatmmdifferent aspects of gam-
ing experience [124]. More speci cally, gamers ask for badtv response delay and
high-quality game scenes, where the: (i) the response defaxs to the time difference
between the time when a gamer triggers an input and the tinenhe client renders
the corresponding effect, and (ii) quality of game scenesdasured by metrics like res-
olutions, frame rates, delities, and 3D effect levels. Comently achieving both fast
responses and high-quality scenes consumes a huge amaampfitation and network
resources. In Chapter 4, we cope with the problem by the glopahizer to select the
most suitable fog devices to run the game streaming apilicafor incoming gamers
to maximize the number of served gamers while satisfying @afsiirements in large
time scales (in the order of tenths of minutes). Howevern#tevork resources change in
small time scales (in the order of seconds), which cannobgpensated by the global
optimizeralone and thus a ner-grained adaptation mechanism is requoeddch game
session.

In this chapter, we study the problem afiaptingongoing streaming game sessions
to maximize the gamer experience in dynamic networks. Witlwdaptations, the cloud-
to-things continuum platforms continuously deliver theeating games to gamers at the
highest possible quality even when the resources are iout. This may overload the
network because a large part of the network resources isiowet by the downstream
traf ¢ (game videos) [77]. Thus, the video bitrate of an omgpstreaming game ses-
sion should be reduced if the end-to-end bandwidth is irgeht. Moreover, when the
bandwidth is signi cantly reduced, the video frame rate rhaye to be reduced to main-
tain a satisfying graphics quality. Otherwise, gamers @auiffer from degraded gaming
experience due to late and lost frames, and may quit the garassaturely.

Achieving optimal adaptations is no easy task because gaaverpicky, and love
to have both high graphic quality and short interaction ylelelowever, concurrently
optimizing bothgamers' demands is impossible. Therefore, in order to shleeitrate
adaptation problem, three main challenges are carefulljiesti in the following:

Quantifying gamer experience.The metrics of higher-level gamer experience and
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Figure 5.2: The interactions between the streaming gamécappns and the delay-
sensitive application optimizer.

lower-level system performance are quite different, ardhtiapping between them
Is affected by many factors. Hence, deriving empirical gaexperience, or Mean
Opinion Score (MOS) model is important and challenging.

Recon guring video codecs. Compared to audio streams, encoding and trans-
mitting video streams consume much more computation/m&twesources, and
thus video codec is the main control knob for adapting an mmgstreaming game
session to the available resources. Changing the codec eratign on-the-y is
critical to help us achieve optimal bitrate adaptations.

Adapting videos in dynamic networks. With the gamer experience model and
real-time codec recon guration mechanism, We develop #gesoil techniques to
quickly adapt the video codec con gurations to dynamic reeis. The techniques
range from optimal resource allocation algorithms to teak heuristics to maxi-
mize the gamer experience without excessive resource ocgign. These tech-
niques are presented in Sec. 5.4.

We note that this thesis focuses on solving resource altotptoblems. We will only
brie y describe the solutions of rst and second challengeshis chapter and focus on
solving the adaptation problem in Sec. 5.4. Please nd thaildeof the rst and second
solutions from Hong et al. [104].

5.1.3 Software Components

The game streaming applications is built upon GamingAny@l&A) [16, 110], which
IS an open-source game streaming application designeck$earchers, engineers, and
gamers. The design philosophy of GA includes extensibtigrtability, con gurability,
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and openness, and thus very suitable to game streamingaleseBasically, the GA
application consists of @A serverand aGA client The GA client is installed on gamer's
device, such as a mobile phone to send requests to our aetiniikgs continuum platform

to play a game. The global optimizer introduced in Chaptere# selects a fog device to
run a GA server to serve the gamer. The GA server and GA cl@nntunicate through
thegame & streaming engire allow gamers send control messages (e.g., key strokes and
mouse clicks) to the GA server and receives rendered gamesé®m the GA server.
More details of the original GA are given in [110].

As illustrated in Figure 5.2, we add four software composgimtcluding bandwidth
estimator, MOS model, codec recon gurator, and bitratepsataon algorithm into the
GA application, to solve the challenges and optimize theegatreaming applications.
The bandwidth estimatomonitors the sending/receiving timestamps of video packet
at GA client, so as to estimate the effective bandwidiBA clients send the estimated
effective bandwidth to thbitrate adaptation algorithnto determine the optimal encoding
bitrate and frame rate to maximize the gaming experiencech Skecisions are made
based on MOS modelwhich converts each pair of bitrate and frame rate into aggam
dependent MOS score. The optimal encoding bitrate and frateeare sent intaodec
recon gurator for on-the- y video adaptation. Finally, the game & streagiengine at
GA server side renders and streams the game scenes baseddatiions to the game
& stream engine at GA client side, which receives the streatghsand control messages
to the GA server. In summary, these four components are ¢onesachapter, that will be
introduced in Secs. 5.3 and 5.4.

5.2 Related Work

5.2.1 Game Streaming Platforms

In game streaming applications, there are several appesaohdivide the tasks between
the remote servers and clients. Wiftaphics streamingg1,118], the remote servers send
all graphics commands to the clients, which then render tiehgcs commands using the
clients’ GPUs. This approach dictates more powerful GPUsmaler high-quality game
scenes in real time, which is less applicable for resourngdd mobile devices and set-
top boxes. Withpost-rendering operationf88, 164], the 3D rendering is done at the
remote servers, and part of the post-rendering operati@ndame on clients. Such post-
rendering operations on the clients include augmentinganst lights, and texture [74].
This approach complicates the game development and ies¢hs development cost,

!Packet losses and delays are considered when estimatieffeéotive bandwidth.
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which may drive the game developers away from the game singaapplications. With
video streaming98, 179], the remote servers render the game scenes aadstideos
to the clients. The clients decode and display videos, which much lighter weight
operation compared to the other two approaches. Compadyatilie video streaming
approach: (i) demands the least resources at the clieihis,éasier to implement, (iii) is
easier to port to heterogeneous clients, and (iv) requiresiinimum augmentations on
game code.

Hence, the mainstream commercial game streaming applisasuch as OnLive [37],
GaiKai [15], and Ubitus [47], all adopt the video streamipgeoach. Similar approaches
are taken by several studies [98, 112, 179] in the literatdmnong these applications,
GA [112] is open, modularized, and ef cient. It is the rst ocgplete open-source game
streaming application of its kind. GA has been leveragedevgisl research projects on
game streaming, such as mobile cloud gaming [111, 113]amileg applications [87],
GPU consolidation [103], and cloud resource allocation 199].

5.2.2 Resource Allocation for Game Streaming Applications

The resource allocation problem for the game streamingiagifuns has been studied
for some game genres. For example, Lee and Chen [125] studggbarce allocation
problem for Massively Multiplayer Online Role-Playing GatMMORPG), and propose
a zone-base algorithm to reduce the hardware requiremétite ;cemote servers. How-
ever, these game servers handle short state update mesaadjésus are different from
servers that stream high-quality real-time videos to thents. Duong et al. [80] and
Wu et al. [180] focus on the admission control problem, toimire the queueing de-
lay for game streaming applications. In particular, Duohgle[80] develop algorithms
to selectively admit incoming users for the highest promdawu et al. [180] propose
a similar algorithm to quickly serve users in the waiting geie Wang and Dey [173]
propose an adaptive algorithm to dynamically adjust thel@eng parameters, such as
lighting modes and texture details, to adaptively allocasources. Cai et al. [66] study
the resource allocation problem between a remote servea alieint computer. They di-
vide a game into several software components and intetligdispatch the components
among multiple remote servers and client computers. Ouieeavorks [99, 100] con-
sider a different problem of maximizing the gaming Qualifyexperience (QoE) of all
admitted users, by placing virtual machines in the best datgers under diverse CPU,
RAM, and storage capacities. This chapter, in contrast,emsés the problem of dynamic
adaptations in ongoing game sessions.
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5.3 Recon guring Video Codecs in Run Time

Hong et al. [104] enhance GA to support dynamic video codecrrgurations. In this
chapter, we implement a bandwidth estimator to estimatectfe bandwidth of GA
client. The estimated bandwidth is sent to the dynamic videdec recon gurator to
change the streaming con gurations. We then conduct expis to validate the real-
timeness of the dynamic video codec recon gurator.

The major modi cation by Hong et al. [104] is to migratienpegto live 555because
three major reasons: (ifmpegis too complicated to add a customized codec fffpeg
does not support dynamic recon gurations (we cannot usepetform bitrate adaptation
for ongoing game sessions in this chapter), and (iii) The REBRure provided byfmpeg
is tightly coupled with its codec implementation, whichyeets us to make a customized
codec to work with the RTP stack. Therefore, Hong et al. [X84¢ise the module design
used in GA to work withlive555 Please nd more details of the implementation from
Hong et al. [104].

5.3.1 Effective Bandwidth Estimation

We implement a bandwidth estimator inspired by WBest [126]stin®ate the effective
bandwidth. Different from other proposals [120, 126, 138k leverage existing video
packets for effective bandwidth estimation, without imauy network overhead. We can
do this for two reasons: (i) the workload of sending videokets is high (for 30-fps
videos, we send a frame every 33 ms) and (ii) the size of a Vid@ae is typically higher
than MSS (Maximum Segment Size), so each video frame isisitmultiple back-to-
back packets. Our bandwidth estimator keeps track of theedigon time of the video
packets. To cope with uctuations, we select the medianevalsi the estimated capacity
from everyW packets. We then send video packets at the estimated cafmaoieasure
the effective bandwidth withlV video packets. The value @ is empirically selected by
experiments, and we considéf 2 f 100 200 300 400 500y. The estimation accuracy
with W = 100 is 50% in the worst case. In other cag280 W  500), the accuracy
is as high as 80+% and the differences among diffevéntalues are smaller than 5%.
Hence, we leW = 200 for shorter reaction time.

5.3.2 Experiments on a Real Testbed

We conducts real experiments to show the effectivenesseofdbon guration feature.
We set up a testbed with a GA server and a GA client, and cornhent via a Dum-
mynet box. We nd that the dynamic recon guration of videdrate andframe rateare
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Figure 5.3: The measured: (a) effective bandwidth and @é rate.

widely supported by most off-the-shelf video codecs. THhmas us to leverage these two
parameters in the adaptation algorithm presented in Séc. 5.

Next, we evaluate the adaptive GA platform as follows. Weteva script on the
Dummynet box to repeatedly switch the bandwidth among 20d34, and 512 kbps once
every 60 secs. We then adaptively recon gure the video teitead frame rate using the
codec parameter selector (Eg. (5.4) in Sec. 5.4), basedeaibdek from the bandwidth
estimator (Sec. 5.3.1). Figure 5.3(a) reveals that our Wwatid estimator successfully
detects the bandwidth changes. Figure 5.3(b) shows thatatiec parameter selector
quickly recovers from sudden frame rate drops due to teatlandwidth, by adjusting
the video coding parameters. The experiments demonstoatetdn adapt to network
dynamics for a single gamer. We consider the adaptatiorigmolacross multiple gamers
sharing a bottleneck link in Sec. 5.4.

5.4 Adapting Videos of Multiple Gamers in Dynamic Net-
works

In this section, we solve the resource allocation probleroragmultiple gamers. Our
proposed algorithm runs on the fog controller in cloudtimgs continuum.

5.4.1 Notations and Model

Table 5.1 summarizes the symbols used in this chapter. Wad=ama data center serving
U gamers as illustrated in Fig. 5.4, where each gamer is coethéo a GA server. All
U GA servers share an outgoing link through a cellular bag@®staand we leR be the
current available link bandwidth of this link. The value Rfis uctuating due to the
background trafc. Welet (1 f F)andb(1 b B) be frame rate and bitrate,
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Figure 5.4: Adapting videos of GA servers deployed in cléardhings continuum plat-
forms.

Table 5.1: Symbols Used Throughout this Chapter

Sym. | Description

Number of gamers

Available bandwidth over a shared link
Maximal frame rate

Maximal bitrate

O W M 3o C

Number of game types
p. | A game played by gamer
Mg | MOS score of playing gamgat frame ratd and bitrateb

respectively. The frame rates and bitrates are speci edhbysystem administrators. We
letg(1 g G) be the game types supported by the our platform,@noke the game
played by gameu, wherel u Uandl p, G.Weletmgy;, be the MOS score
of playing gameg at frame ratd and bitrateb, which can be derived via off-line user
studies or online regression.

For concrete discussions, we adopt the user study reportbeé istudy from Hong et
al. [104]. Hong et al. [104] implement a crowdsourcing oalplatform, which recruit
101 subjects to conduct a user study and create MOS modebnahg experience. In
the user study, Hong et al. [104] vary bitrate, frame ratel game in different con g-
urations. We note that the MOS model is designed to drive tuec recon guration
decisions. The MOS model implicitly considers the avagabandwidth (bitrate), and
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ignores the network latency. This is because the netwoekdtstis not controllable by
our cloud-to-things continuum platforms during ongoingngag sessions. When a game
session is affected by higher packet loss rate or longet@ad delay, our bandwidth
estimator (Sec. 5.3.1) reports lower effective bandwidthen, the bitrate adaptation al-
gorithm picks a new target bitrate (as a function of effectsandwidth), using the MOS
model that converts the bitrate and frame rate into the dgdedOS score. Different
from the MOS model, there are full- edged QoE models in therhture for precise user
experience. For example, Game Mean Opinion Score (GMOS), [I74, 183] is an ob-
jective quality metric, which is a function of codec, franage, resolution, PSNR (Peak
Signal-to-Noise Ratio), network latency, and packet logs. r@ompared to my selected
relatively simple MOS model, GMOS is too complicated foreadcodec recon guration
purpose. More importantly, the additional complexity cenfieom factors that are not
directly controllable by our cloud-to-things continuunmagibrms. The quadratic MOS
model is given below:

where 41— 46 are game-speci ¢ model parameters. The details of the ma@esum-
marized in Table 5.2.

Table 5.2: The MOS Models for Individual Games

Batman FGPX CoD
(1) (2 (3

fps, g1 0:010 (0:036) 0:038 (0:041) 0:011 (0:037)
rate (in Mbps), g¢:2 2:940  (0:484) 2:297 (0:553) 2:529 (0:491)
(fps"2), g¢;3 0:001 (0:001) 0:002 (0:001) 0:001 (0:001)
I(rate'2), g4 1:150  (0:176) 0:868 (0:201) 0:939 (0:178)
fps:rate, g:s5 0:043 (0:008) 0:036 (0:009) 0:037 (0:008)
Constant, g:6 2:248 (0:428) 2:369 (0:490) 2:621  (0:434)
R? 0.988 0.981 0.987
Adjusted R 0.968 0.949 0.966
F Statistic (df = 5; 3) 49.518 31.040 46.130

Note: p<0.1; p<0.05; p<0.01

Next, we letk, andk, be the maximal and minimal bitrates of ganuerespectively.
The minimalk, is assigned by the system administrator based on somegaiamiincerns.
For example, a rule-of-thumb may indicate any bitratestliess 50 kbps do not produce
meaningful reconstructed videos, leading{o= 50 kbps.QU, on the other hand, comes
from a common property of hybrid video coders: the video iyalaturates when the
bitrate is increased [178]. Hence, it yields less signi camprovements while the bitrate
is increased beyond, e.§, = 5 Mbps. Moreover, the gamer's access link may be narrow
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and shared by multiple users/applications, leading to dwatth limitation onu's access
link. Qu is also used to accommodate this bandwidth limit: the adstratior can seﬁu to
be the minimum between the link bandwidth limitation anddhelity-saturating bitrate,
so that the allocated bitrate towill not be wasted.

5.4.2 Problem Statement
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Figure 5.5: The best MOS scores under different bitrates.

Our adaptation problem is to select the best frame rate anatdoifor each gamer,
in order to maximize the overall gaming quality under thedwaidth constraints. We
consider two optimization criteria: (i) maximizing the asge MOS score and (ii) max-
imizing the minimum MOS score across all gamers. We refehé&sé two optimiza-
tion problems as: (i) quality-maximization and (ii) qugtiairness problems, respectively
throughout this chapter. We le andy, (81 u U) be the decision variables, where
1 x, F (framerate)and vy, B (bitrate). With the de ned notations, we write
our problem with the quality-maximization objective as:

X
maximize  Mp, x, v, (5.2a)
u=1
X
st:: yu R; (5.2b)
u=1
koo Yo K81 W U; (5.2¢)
1 x, K1 vy, B;81 u U (5.2d)

For the quality-fairness objective, we replace Eq. (5.2#):w

U
maximizemin Mp, iy, - (5.3)
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Figure 5.6: Bene ts of choosing optimal frame rate of difiergames: (a) Batman, (b)
FGPX, and (c) CoD.

The optimization problems are solved periodically, sayeoexeryT seconds in order to
accommodate to the system and network dynamics. In the wexgéctions, we present
optimal and ef cient algorithms to solve the problems.

5.4.3 Optimal Algorithms

Solving the quality-maximization and quality-fairnessiplems is challenging due to the
complex relations among the frame rates, bitrates, gamd3vi®S scores. The problems
can be solved using commercial problem solvers. We use CPRENMN® solve our prob-
lems in Egs. (5.2a)—(5.2d) and (5.3). The CPLEX comes withgalgers: CPLEX and
CP solvers. In our problems, because ofrfia(imum)operation in Eq. (5.3), we have to
use the CP solver. We refer to the CPLEX based algorithms fajubéty-maximization
and quality-fairness problems as QRjland OP T, , respectively.
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5.4.4 Ef cient Algorithms

While the OPT,4 and OPT, algorithms give the optimal bitrate allocation, they suffe
from exponential running time, and are not suitable to dskysitive applications like
game streaming applications. Next, we develop two ef cigigiorithms. The intuition
behind the ef cient algorithms is iteratively allocatingree bandwidth to the gamer that
can boost the objective function value the most. Given tleiterativelyaddmore bitrate
to each gamer, the bitrate of any gamer is known at each stép. thé MOS model in
Eg. (5.1), we can derive the optimal frame raté€b; g for a gamer playing gamgat the
accumulated bitratb. More speci cally, by taking the partial derivative of Ecp.{) with
respect td , we have the optimal frame rate as:

( g;"' g:5b); (5.4)
g;3

which selects the optimal coding parameter for a single gaiext, we write the MOS

f (bg=

scores undefr (b; g asmos (g; b, where:

mos (9;0 = gaf (@B + gob+ ga(f (9;D)?
+ g:4b2+ gsf (9;0b+ g (5.5)

We plot the best MOS scor@sos (g; b derived from the model parameters (given in Ta-
ble 5.2) in Fig. 5.5. This gure shows thatos (g; b curves are monotonically increasing
and saturate at 2 Mbps. We also plot the optimal, mean, and worst MOS score#-of d
ferent games in Fig. 5.6. This gure reports how much benest @an get when choosing
the bitrates using Eq. (5.4). The gaps between the optinthtteworst MOS scores in
Batman, FGPX, and CoD are up to 1.885, 1.410, and 1.122, résggcSuch gaps are
nontrivial, and thus show the effectiveness of our approach

Using Egs. (5.4) and (5.5), we essentially transform thélera of choosing the best
Xy (frame rate) ang, (bitrate) into selecting the begt. For the ef cient algorithms, we
start from settingf, = k, forall1 u U, and iteratively add bitrate to the gamer
that needs additional bitrate the most. Wendte the unit of allocating additional bitrate,
and setw = 1 kbps if not otherwise speci ed. At each step, we de ne an MQ@8re
improvement functior, as:

Cu = MOS (Py; Yu + W)  mos (pu; Yb); (5.6)

which quanti es the bene ts of investigating bandwidthto gameru. We also usdR to
denote the residue bandwidth on the bottleneck link.

For the quality-maximization problem, we iteratively al&dew to the gamer with the
highest MOS improvemert, that has not exceeded the bandwidth limitation and quality-
saturating bitrate (Eq. (5.2c)). More speci cally, we nsuit allU gamers in a heap sorted
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on theirc, in the descending order. We then follow this order to alle¢hé residue band-
width until we reach the limitation of the constrailztﬂ=l Yt  R. The pseudocode of
our proposed ERE; is given in Fig. 5.7. For the quality-fairness problem, vexatively
allocatew to the gamer playing with the lowest MOS score. More spediycave rst
put all the gamers in a heap sorted on their current MOS seooss(p,; Vi) in the as-
cending order. We then follow the order to allocatéo gamelu, as long as the allocation
does not violate the limitation of the constraint,_, ¥, ~ R. The pseudocode of our
proposed EFf, is given in Fig. 5.8.

1: letR = R
2: storegamers in a heap on quality improvemen( ) in the dsc. order
3: while R > 0do

4; pop andremovethe gameu with the maximalc, () from the heap
5: if allocatingy, + w onu satis es (5.2cthen
6: letyy, = gy + w
7: etR=R w
8: insert the gameu to the heap
9: else
10: removegameru from the heap

11: lety,=y¥4 81 u U
12: return all y,

Figure 5.7: The pseudocode of the EfjFalgorithm.

cletR =R
. store gamers in heap on MOS scome®s () in the asc. order
: while R > 0do
pop andremovethe gameu with the minimalmos (py; Yu) from the heap

1
2
3
4
5: if allocatingy}, + w onu satis es (5.2c}then
6 letyh, = gy + w

7 etR=R w

8 insert the gameuwu to the heap

9 else

10: removegameru from the heap

11: lety,=y¥4 81 u U

12: return all y,

Figure 5.8: The pseudocode of the ERfalgorithm.
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Lemma 7 (Optimality of EFF, ). The EFFK,, algorithm produces optimal bitrate allo-
cation.

Proof. The EFF,, algorithm always allocates residue bandwidttho gameru with the
lowest MOS score at each step. Consider any alternativeadibocof w to a gamer

u® 6 u. We note that adding to y,o does not improve the objective function value in
Eq. (5.3). Compared to allocatimgto u, this alternative allocation must be followed by
allocating anothew bandwidth tou to reach the same objective function value, as gamer
u is the gamer with the lowest MOS score. Hence, no alternatieeation can lead to
better solution whe® = 0. This yields the lemma. O

Lemma 8 (Optimality of EFF,g). The EFFRy4 algorithm produces optimal bitrate allo-
cation if the slope ofmos (g; D monotonically decreases when the bitrate is increased.

Proof. The MOS score improvemeng de ned in Eqg. (5.6) is proportional to the slope.
Since EFE,q4 allocates residue bandwidth to the gamer with the higheshe algorithm
always nds the steepest slope at the current step (localtyg) across all future steps
(globally). This yields the lemma. O

Next, we check whether the slope wios (g; b is monotonically decreasing under
the empirically-derived model parameters. First, we takebie derivative omos (g; b
in Eq. (5.5), which leads to:

mos (9;0%°=2 ¢4 5572 ga (5.7)

mos (g; b is monotonically decreasing if the value of this equatiomégative. The
model parameters in Table 5.2 satisfy the condition. Herkfef is optimal.

Lemma 9 (Time Complexity) The EFF,y and EFF,, algorithms terminate in polyno-
mial time.

Proof. We rst create the max heap and min heap for EFand EFF,., respectively.
For the outer loop, we go through all residue bandwiittWe also make sure that in each
iteration, the value oR is decreased at leastkbps, which is a small integer. Hence, the
complexity of the outer loop iI©(R). Inside the loop, we rst pop and remove the rst
gamer. In this step, the time complexity@glog(U)). Next, we check the condition and
try to modify the bitrate of the gamer. If the bitrate is changed, we inserto the heap
and decrease the value Rf which also cost©(log(U)). Hence, the complexity of the
two ef cient algorithms isO(Rlog(V)). O
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Figure 5.9: Performance of different algorithms: (a) mea@3/scores, (b) worst MOS
scores, (c) overall ef ciency, and (d) allocated averageabe per gamer.

5.5 Evaluations

5.5.1 Setup

We build our simulator using Java and implement the prop@$eient algorithms in
the simulator. For comparisons, we also implement two @seldaptation algorithms
called Basg, and Basg,m . The Basg, algorithm equally allocates the available network
resources to the gamers. Bagg algorithm allocates the available network resources
to gamers proportional to the average MOS scores of the gamaged by individual
gamers. For example, the overall MOS score of Batman is higherBasg,,, allocates
more network resources to Batman for better overall MOS scéter brevity, Basg and
Basgom setthe frame rate to be 30 fps if not otherwise speci ed.

For realistic simulations, we drive the simulator using tegces. Each new gamar
is randomly assigned a bandwidthbased on the worldwide bandwidth dataset collected
between January and October 2014 [36]. Each gamer alsomdydelects a game from
Batman, FGPX, and CoD. We use Amazon EC2 and PlanetLab nodelsitt t@ces of
data center bandwidfR. We create a virtual machine in Amazon's data center in ¥iigyi
and select four PlanetLab nodes at the US East Coast. Wipeise to measure the
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bandwidth from the EC2 to each PlanetLab node once every 16tesior a whole day
on October 12, 2014. Then, for each sample, we pick the maxiarawidth across all
four nodes, and use it as the data center bandviRdthihe averag® over the 96 samples
is 760 Mbps.

Table 5.3: MOS Scores of the Ef cient and Optimal Algorithms

# of Gamers— 129 | EFFava |, o o mersor Tmm | EFFmm
Mean | Mean Worst | Worst

100 5.16 5.16 1 5.53 5.53
200 5.15 5.15 2 5.01 5.01
400 5.15 5.15 4 4.91 491
800 449 | 4.49 8 491 491

Table 5.4: Running Time of the Ef cient and Optimal Algoritisn(s)
OPT, EFF OPT, EFF

Mean :\;Igax Mean aI‘\\;Igax # of Gamery Mean nl:;lnax Mean nl1\r/]lqax
100 0.02|0.03|0.090 0.097 0.02| 0.01|0.009/0.009
200 0.15/0.16/0.102/0.103 0.36| 0.37]0.015/0.016
400 0.95/0.96/0.153 0.157| 4.47| 4.4810.022/0.023

800 5.01|5.02/0.237,0.248 125.8/127.1)0.0290.029

# of Gamers

(A~ NP

Using the traces, we run multiple 1-day simulations. We cpume the simulator to
solve the adaptation problem once evéry 60 seconds if not otherwise speci ed. We
vary the number of gamets 2 f 250 500 100Q 200Q 400@®. We run the simulations on
a PC with a 2.8 GHz i7 processor and 16 GB memory. The consldeetrics are:

MOS: the overall MOS score. We report both average MOS scoress@lb
gamers, and the worst MOS scores among them. They align Wwjdttive func-
tions of the quality-maximization and quality-fairnessiplems.

Bitrate: the bitrate consumed by each gaming session.
Ef ciency: the ratio between the MOS score over the consumed bandwiditbps.
Running timethe execution time of each run of the adaptation algorithms.

In the next section, we report average results @9 con dence intervals whenever
applicable.

5.5.2 Results

Comparisons between the optimal and ef cient algorithms.We rst compare the ef -
cient algorithms against the optimal ones. Invoking @3 and OPT,, potentially takes
prohibitively long time, and thus we set2 f 100 200 400 800y andU 2 f 1; 2; 4; 8g for
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OPTag and OPT,m, respectively. We run each setting for a day and report tieesae
MOS scores and running time in Tables 5.3 and 5.4. Table B8sthat our proposed ef-
cient algorithms indeed produce the optimal adaptati@ssproved in Lemmas 10 and 8.
Table 5.4 reveals that the ef cient algorithms run muchdagitan the optimal ones: more
than 21 and 4337 times of running time reductions are obddoreuality-maximization
and quality-fairness problems. The running time gap isgtiarbe even bigger with more
gamers, as ERl; and EFFR,, run in polynomial time, but OP3,, and OPT,, do not.
Given that the ef cient algorithms achieve the optimal aadépns in polynomial time,
we no longer consider the optimal algorithms in the rest f $lection.

Comparisons between the ef cient and baseline algorithmsWe rst report the
performance results of the ef cient and baseline algorghmFig. 5.9. Fig. 5.9(a) and
5.9(b) show that the proposed EF§and EFF,, achieve the design goals: (i) EEF
leads to the highest average MOS scores and (ii),gFRfesults in the highest worst MOS
scores. Moreover, they outperform the two baseline algmst by up ta30%and46%
Fig. 5.9(c) reveals that ERf leads to higher ef ciency than ERR,, but both of them
outperform the baseline algorithms. Last, Fig. 5.9(d) shdwat whenU 50Q all
four algorithms allocate roughly equal bitrate to gamersisTndicates that the superior
performance of our ef cient algorithms is not built upon essive resource consumption.
We take a closer look by reporting the link utilization in Figl10. Fig. 5.10(a) reveals that
our ef cient algorithms lead to gamer link utilization narg¢ger than those of the baseline
algorithms. Furthermore, more gamers result in lower gdmkrutilization, indicating
that the bottleneck is at the data center. This is con rmedFigy 5.10(b): the data center
link utilization reache400%when there are more than 500 gamers. Another observation
on Fig. 5.10 is that no algorithm overloads the links, whitstrates the correctness of
our algorithm design and simulator implementation.

n EFFy, n EFF,,
= EFF » EFFpn,

m Baseg < m Baseg,
m Basenom
o -~ i o

® Basenom
500 1000 2000 4000 500 1000 2000 4000

Number of Gamers Number of Gamers

€Y (b)

150
|

15

100

50
|

Link Util. of Gamers (%)
5 10
| |

Link Util. of Data Center (%)

Figure 5.10: Link utilization: (a) across all gamers anddbihe data center under differ-
ent adaptation algorithms.
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Figure 5.11: Mean MOS scores under different numbers of gaosng two adaptation
algorithms: (a) EFE4 and (b) EFRy .

Difference between EFF,, and EFF,,. The two ef cient algorithms target dif-
ferent optimization criteria, and are optimal in terms ofameMOS scores and mini-
mum MOS scores, respectively. We plot the average MOS sodiadividual games in
Fig. 5.11. Fig. 5.11(a) shows that with EE; the gamers playing Batman achieve higher
MOS scores, which can be attributed to the optimizatioredon: investing bandwidth
on Batman leads to higher improvement on the MOS scores. ItraginFig. 5.11(b)
demonstrates that ERF indeed achieves fairness on the MOS scores: gamers playing
all three games achieve the same MOS score except Wher250. A closer look (cf.
Fig. 5.10(b)) indicates that when there are fewer gamegesgthre actually more than
enough bandwidth for all gamers to achieve the highest M@%sc This demonstrates
that our EFFR,,, algorithm is designed in a way that it does not only maintaimess, but
also capitalize all the available resources.

Implication of different data center available bandwidth. We report the MOS
scores under different values Bf 2 f 0:5R; 1R; 2R; 4Rg in Fig. 5.12. It shows that
when the available bandwidth becomes higher, the gap bataaeef cient algorithms
and the baseline algorithms becomes smaller. This can Haiegg by Fig. 5.12(b),
which shows that higher available bandwidth results in l@atadcenter link utilization.
More speci cally, when the data center bandwidth increagesners' links become the
bottlenecks. This in turn reduces the optimization room wf &f cient algorithms, and
results in smaller gaps.

Our ef cient algorithms scale to large problems. To verify the scalability of our
ef cient algorithms, we measure the running time of the Egfand EFF,, algorithms
under various number of gamers. We report the average rgtinie in Table 5.5, which
shows that it takes at most 1.7 seconds to solve an adaptation problem with more than
8000 gamers, showing that the ef cient algorithms scaleatge scale cloud-to-things
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continuum platforms running with game streaming applarai

Table 5.5: Running Time in Seconds
EFFavg EFFmm
Mean| Max | Mean, Max
500 |0.181/0.183/0.179 0.184
1000 |0.296/0.299 0.287,0.290
2000 |0.523/0.531/0.5200.533
4000 1.000/1.104{1.060 1.066
8000 |1.677/1.6811.6541.661]

# of Gamers

5.6 Discussion

In this chapter, we studied the problem of adapting gameustirey sessions to maximize
the gamer experience in dynamic environments in three stéyes extend and modify
gamer experience model and implement adaptation mechdresmHong et al. [104].
With the gamer experience model and adaptation mechanisnpresented two formu-
lations with different optimization criteria of: (i) maxizing the average MOS scores
across all gamers and (ii) maximizing the minimum MOS scaresng all gamers. We
then proposed two optimal and two ef cient algorithms toveothese two adaptation
problems. We analytically showed that the proposed ef tagorithms run in polyno-
mial time, yet achieve optimal adaptations. We carried ateresive trace-driven simu-
lations, and the simulation results comply with our analydn addition, the proposed
ef cient algorithms: (i) outperform the baseline algoritk by up to46% and30% (ii)
run fast and scale to large (8000gamers) problems, and (iii) indeed achieve the user-
speci ed optimization criteria.
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Chapter 6

Application Speci ¢ Optimization:
Delay-Insensitive Application

After deploying the applications with the algorithms prepd in Chapter 4, we start to
optimize the running delay-insensitive applications irs tthapter. We select one rep-
resentative delay-insensitive application, which willibeoduced in Sec. 6.1. We will

survey the related studies in Sec. 6.2, conduct a user stukiyaw user experience in
Sec. 6.3, write problem statements for optimizing the aaplons and design my solu-
tions in Sec. 6.4, evaluate them in Sec. 6.5, show a real geglizstbed in Sec. 6.6, and
report a summary in Sec. 6.7.

6.1 Multimedia Content Delivery Applications

Our selected delay-insensitive application is multimechatent delivery applications
over challenged networks. Multimedia content has domah&te global Internet traf-
¢ and shows no trend of slowing down, e.g., Cisco's reportdicts that video traf c
alone will take more than 80% of the Internet traf ¢ by 202Q.[8Vhile such reports
demonstrate the importance of disseminating multimedrdesd, not allworld citizens
have the luxury of high-speed Internet access. In factrmateonal Telecommunications
Union (ITU) reports that only 7% of households in the leastaligped countries have
the Internet access compared with the world average of 4696 [@ addition, although
global mobile subscriptions are excepted to grow to mora ta billion by the end of
2016, a large fraction of these subscriptions do not havesaco the Internet, especially
in developing countries and rural areas. For example, avelnding major cities like
Cairo, Mumbai, and Shanghai, only abdis% 21% and30%of mobile users in Africa,
India, and China have cellular data plans [20, 26, 43]. The@lstatistics reveal the so-
calleddigital divide, which refers to the inequality among world citizens in asteg and
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using information and communication technologies. Furtiuze, given the increasing
trend of disseminating information over the Internet inergicyears, instead of traditional
media outlets (e.g., radio, TV, and newspapers), the didiwadde may have detrimental
social and economic impacts in developing countries aral exeas.
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Figure 6.1: High-level operations of the proposed contefivery application running on
our cloud-to-things continuum platform for distributinguiti-layer multimedia content
over challenged networks.

In this chapter, we implement a multimedia content delivapplication running on
our cloud-to-things continuum platform to reduce the @ilytivide gap by disseminating
multimedia content to users with limited or no Internet asceSpeci cally, we consider
mobile users that may not have cellular data plans, but theynderested in receiving
various types of multimedia content such as news reportscation messages, targeted
advertisements, movie trailers, and TV shows. We assuntedment providers, such
as news agencies, advertisers, and government authaaiteemterested in reaching such
users for gaining more revenues (through for example ads)macting/informing them
(through disseminating important messages and news). §odoontent providers push
their content to fog devices in various places, such as edfeops, city halls, public
markets, and schools. These fog devices have Internetsattuesigh which they can
receive multimedia objects from content providers. Thedegices are also connected to
local WiFi access points, which can be used by mobile usearsrinect to the fog devices
when they are within the communication ranges.

6.1.1 Usage Scenarios

In Fig. 6.1, we illustrate the high-level operations of thplkécation by considering one
day of a user, who owns a mobile device but without a data glhe.user is interested in
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speci ¢ types of multimedia content, such as news and capkv shows. The user takes
his/her kids to the school, works at the city hall, and buyxifat the market, where WiFi
access is available and fog devices are installed. When #rdus the range of a WiFi
access point, the associated fog device will transmit warimultimedia objects to the
user's smartphone. These multimedia objects mostly contaiat the user is interested
in, but they may also contain other objects to be relayedherahobile users that the user
will likely come across during the day. As the user movesugtmut the day and runs
into other mobile users, the user will exchange differenttimedia content with others
over an ad-hoc network. By the time the user gets back homéehisnobile device
would have collected (from proxies and other mobiles) mdéshe multimedia content
the user is interested in watching, as well as helped otlesis getting the content they
are interested in. In addition, based on the routes the akestand thus the distributed
fog devices and the mobile user comes across and their t@gatihe user may obtain
the desired multimedia objects at different levels of gyali

We notice that the user in the above example has, in fact,tamiittent network ac-
cess via a non-traditional network calledlzallenged networkl38], which suffers from
frequent link downs, long queueing delays, high dynamicsl scarce resources [83].
Disseminating multimedia content over the conventiontdrimet has been studied in the
literature [73, 89, 93, 109]. In particular, Chen et al. [78ppose to save bandwidth of
streaming services by predicting the viewers' departuteepas. Hu et al. [109] build a
relay network with multiple servers to reduce the streaneing-to-end latency, and solve
a server selection problem. The studies in [89, 93] solveettexgy-ef cient video deliv-
ery problems by rate adaptation mechanism and multipleor&tinterfaces, respectively.
Because these studies [73, 89, 93, 109] assume always-ondngzcess, their solutions
do not work in challenged networks. A few other studies ade&isdata communications
in challenged networks, e.g., Mota et al. [138] and Ntaretma.g145] distribute short
messages, such as emails and hazard/criminal alarms,ash@e® et al. [86] propose a
solution not designed for multimedia content and heteregas user interests. In fact, to
our best knowledge, the serving the multimedia contenvetiapplication in a cloud-
to-things continuum platform is one of the rst of its kindt intelligently disseminates
multimedia content among users with limited or no Interneess

6.1.2 Challenges

The crux of optimizing the application is to create a per$iaad distribution planfor

each user, in order to intelligently distribute multimed@ntent: (i) at the best time, (ii)
to the right mobile users, and (iii) at the highest possihlaligy. The best time refers to
the contact with the best channel condition, which in tusules in faster data transfer
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and lower energy consumption. The right mobile users areies who are likely to be
interested in the given multimedia content; otherwise,tthasfer energy would simply
be wasted. The highest possible quality is measured as énage/user experience across
all watched multimedia content among all mobile users. Awinig all these complex
conditions related to multimedia content, mobile users, iatermittent networks makes
computing the best personalized distribution plan conapdid and challenging. There are
three main challenges are listed below:

Quantifying user experienceln this chapter, we aim to optimize the multimedia
content delivery application to maximize user experiemt@yever, the application
Is used to solve digital divide. Hence, we cannot use sonssiclanetrics, such as
PSNR and number of received contents to model the user exgeri We have to
design and conduct a user study to model the user experibtameling such user
experience is challenging because it requires many paatits to derive the model.
Moreover, conducting the user study and recruiting sudlelawumber of partici-
pants in a lab is tedious and expensive. In this chapter, veedge a crowdsourcing
platform to conduct the user study (Sec. 6.3).

Estimating user behaviorsTo deliver the multimedia content to our users, we need
to know the behaviors, such as trajectories and interedtseafisers. However, it

is challenging to know these information because users tiaie own daily life
with different trajectories and different users are insézd in different multimedia
content.

Planning content distributions After solving the rst and second challenges, we
have user experience and behaviors as inputs to make disirilplans. However,
the distribution planning problem is a complicated (adyual NP-hard problem)
because it is dif cult to optimally make a detailed personad plans while consid-
ering various factors, such as network resources, diskuregs, energy resources,
user experiences, user interests, and user trajectories.

6.1.3 Software Components

Fig. 6.2 shows three main components for solving the chgdlerand optimizing the ap-
plication : (i) Content Matcher, (ii) Contact Predictor, afig Distribution Planning Al-
gorithm. The rst two components leverage multiple off-tbleelf machine learning tools
and we brie y describe them in the following. The third conmemt contains our novel
algorithm for managing the distribution of multi-layer rtimedia content to mobile users
over challenged networks; it is described in details in $et.
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Figure 6.2: The interactions between the multimedia cdrttelivery applications and the
delay-insensitive optimizer.

The Content Matcher collects user interests, which may beuaignspeci ed by
mobile users, or derived from collecting recently watchedtimedia content. It then
determines a ranked-list of multimedia content that matalsers interests. This is done
by extracting keywords that represent each multimediacbbje

The Contact Predictor estimates the future contact locawdreach user using, e.g.,
trajectory patterns [137], social networks [76], or a frenqoy-based approach. Upon
the contact locations are determined, the contact dusattam be predicted using the
techniques proposed in [128]. We note that human mobilityighly predictable, and
85% of the time a mobile user stays at his/her top 5 favoritations [91].

The Distribution Planning Algorithm computes the disttibn plans for all known
users. The plans are then pushed to each mobile user aldmgheitiser's pro le to the
fog devices that are on the user's contacts. The mobile eseinds the distribution plan
when being within proximity of any of these fog devices. Somebile users may fail
to nd their own distribution plans, because they are newhi® $ystem or dramatically
change their daily trajectories. In this case, the nearesteocurrent fog device to which
the user is attached to will assign that user the plan of theest mobile user pro le.
Therefore, even if the exact distribution plan is not avdédaat a fog device, the most
suitable one can be sent to the mobile user.

We consider different types of multimedia content, inchgdinews reports, video
clips, noti cation messages, targeted advertisementsjeraailers, and TV shows. Each
multimedia content has different representations thasaitable under different circum-
stances. For example, for mobile users with a few short ctsytdistributing videos to
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them may not always be possible. In contrast, a well-comukietblet computer user may
allocate more energy and disk budgets for high-resolutidaos. In fact, each multime-
dia content can be rendered in the following representstitext (if applicable, e.g., for
news), images, left-channel audio, stereo audio, and lm&édium-, and high-resolution
videos. Advanced codecs may be used to exploit the redupdamoss adjacent repre-
sentations, e.g., Scalable Video Coding (SVC) [62,160] alogtoincrementallyencode
videos in different resolutions (and other scalability rae) in order to reduce the band-
width consumption. With these scalable codecs, highersages not decodable without
lower layers; for example, the high-resolution video rgpreation contains medium-
and low-resolution video layers. Hence, there exists alimependency among the lay-
ers. This is because lower layers typically have much smsikes, e.g., if we already
request for the image layer, the bandwidth consumed by #tidager is relatively neg-
ligible. Last, different user experience is observed whatching multimedia content in
different representations. In Sec. 6.3, our user studycatds that the user experience
improvement follows a saturated function, when the reckoa&ta amount increases. For
example, moving from nothing to the text of a news report isigehjump, while moving
from medium- to high-resolution videos is less dramaticctBobservation also motivates
our multiple representation approach.

6.2 Related Work

We deliver multimedia content over opportunistic netwoaksl we deploy fog devices
to cache and disseminate multimedia content. The most tapoand unique design of
our content delivery application is the personaligistribution planwhich has not been
considered by prior studies that only consider: (i) delivgishort messages over oppor-
tunistic networks, (ii) disseminating multimedia contener wired/wireless networks,
and (iii) caching Web content among mobile devices. In tHevong, we survey the
related work in these three categories.

6.2.1 Opportunistic Networks

Opportunistic networks include delay-tolerant networkd ahallenged networks [138].
Delay-tolerant networks have been studied in the liteeaf@, 22, 83]. For example,
Fall [83] proposes a network architecture composed of mesgsconstrained mobile de-
vices, which is essentially an overlay network above thaspart layer. Challenged
networks have also been studied, such as ooding [169], agess$errying [192], and

social-based forwarding [115]. Prior studies on forwagdmessages in opportunistic

76



networks can be categorized based on assumptions, suchtaslled devices, unlimited
resources, and predictable contacts. The naive ooding][&6d controlled ooding [95]
are less ef cient forwarding protocols in practical segsn Message ferrying [192] im-
proves the ef ciency based on the knowledge of ferry routed eontact predictability.
Device mobility [75], controlled mobility of some nodes [6%and contact history [64]
are also used for more ef cient opportunistic networks. Qapg intrinsic behavior on
social networks, researchers are able to design sociakdmavarding algorithms [115]
that consider ranking or centrality information of mobilevites. However, the afore-
mentioned studies focus on short messages instead of rediinsontent.

Vahdat and Becker propose Epidemic [169] routing to delivessages over ad-hoc
networks. Epidemic routing transmits all cached conterd abde to any other node
that gets in contact with it. Epidemic routing results iniol performance in terms of
delivery delay and delivery ratio, but it imposes the highesivery overhead. Hence,
researchers, such as [57], in opportunistic networks #tea ase Epidemic as a baseline
for the performance bound under the assumption of unlinriésdurces. CSI [108] dis-
seminates messages among mobile devices, and leveragesethigehavior to improve
the dissemination ef ciency. In particular, CSI collects lildty data of mobile users
to compute their similarity and disseminates the requestessages accordingly. CSI
and its variants [146] are probably the closest work to calteough they only consider
short messages. Since Epidemic [169] and CSI [108] are repegs/e schemes in the
literature, we adopt them as the baseline algorithms intakiations (Secs. 6.5 and 6.6).

6.2.2 Multimedia Dissemination

Changuel et al. [70] focus on streaming videos to a large nurobasers. Kang and
Mutka [119] use P2P networks to reduce the cost of dissemmatultimedia content
using cellular networks. Xiang et al. [182] design a P2P kogyp overlay based on clus-
tering mechanisms to improve the availability and Qualitgervice (QoS). Mokhtarian
and Hefeeda [136] study the resource allocation problenfid streaming system with
multi-layer scalable videos. In Device-to-Device (D2Djwerks, Zhou [194] and Zhang
et al. [187] optimize for delivery delay and user experiewben disseminating multime-
dia content, respectively. Zhang et al. [188] adopt smauek in cellular networks as
helpers to disseminate multimedia content. Unlike our wbBr&D studies [187,188,194]
assume that cellular infrastructure is available, and gghane users run into one another
very often. Zhang et al. [189] propose a hybrid approach of Gibld P2P networks
to disseminate multimedia content. MicroCast [121] propdsegroup multiple mobile
users, to share their cellular connectivities over shamnge auxiliary networks for better
video streaming quality. Hanano et al. [94] utilize both Wa&fd cellular networks to

77



disseminate video advertisements. Do et al. [79] and HybfZ8stoncurrently leverage

cellular and ad-hoc networks for (video) le disseminati@ther multimedia dissemina-

tion studies [135, 144,177, 181] focus on multiple représgons of multimedia content

for dissemination to clients with heterogeneous resouagsh as network, energy, and
computing power. Different from us, these multimedia stgdare not customized for
challenged networks, where clients are often without therfret access.

6.2.3 Caching

Qian et al. [152] show that caching can eliminate redundatwark traf ¢ while dissem-
inating Web content. Users' browsing behaviors and macl@aming algorithms [132,
191] are adopted by proactive Web content caching. Coogeradéiching improves per-
formance of Web applications in opportunistic networkse Téchnique proposed in [86]
caches data in a set of easily accessible mobile devicesxancises the tradeoff between
data accessibility and caching overhead. Wang et al. [lx@&rage the popularity ranks
to support cooperative caching under opportunistic nte/eia BlueTooth or WiFi. Be-
sides, a cooperative caching system [116] is proposed feractive Web applications
over challenged networks. Unlike our distribution plamghaigorithm that jointly consid-
ers multimedia content, mobile users, and intermittenaeks, prior studies on caching
only consider limited aspects, e.g., Isaacman and Martdf&8] do not consider the
detailed distribution plans.

6.3 Crowdsourced User Experience of Different Repre-

sentations

We carefully design a user study by using a crowdsourcintigota [6] to quantify the
user experience of different representations of multimedintent. The user experience
of different media types may be quanti ed in different mes;isuch as latency (ms), en-
ergy (J), and resolution (pixels). For example, latencyérnost important user experi-
ence metric for interactive multimedia applications, likkeconferencing calls and online
games. In this chapter, we focus on disseminating newstefmeliminate digital divide
in challenged networks, and thus we adaptlerstanding levehs the user experience
metric. The understanding level is quanti ed through giosestaires in Mean Opinion
Score (MOS) between 1 and 5. We note that the understandiets Imay be affected
by not only media types and audio/video quality, but alsosstiucture and complexity.
To avoid biased results, we retrieve news reports from atadybeinews agency (Apple
Daily in Taiwan, as an example), and thus the news reporte hamparable structure
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Figure 6.3: A sample questionnaire used in our user study.

and complexity. We present the detailed user study desigpwbéNe emphasize that
understanding level is just a sample user experience mether user experience metrics
should be adopted for other multimedia applications, wbue user study procedure is
also applicable.

In the user study, each participant watches several randgovs reports from Apple
Daily using a mobile device. After watching each news repmatticipants Il out their
ages and genders. They then answer 5 questions related t@wsereport. The rst
question asks the participant to input their understanidgwg in MOS scores. The scores
are normalized to between 0 and 100% in our analysis. Thedqexallenging questions
are multiple-choice questions on the news report for clmeckia participant really com-
prehends the news report. We keep track of the viewing tineaoh news report and the
number of correctly-answered challenging questions ftarihg purpose detailed below.
We also allow each participant to skip a news report anyténgample questionnaire and
our Web interface opened with a smartphone are shown in BBg. 6

We recruit 182 participants throughout our user study. &laee 24 news reports cho-
sen from the following news categories: sports, societgthe nance, politics, history,
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nature, and life. We generate 5 representations: textpa@dDp, 360p, and 480p videos,
for each news report. For each participant, we play a randewms meport at a random rep-
resentation, and a participant may opt to watch more nevestsedn total, we gather 2108
user experience scores, and we lter out the scores: (i) vatio correctly-answered chal-
lenging questions, (ii) with inconsistent answers in (mitenally) duplicated challenging
questions, and (iii) with viewing time shorter than the aiddeo length. Eventually, we
get 587 valid user experience scores from 120 participdriis.average, minimum, and
maximum ages of these participants are 29, 16, and 63 yahreespectively. Addition-
ally, 45% of the participants are male. We report the average useriexjge scores in
Table 6.1, and through it we make two observations. Firstertayers lead to better user
experience. Second, the improvement on user experiendenisishing, e.g., articles
give 55% improvement, while 480p videos give 77%-74% = 3%ropapment.

The user study results inspire our solution presented in @&écand are used in our
evaluations. We note that some studies [162, 163, 171] g@imultimedia disseminat-
ing system in different QoS metrics, including deliveryalebnd energy consumption.
Compared to these studies, in this chapter, we aim to elimidigital divide. Although
delivery delay and energy consumption are not our user expEs metrics, we carefully
design our algorithms and systems to achieve reasonaleryatielay and energy con-
sumption.

Table 6.1: Crowdsourced User Experience Scores
Article | Audio | 240p Video| 360p | 480p

Average 55% 68% 71% 74% | 77%
No. Samples| 112 112 134 104 | 125

6.4 Distribution Planning Problem and Solution

6.4.1 Notations

Table 6.2 lists all symbols used in this article. We consietistributed system that
delivers multimedia content td mobile users. Mobile users communicate wiHog
devices. LelN be the total number of multimedia objects dntde the number of layers of
each multimedia content. Laye(1 | L) is only decodable/meaningful if all layers
1 | have also been received. We de ne the delivanjt as a layer of a multimedia
content, and unit = nL + | is a unique identi er pointing to layel of multimedia
contentn. Welet ; (1 i NL) be the user experience improvement when receiving
uniti in addition to all layers beneath it. We lgtbe the size of unit, and ., be the
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Table 6.2: Symbols Used Throughout this Chapter
Sym. | Description

Number of fog devices
Number of mobile users
Number of multimedia content

S
U
N
L Number of layers of each multimedia content
Cu Number of contacts of user
h Size of uniti
un | Viewing probability on multimedia contemt of a mobile useu
i User experience improvement of unit
Minimal viewing probability
puc | Contacted party of userin contactc
uic Contact duration of userin contactc
Muc Throughput of useu in contactc
8uc Per-byte transmitting energy consumption of us@r contactc
€uc Per-byte receiving energy consumption of ugén contactc
(o} Energy budget of user
d, Disk budget of usen
ree uwe | Network budget of usean in contactc
Q. Upload energy budget of userin contactc
cﬂ;c Download energy budget of useiin contactc
Disk budget of useu in contactc
a Number of days of historical data for training
u Contribution potential of usar
u Number of unit be selected of usein each round with our algorithn
Z, A list to store possible units can be downloaded by wser

-

F Maximal segment size

probability of mobile useu to watch multimedia content. We let be the minimal
viewing probability: a mobile user would not request a nmédia content from another
mobile user who is unlikely to watch it.

We let T be the number of time slots that are considered in our fornomaand

t = 0 be the starting time slot. We assume that mobile users'di@jes are given, i.e.,
each user's location at every time slot is provided by sonealipation and prediction
techniques. With mobile users' trajectories and fog dev/itecations, the sequence of
contacts during timg0; T] is determined. Each contact happens between two parties,
which can be either mobile users or fog devices. W€]ebe the number of contacts for
useru, andC = maxy_, C,. A mobile user can have multiple concurrent contacts. I thi
case, it equally divides the contacts into disjoint corgtadbng the time domain, where
each contact has exactly two parties. That is, simple timisidn multiplexing is done

to avoid interference due to concurrent transfers. Wp lgte the other party of contact
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c@ c¢ Cyofuseru(l u U),wherel p,c U+ S. Whenp,c U,it
points to mobile usep,.c, while p,.c > U, it points to fog deviceg,.. U. Last, we write
the duration of contaat of useru as ..

Combining the contacts with trajectories, we can estimatdtroughput and energy
consumption of each contact. In particular, we write theengng throughput of contact
cof useru asr ., the transmitting per-byte energy consumptio®gas and the receiving
per-byte energy consumption g;. Last, we use}, andd, to represent the energy and
disk budgets of mobile userduringt 2 [1; T]. q, andd, are user-speci ed parameters.

6.4.2 Problem Formulation

We rst write the distribution plans as,.n.c,wherel u U,1 n N,1 | L,
andl c¢ C.Xynic =1 ifmobile usew requests uninlL + | during contact; Xy.n.c =

O otherwise. Then, we need to keep track of various types ofiress: disk space, battery
level, and network traf c. We make an important observatitme amounts of resource
consumptions are proportional to unit sizes. Hence, weséeriuni ed budgeR,.; for
each contaat of useru, which is the resource cap imposed by the rarest resourceg@amo
disk, battery, and network. In particular, we de &&.c = min (; 60.¢; cirue ue)
wherecf,. is the download energy budgéf,. is the upload energy budge, . is the disk
budget, andat,.c . is the network budget.

The precise derivation of the resource budgets is as follaes rst divide the en-

ergy budgety, into ¢ and@® based on the number of contacted fog devices. Speci -
((:::ul max(min( pue U;1);0)
Cu

weight on download energy: running into more fog devices medhis user has more

cally, we letq, = %(1+ ), where the term in parentheses is the

chances to download than upload content. We then Bave q, q,. Next, we al-
locate the energy budgets to individual contacts, by setffly = QPcie e and

c=1 fuc wuc

— o Nue ue Max(min( U puc +1;1);0) i -
q(j;c = R S oo yo max(min(U pos 1 1)0)" We notice that we do not allocate upload en

ergy for users who run into fog devices since mobile useremsend any multimedia

content to fog devices. Last, we allocate the disk budgeekjng dS.. = dypgueve

c=1 Nuc uc

which is also proportional to the network budget normaliaecbss all contacts.
With all the notations developed above, we write our distitn planning problem

82



as:

XX X Ko
max Xunle nL+1  un (6.1a)
u=l n=1 |=1 c=1
st PL00iN° X 40:n0:0:c0, (6.1b)
XX
b1L+IXu°;n;I;c0 Ruo;co; (GlC)
n=1 |=1
Kuo Kuo
Xyonooc Xy0n000c, (6.1d)
c=1 c=1
Kuo
Xyonooc 1; (6.16)
c=1

8u2 [1;U];n%2 [L;NT]; (1°< 199 2 [1; L]; %2 [1; Cyal:
Xunte 2 F0;1g 8u;n;l;c:

The objective function in Eq. (6.1a) maximizes the expectestall user experience with
viewing probabilities across all mobile users. Eq. (6.1l@kes sure that mobile users
never request multimedia content from someone who is uglicewatch it. Eq. (6.1c)
ensures that for each contact: (i) the contact durationng kenough to complete the
planned unit transfer under the given transmission thrpuglii) the total size of planned
transmission does not exceed the user's disk budget, ahthgitotal energy does not
exceed the energy budget. Eq. (6.1d) captures the layendepey, i.e., higher laydf°

is only decodable/meaningful when all its lower layErare received. Eq. (6.1e) ensures
that users do not receive the same unit multiple times, wi@shlts in wasted resources.

Lemma 10 (Hardness) The considered distribution planning problem (Problem) 6s1
NP-Complete.

Proof. We reduce the Multiple Knapsack Problem (MKP) to our Prob&in The MKP
problem is written as:

XX
max V; Yik (6.2a)
j=1 k=1
X
st : wWyik  Oc8k=1;2:::;K (6.2b)
j=1
X
Yik L8 =1;2:::] (6.2¢)
k=1
yik 210,19 8 =1;2;:::3,k=1;2:::;K: (6.2d)

In the MKP problem, we considér objects andK knapsacks. The boolean decision
variabley; indicates whether we want to put objg¢cehto knapsack, whilev; represents
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the pro t of having object. Each knapsack has its capacityDx, which is a resource
limit and each object consumes a given amount of resouvgg . The MKP problem
strives to pick a subset of objects, so that the total prormeximized, while none of the
constraints are violated.

Given an MKP problem, we generate a corresponding Problépas.follows. First,
weletU =1,L =1, and ,, = 1, which means only one user would like to receive
multimedia content from fog devices. Moreover, each carttas only one layer and the
viewing probability is100% Second, because we lgt = 1, we write the number of
contactsC,, of useru asC and the resource constraiRt.. asR.. We then letlC = K
andR. = O. Third, because we ldt = 1, we write the size of units, ., ash, and
user experience improvement . as ,. We then leth, = w; and , = v;. This
results in a proper instance of Problem 6.1 in polynomiaktinm addition, a solution of
Problem 6.1 can be veri ed in polynomial time. Because wdlet 1 andL = 1, the
decision variable,n.c can be written as t&,... Hence, we leknc = Yjx , which yields
a solution of the MKP problem. Since MKP problem is NP-Comgplétroblem 6.1 is
also NP-Complete. O

6.4.3 Optimal Algorithm: DP

We solve the formulation in Eq. (6.1) using a Dynamic Prograny (DP) algorithm,
which systematically skips redundant computations. DP oreaes the computed user
experience of a user while downloading unit during contact with remaining uni ed
budgetR), where0 RJ. Ryc. Fig. 6.4 shows the pseudocode of our algorithm,
which recursively decides whether usedownloads unii from one of the contacts or
does not download the unit, until the uni ed budget is usedougll units have been
considered. The proposed DP algorithm essentially cosdaigrid search, and goes
through all possible solutions. Hence, the DP algorithmegjieptimal solution at an

expense of high computational complexity, which is disedss Lemma 11.
Lemma 11(Time Complexity) The DP algorithm has an exponential time complexity.

Proof. The dynamic programming algorithm recursively solves ttebfem. Each recur-
sive function creates oth€r + 1 recursive functions as its children. Thus, the worst-case
time complexity of creating a plan for a useld$(C + 1) N ). We need to creatd plans,
thusO(U(C + 1) Nb) is the time complexity of our DP algorithm. This exponentiale
complexity may render the DP algorithm not feasible for sdange problems. Hence,
we develop a heuristic algorithm in the following section. ]
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Input: User pro les, such as viewing probability,.,, multimedia content information,
such as size of a unlit, and resource budgef,..

Output: Distribution planM
1: let M as the table to memorize the computed values

2: for all useru, contactc, and uniti do
3: Call Procedure DPifc; Ry; Ru:c)
: procedure DP(; ¢;Ry; R.c) Ruc = R,
if R0,  Othen//remaining resource is not enough

if i =0 then//all the units have been put into the plan
return0
: if M[il[Ru:1][Ru:2].. [Ru:c, ] existsthen
10: returnM [i][Ru:1][Ru:2]-- [Ru:c,]
1L let M[i][Ry;1][Ru;2].- [Ruc,] =
12: /[download from contaat
13: max(DP (i  Lic;Ru;Ruc B+ i =) 8c2 [1;Cy]
14: let M [i][Ry;1][Ru;2].- [Ruc,] =
15: // do not download
16: max(DP (i 1;0;Ru; Ruc) M [i[[Ry;1][Ru;2]-- [Ruc, ])

4
5
6: return 1 //return negative user experience
7
8
9

Figure 6.4: The pseudocode of our DP algorithm for solving distribution planning
problem.

6.4.4 Ef cient Algorithm: CDRR

We propose an ef cient heuristic algorithm, called ContBeitven Round Robin (CDRR),
for larger distribution planning problems. CDRR is basedloae major intuitions

1. Deliver higher user experience improvement using lessurees (energy, disk, and
network budgets).

2. Send multimedia content to mobile users who have morecelsaio relay the con-
tent to others.

3. Download multimedia content from mobile users who haveefechances to send
content to others.

In particular, we rst de ne the resource ef ciency ag.n.+1 = un nL+ 1=k +1.
For each useu, we sort all units that exist on any contact upgg in the descending
order on resource ef ciency. To avoid allocating too muckongrce to a single user, users
take turns to choose units from the sorted lists. In additiem calculate the number of
contactsC, and the contact duration,.., and we de ne thecontribution potentialof
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P Cu
c=1

u = dﬁCe, where’y, is the highest contribution potential atd= % S=1 C,. Inthis
way, users with higher contribution potential choose mansuin each round. Then, for
each mobile user, we know the units to be downloaded. Lastietermine which contact

to download each unit. For each unit, useselects the contact usgy.. with the smallest

mobile usemu as , = C, wc- In each round, usar chooses, units. We let

contribution potential .., as long as the resources of usarandp,. are enough for
transferring the unit. Receiving the unit from this contas¢mureduces negative impacts
on other users.

Fig. 6.5 gives the pseudocode of the CDRR algorithm. Lines typleament the rst
intuition, and save all the units that may be downloaded bpiteauseru (1 u U)
in alistZ,, which is sorted on resource ef ciency. Lines 6-9 realizedkcond intuition,
where users choose units in a round robin fashion. Eachuugets to select up tq units
in each round. Lines 10-19 implement the third intuition étest the contact users to
download individual units. Lines 20-21 check if there asdee resources, and terminate
once resources are saturated.

Lemma 12 (Time Complexity) The CDRR algorithm terminates in polynomial time.

Proof. We rst de ne H as the index set of un nished users. Next, we create thedorte
units listZ, in lines 2—4, which has a complexity @(UCNL log(CNL)) since the
maximal number of units of any contact usemN& . The for-loops starting from lines

6 and 7 both go through usar2 H until H is empty. In each iteration, we take turns
to check the units irZ,,. We also make sure that at least one unit is removed and the
useru will be removed fromH onceZ, is empty. Since the maximal number of units
in Z, is CNL, the complexity of the loop I©(UCNL). Hence, O(UCNL log(CNL))
dominates and thus is the complexity of our CDRR algorithm. n

Table 6.3: Sample Running Time and Total User Experiencel.iBeo

Running Time (sec) Total User Experience
No. No.
DP CDRR
Content Content | DP | CDRR | Perf. Gap

Mean| Max | Mean| Max

0.08 | 0.08 | 0.05 | 0.05 0.43| 0.42 3%
0.11 | 0.11 | 0.06 | 0.07 0.36| 0.34 6%
0.19 | 0.19 | 0.63 | 0.66 0.33| 0.31 6%

0.6 | 0.61 | 0.07 | 0.07 0.31| 0.29 6%

0.27| 0.25 7%
0.29| 0.27 7%
0.29| 0.27 7%

1.8 1.8 | 0.07 | 0.08
110.2| 111.2| 0.08 | 0.08
269.4| 457.2| 0.08 | 0.09

N OO~ WIN|PF
N gl WIN|E
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Input: User pro les, such as contact duratiop., multimedia content information, such
as size of a unit, and resource budgets, such as the disk budiget

Output: The distribution plamy.n.c
1: letH = f1;2;3;:::;Ug// index set of un nished users
2: foru=1toUdo
3: store units existing on any,.c in a listZ

4 sort Z, by resource ef ciency in the dsc. order
5-letByc= uc uc8l u U;1 c¢ Cy/lnetwork budget
6: while H is not emptydo

7 for u 2 H do// iterate in round robin fashion

8 letR = | units removed from the head &f,

9

forr 2 R do
10: fork =1toC, do
11: ifdy b, eukb, Gy, Gukb,and yk ux b then
12: if pu < pue then
13: let c = k // least contribution potential
14: if c exists and Eq. (6.1e) is satis d@tlen
15: letd, = dy by // getr fromc
16: letoy = au  euchr
17: let Gpye = Opye  Cuchr
18: letByc = Buc b
19: let Xy:pr=L cr modL:c = 1
20: ifd, Oorq, OorZ,isemptythen
21: removeu fromH

Figure 6.5: The pseudocode of our CDRR algorithm for solviregdistribution planning
problem.

6.4.5 Near-Optimality of the Proposed Algorithm

We perform numerical analysis to quantify the performanc€DRR. We use our DP
algorithm to optimally solve the formulation in Eq. (6.1hdause it as a benchmark. We
adopt real datasets: GeolLife [193], San Francisco [150] A6 COMM [149] trajectory
traces. The details of the datasets are given in Sec. 6.5ddtiasets give us number of
users and contacts per user. We then vary the number of nedligntontent, and solve
the distribution planning problem using the CDRR and DP athors. We repeat each
experiment 5 times and report their running time and useeapce.

Table 6.3 gives the sample running time and user experignoethe Geolife trace.
We draw three observations from the tables. First, the megp&DRR algorithm runs
in real time, and scales to more multimedia content. SecthedDP algorithm leads
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to prohibitively long running time with large number of mutedia content. Third, we
observe that CDRR achieves at 1e8880 of the user experience compared to DP. In
summary, DP can optimally solve our problem under small lgmbsize, but it is not
feasible for large problems because of the long running.titmecontrast, CDRR can
solve larger problem with near-optimal user experiencehortstime. We note that we
only report theexpectediser experience in this subsection, and more detailed atronl
results are provided in Sec. 6.5. In that section, less-fieafect optimality of CDRR is
further compensated by the practical heuristics present8dc. 6.4.6.

6.4.6 Practical Considerations

Our system implementation contains the following prad¢tgaimizations.

Determining the downloading order. For each contact, a mobile user downloads
units based on the plan. After the units planned for a corgtee@ll nished, the units
planned for other contacts are downloaded. Once all unitherdistribution plan are
downloaded (or the plan is empty, which means the mobile hgmnot received his/her
plan), the mobile device shows available units to the useradlows him/her to select the
contents to request. When requesting multiple units, theraedcrucial: it is preferred
to devote resources to those units that result in higheraxg@rience improvement nor-
malized to unit size. Therefore, in each contact, each raalelvice computes;=h of
the next outstanding layer of each content. The mobile denequests unit with the
highest ; =k . This is repeated until the contact is over or resourcesrggraend disk)
are used up.

Segmenting video layersBecause multimedia content could be quite large, we de-
ne a maximal segment sizé as a system parameter. For unit with didarger thanF,
we divide it intodb=Fe segments, where the reb=Fe 1 segments are in the size of
F . Doing segmentation is to avoid unnecessary retransmissier interrupted transfers.
The user experience improvement of a unit is equally spliomgnall segments in that
unit; more comprehensive approaches are also possiblene®ggtion is done after the
distribution plans are computed because incorporatingaheept of segments in the dis-
tribution planning problem increases the problem sizectvkeads to high computational
overhead.

6.5 Trace-Driven Simulations

In this section we use real datasets to analyze the perfasr@rihe distribution planning
algorithm in a detailed simulator and show that it outperferother algorithms by wide
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margins. various metrics including: (i) user experienggwatched user experience, (iii)
missed units, (iv) disk ef ciency, (v) energy ef ciency, drfvi) watched units.

6.5.1 Datasets

We employ three datasets: (i) user contacts, (i) multimexdintent, and (iii) user inter-
ests to drive our simulator. In order to evaluate our disteld system in different envi-
ronments, we adopt three user contact datasets: GeoLi8, [$8n Francisco [150], and
SIGCOMM [149]. In GeolLife dataset, there are multiple trasrsgtion modes, including
walk, bike, bus, taxi, train, and subway. In San Francistasi, the transportation mode
is taxi, and the participants of SIGCOMM dataset walk in thafecence. The 4-year
Geolife and 30-day San Francisco datasets contain the @feSttries of 178 and 500
participants, respectively. Using the locations of thetipgrants, we estimate the con-
tact duration using a WiFi range 66 m, measured under the setup proposed in Wang et
al. [175] with HTC Desire 620 smartphone. We use the avetageighput measured by
Friedman et al. [85] for each contact. The SIGCOMM datasetaios 76 mobile users'
BlueTooth contacts for 3 days. The characteristics of thessetdatasets are diverse.
Therefore, the evaluation results using these three datagiéshed some lights on the
performance of our solution idiverseenvironments, including challenged networks.

For the multimedia content dataset, we colld@0news reports from NBC in 2015,
and divide each news report into ve layers: text, audio, {omedium-, and high-
resolution videos. The size of each layer is calculated. Shwtest and longest news
reports last for 12 and 287 secs, respectively. We adop&Tbgim Extractor [46] to ex-
tract keywords from the articles. The resulting keywordsiweed by the Content Matcher.
Last, we derive the user interests by leveraging the useraglia the LETOR [30] dataset.
In particular, we randomly pick a user query, and take thenegls in it to mimic the
user's interests. The keywords in LETOR dataset are diftdrem our NBC dataset, and
we map the keywords using their orders of appearance.

6.5.2 Simulator Implementation

We implement a detailed simulator using a mixture of Pythtaya, and Matlab. The
distribution planning algorithm is executed once a day insmulations. Once the dis-
tribution plans are computed, we carry out the simulatiaikiing the ground truth
given in the datasets.

State-of-the-art algorithms. For comparisons, we implement two algorithms: (i)
Epidemic that transmits all the units when a contact occl@8]and (ii) CSI that sends
the units of interested multimedia content to mobile usaseld on mobile similarity [108].

89



Table 6.4: Statistics of User Contact Datasets

Contacts Per Day| Contact Duration (sec)
Mean Std Mean Std
Geolife 2.7 7.1 91 399
SIGCOMM 19 29 526 2606
San Francisco| 258 209 25 50

Performance metrics. We consider the following performance metrics, and report
the average performance with 95% con dence intervals wixenapplicable.

User experience The average user experience (between 0 and 100%) of all the
user demanded news reports. We also repatched user experiencehat only
considers watched multimedia content.

Missed units The number of unavailable news units among all the user ddath
ones.

Disk ef ciency: The ratio of per-user user experience and per-user diskurop-

tion.

Energy ef ciency: The ratio of per-user user experience and per-user energy ¢
sumption.

Watched units: The number of watched multimedia content units.

We note that performance metrics used for live video stregnsuch as initial buffering
time, number of rebuffering instances, and number of drddpgmes, are not directly
applicable to our multimedia content delivery applicati®his is because we only shows
fully-downloadedcontent to users. Therefore, none of the aforementionetiyafortu-
nate, situations that are common to live video streaming@&seur in our platform.

Content Matcher and Contact Predictor. We also implement several machine learn-
ing algorithms in Content Matcher and Contact Predictor. Tlgerdhms use historical
data up to the past days to predict contacts and user interests. The ContacicRred
keeps track of the historical contacts, and predicts tharéutontacts based on frequen-
cies. The Content Matcher rst classi es the news report® is¢veral categories and
calculates the viewing probability using a Bayesian apgraaspired by Google news
recommendation [129]. We utilize the BBC dataset [92], whitdssi es 2225 news
reports in 5 categories, to train a classi cation modeldwaling a frequency-based ap-
proach, which uses numbers of keyword occurrences in edefarg for classi cation.
We note that these machine learning algorithms are not degdlby us, nor are the most
advanced ones. We adopt them to be conservative: our ptatfdt achieve even better
performance with updated machine learning algorithms.

Simulation scenarios.We run 3-day simulations using GeoLife, San Francisco, and
SIGCOMM datasets. The GeoLife dataset is very sparse as @38¢@Bof user-day GPS
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trajectories are non-empty and the dataset spans overghtegBeijing area. Therefore,
we focus on the 88 kindowntown area, and create a 3-day trace by choosing the top 30
active days of each mobile user. We assume that 8% of the residents participated
in GeoLife data collection, so that we aggregate 30 day®ttac3 days. We remove
the mobile users who never get into the downtown area, whiekls a trace with 870
mobile users. 80 fog devices are randomly deployed in thevded locations. For San
Francisco and SIGCOMM, we promote 50 and 10 mobile users Wwehrtost contacts
to be the fog devices, respectively. Table 6.4 shows sontistgta of the generalized
datasets. We observe that GeolLife dataset has the lowastctbrnty, while SIGCOMM
and San Francisco have 7 and 96 times more contacts compda@abt.ife. The contact
duration of San Francisco is lower than other datasets Bedhe speed of taxi is much
higher than other transportation modes. SIGCOMM has theesigtontact duration be-
cause the attendees in SIGCOMM conference walk and disctisgach other in a small
area. These three datasets with different characterfstipsus to evaluate our distributed
system under diverse environments.

Parameters.We vary the number of random NBC daily news reports witHify; 25; 50; 100 20Qg.
We also assume thétenergy is used by communications, aebdf communication en-
ergy is used by our app. We then consider the disk budget5n30; 60; 125 250 500y
MB, and the energy budget fri00 20Q 400 800 150@ J. By default, we pick 100 news
reports everyday and set disk (energy) budget to be 125 M8 JiOMoreover, the per-
byte WiFi energy consumption® 10 7 J [85], and the maximal segment size is 5 MB.
For prediction, we let = 3 (days) for predicting the viewing probability and contacts
Last, we set the user experience following Table 6.1.

6.5.3 Results

The performance of our CDRR algorithm is near optimal under unlimited resources.
Fig. 6.6 shows the service quality and resource usage umfierited resources. We use
Epidemic algorithm as a benchmark which gives optimal tesualterms of user expe-
rience and delivery delay with unlimited resources. To eehithe optimality, Epidemic
uses excessive energy and disk to ood news reports. Figéa)pand 6.6(b) show that
our CDRR algorithm achieves near optimal 8% gap) user experience and low deliv-
ery delay € 6% gap), compared to Epidemic algorithms. Regarding systemheae
reported in Figs. 6.6(c) and 6.6(d), CDRR saves up%oenergy consumption argbbo
used disk space compared to Epidemic algorithm. CSI saveg @B%energy and disk
consumption on average, but suffers fraf®olonger delivery delay and0%lower user
experience compared to Epidemic. In summary, while CDRR islesigned for environ-
ments with unlimited resources, it performs almost optiynialterms of user experience,
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Figure 6.6: CDRR with unlimited resources is near optimalraye: (a) user experience,
(b) delivery delay, (c) energy consumption, and (d) usel simce over 3 days.

yet achieves short delivery delay. CSI has lower resourcgejdaut suffers from higher
delivery delay and lower user experience. In real life, #&ources aralwayslimited,
and thus we take limited energy, disk, and network budgétsconsiderations in the rest
of this chapter.

The proposed CDRR algorithm improves the service quality.Fig. 6.7 reports the
service quality of individual mobile users in user expecegnwatched user experience,
and missed units among three datasets over 3 days. Figa) &7d 6.7(b) show that
our algorithm outperforms all other algorithms in terms séuexperience and watched
user experience. The gap of Epidemic and CSI to our algorighat leas20%in terms
of user experience and watched user experience. This isibedgpidemic and CSI do
not take the characteristics of multi-layer news reports considerations. Fig. 6.7(c)
gives the number of missed units, which shows that EpidemdcGSI miss at least0%
and 11% more demanded units than our CDRR algorithm, respectivelyt,Nee plot
sample empirical CDF (Cumulative Distribution Function)\as from SIGCOMM in
Figs. 6.7(d), 6.7(d), and 6.7(f), which clearly show that aigorithm results in much
higher user experience and fewer missed units. In summayy6F demonstrates that
our CDRR algorithm signi cantly improves the service quality

The proposed CDRR algorithm is resource ef cient. We report the resource ef-
ciency of our proposed CDRR in Fig. 6.8. Figs. 6.8(a) and 6)§fkesent the energy
ef ciency and disk ef ciency of our CDRR, which are the ratiostlween user experience

92



=

o
n

o I[JCDRR N 8 “[[CIcDRR
¢ g.4/|CJEpidemic E 0.8l|C1Epidemic
SR TefS]] S | EEcCSI
3 206
%0.3 X
Yoz 504
b3 3
=
0.1 3 0.2
S e
GeoLifeSIGCOMM  SF g GeolLifeSIGCOMM  SF
Datasets Datasets
() (b)
80 1 o
2 [_ICDRR
5 [JEpidemid 08
b 60 HlCS|
] I_D,_o.e
< 40
=
5 Co.4
=20 —+—CDRR
2 0.2 ——Epidemic
E - CSI
20 : 0
GeoLifeSIGCOMM  SF 0 0.2 0.4 0.6 0.8 1
Datasets User Experience
() (d)
1 1
—~v—CDRR —~+—CDRR
0.8/|——Epidemic 0.8/|—~—Epidemic
=0 CS| o CS|
0.6 0.6
) a
Co4 Co.4
0.2 0.2
0 0
0 0.2 0.4 0.6 0.8 1 0 100 200 300 40C
Watched User Experience Number of Missed Units
(e) V)
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are from SIGCOMM dataset.

and energy/disk consumption. The gures show that our CDRBrétlym is more energy-
ef cient than all other algorithms. In particular, at le&3% higher energy ef ciency is
observed compared to Epidemic and CSI algorithms. Moredtherdisk ef ciency of
our CDRR algorithm outperforms others by at |ed8% Figs. 6.8(a) and 6.8(b) reveal
that CDRR delivers high service quality in a resource-ef tiemanner. Next, we plot
the watched units in Fig. 6.8(c), which reveals that Epideamd CSI suffer from lower
watched units: at least0% and 76% compared to our CDRR algorithm. This partly
explains why the CDRR algorithm is resource-ef cient: it ddeads moreusefulunits.

In summary, Fig 6.8 shows that our CDRR algorithm is resourceet.

Implications of different datasets. In Table 6.5, we report the average performance
comparisons between our CDRR algorithm and the other twoibasggorithms across
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Figure 6.9: Number of per-user contacts in 3 datasets.

all considered simulations. This table shows that our CDRRralgn signi cantly out-
performs others in all the aspects using all three datagettoser look reveals that our
CDRR algorithm has its limitations with San Francisco datadt only outperform oth-
ers by up to21%in terms of user experience. This can be explained by Fig.véh&h
shows the mobile users in San Francisco dataset are betteected, compared to Geo-
Life and SIGCOMM datasets. Since the number of contacts ishigh, anydistribution
plans will work reasonably well. However it is not an issuasgause typical challenged
networks, especially those in developing countries anal areas are not well-connected.
The proposed CDRR algorithm is scalable Next, we vary the disk budget, energy
budget, and number of daily news reports to compare the mpeaifoce of our CDRR al-
gorithm against the other algorithms with SIGCOMM datasefim 6.10. Fig. 6.10(a)
presents the user experience under different disk budgish shows that higher disk
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Figure 6.10: Scalability of our CDRR algorithm under differ@asource budgets and
number of multimedia objects: (a) user experience, andb)ber of missed units with
diverse disk budgets; (c) user experience, and (d) numbarisged units with diverse
energy budgets; (e) user experience, and (f) number of thigsis with diverse number
of news reports. Sample results from SIGCOMM dataset.

budgets lead to higher user experience with our CDRR algoyithunit is not the case
with Epidemic and CSI algorithms. This can be explained by &ifj0(b), which shows
that the CDRR algorithm utilizes higher disk budgets ef clgrib reduce missed units.
The other two algorithms, however, do not leverage the mmtdit disk budgets. Com-
pared with our CDRR algorithm, Epidemic and CSI mi€86and42%more units under
500MB disk budget. Next, we plot the user experience under diffeenergy budgets in
Fig. 6.10(c). This gure shows that our CDRR algorithm cap#as$ higher energy budget
for better user experience, while CSI and Epidemic algoritisim not result in the same
trend. This can be explained by Fig. 6.10(d), which revdas the CDRR algorithm uti-
lizes higher energy budgets ef ciently to reduce the nundfenissed units. Compared
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Figure 6.11: Effectiveness of our Content Matcher and CorReadlictor: (a) Geolife,
(b) SIGCOMM, and (c) San Francisco datasets.

Table 6.5: Performance Comparisons of CDRR over Epidemic and CSI

Metric Geolife SIGCOMM SF

Epidemic | CSI | Epidemic | CSI | Epidemic | CSI
User Experience 14X 26X 1.28X | 1.38X 1.2X 1.21X
Watched User Experience| 13X 15X 1.26X | 1.33X| 156X | 1.19X
Missed Units 1.1X 1.11X 1.24X 1.26X 1.21X 1.25X
Watched Units 11X 26X 1.78X 1.78X 1.7X 1.76X
Energy Ef ciency 13X 12X 1.33X | 1.36X| 1.33X | 1.33X
Disk Ef ciency 14X 15X 1.5X 1.52X| 1.39X | 1.41X

with our CDRR algorithm, Epidemic and CSI algorithms m2€€6and26% more units
underl500J energy budget. Finally, we plot the user experience unffereht numbers
of news reports in Fig. 6.10(e). This gure shows that moresseeports lead to lower
user experience. This can be explained by Fig. 6.10(f), vregeals that more news re-
ports will degrade the user experience because of more dnissts. However, our CDRR
algorithm outperforms Epidemic and CSI by at lekg¥oand27%under any number of
news reports, respectively. In Fig. 6.10(f), compared to@DRR algorithm, Epidemic
and CSI algorithm miss up t80% and 26% more units. In summary, Fig. 6.10 shows
that our CDRR algorithm scales better with more resources ams neports, compared
to other algorithms.

Effectiveness of our Content Matcher and Content Predictor. We quantify the
effectiveness of the machine-learning algorithms impletee in the Content Matcher
and Content Predictor as follows. We augment our simulatgrédibit mobile users
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Figure 6.12: The fog device built on Raspberry PI.

from requesting for any content that are not on their digtidmn plans, so as to focus
on the impact of the machine learning algorithms. For comspas, we assume perfect
predictions using the user contact datasets, and refera® @racle in the gures. We
emphasize that Oracle is an impractical upper bound for lreacking purpose only.
We report the empirical CDF curves of user experience fronBttatasets in Fig. 6.11.
This gure reveals that our machine learning algorithmsia@et similar performance with
Oracle with SIGCOMM and San Francisco datasets: on avera@ie26%and17%gaps
are observed, respectively. For the GeolLife dataset, garighms suffer from a larger
gap of69% which can be attributed to more challenging scenarios @isated by the
inferior connectivity reported in Fig. 6.9. We note thatsirch challenging scenarios, our
CDRR algorithm signi cantly outperforms Epidemic and CSI assoarized in Table 6.5.

6.6 Real Implementation

This section presents a complete prototype systhat distributes multimedia news re-
ports to multiple users. We also compare our algorithm agathers under real-life
settings.

6.6.1 Implementation on Linux and Android

We have implemented a complete testbed of the proposedntaigivery applications
running on cloud-to-things continuum platforms using mmachines and Android mo-
bile devices. The fog controller is built on a Linux workstat, and we realize our CDRR
algorithm on it. fog devices can be built on any Linux embetdevices and general-
purpose computers. We adopt Raspberry PI for fog devicebiaagsin Fig. 6.12. Using

Parts of the prototype system were presented in Hong etGa].[1
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Figure 6.13: Mobile client: (a) a list of news reports anddlgjownloaded news report.

Raspberry Pl as the fog device results in the following besie(t) smaller form factor,
(i) more cost effective, and (iii) easier deployments. Biee of a Raspberry Pl is only
100cn?. Each Raspberry PI, including a WiFi dongle, a case, a neteainle, a memory
card, and a power line, only costs ab&3tUS dollars at the time of writing. Compared
to PCs, Raspberry Pls are easier to be transported to diffeleasds and countries.

The fog devices are connected to the fog controller via wirettvorks. We con gure
the fog devices to be WiFi access points, and program themdgéthe fog controller
and mobile devices. We implement an Android app, which fedidhe distribution plan

8 Fog Devices an
1 Fog Controller

One Fog

Device for
Each Villagg

Figure 6.14: The locations of the deployed fog devices.
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to download multimedia content whenever it runs into fogides. It also records times-
tamped events and sends them via fog devices to the fog tlentas pro les. Fig. 6.13
shows sample screenshots of our app. The fog controlleyzesthe pro les for various
inputs, such as contacts, and computes distribution pkisaan. as aron job. The
computed plans are sent to mobile users via fog devices. dgepre user privacy, we
anonymize the collected pro les, and allow mobile users po @ut from the data col-
lection any time. We also allow users to con gure severdirsgs$, such as the disk and
energy budgets.

6.6.2 Experimental Setup

We set up a fog controller and eleven fog devices at fourmiffelocations: three different
rural villages and a city (on our university campus). Fidl46shows a map with the
locations of fog devices. There at® users, including university students, university
employees, and farmers who use our Android app. In partidii@y install our app from
Google Play. The app comes with the default disk budget of MB80and the default
energy budget of 80% battery capacity.

Every midnight, the fog controller automatically downlgathe latest news reports,
including text, audio, and videos from CNN, BBC, and Apple Dailytranscodes the
news videos to three resolutions: 240p, 360p, and 480p Wdtngpeg. For each user,
we use his/her pro le collected in the pasdays to predict his/her behavior. We then
use the predicted behaviors to compute the distributiongdad send the plans to mobile
users when they have the rst contact with a fog device. Oubile@pp downloads news
reports following the distribution plan, and the user mayohanews reports anytime.

6.6.3 Experimental Scenarios

In the rst two weeks of our experiment, the fog controllenwtdoads 46 news reports
on average every day, which is equivalent to 900+ MB tota.s2n average, each user
spends 2.8 hours within the coverage of fog devices every@iag average number of
contacts of each user in each day7i8, the average contact duration is 101 seconds,
and each user moves 3.6 km on average everyday. The distatweeen the university

to the villages is 38.8 km and there are no users commutingdeet the campus and
the villages. The size of the university and the villagesaveut 1.2 km and 4 knd,
respectively. There al@7%and87%of users using the default disk and energy budgets,
respectively. With the default disk budget, each user caméizad news reports for up
to about three layers. We note that when the app runs out afigkebudget, it pops up

2In total, there ar@1 users, bull6 of them decide to use our app without uploading their pra les
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Figure 6.15: Our emulation testbed for measuring energgwoiption.

a dialog reminding the user about the possibility of inciregshe disk budget for better
video quality. We observe that more than 2/3 of users stitk thie default disk budget,
which shows that many users are satis ed with the low-rasmiuwvideos. This is inline
with our observation of user experience improvements @sang along with the number
of layers in Sec. 6.3.

6.6.4 Emulation Setup

One limitation of our deployed testbed is that the applaraspeci c optimizer can only
execute asingle distribution planning algorithm at a time and we only impkmh our
CDRR algorithm in the testbed. To compare our algorithm agdires baseline algo-
rithms, we use the collected pro les to drive our simulataultiple times, and save the
distribution planggenerated by different algorithms. We then set upmlation testbed
which consists of a Linux FTP server, a smartphone, and a ipoe¢er, so as to mea-
sure theactualenergy consumption resulted by different algorithms. Bi@5 illustrates
the emulation testbed. We con gure the FTP server to limgtilandwidth following the
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Figure 6.16: Sample measured current levels from user 1.

traces in Friedman et al. [85]. We then augment our mobilg¢aplpwnload the multime-
dia news reports following the distribution plans. We rua thobile app on a Samsung
Galaxy J7 smartphone connected to an Agilent 66321D powtarnEhe power meter is
con gured to serve as a power source at 3.85 V, and conneat@dC via an USB cable.
We record the voltage and current at 200 Hz. The records areubed to calculate the
energy consumption.

In addition, we use the distribution plans from the divergmathms to conduct a
user study for real user experience. Questionnaires,asinalthe ones used in Sec. 6.3,
are prepared for the user study. Running 2-week emulatiotis3ndifferent algorithms
for all 15 users is time consuming without revealing too marsights. For example,
for a less active user, he/she doesn't have too many contatdsnone of the algorithms
work for him/her. Therefore, we focus on top three activersised their top seven active
days for a 1-week emulation, which is equivalent to 21 daywials. We repeat each
day of emulation with three algorithms, resulting in 63 3+daws reports. We recruit 63
participants, among them 70% are males and the average adeyears old. To avoid
overloading the participants, each participant watchdaylnews report and lIs in the
guestionnaire using the Web interface shown in Fig. 6.3.hnHaday news report takes
a participant about 10-40 mins. The participants then # tjuestionnaire to give MOS
scores.

6.6.5 Emulation Results

Our implementation is energy ef cient. Fig. 6.16 shows 2-hour sample measurements
of the current from user 1. In this gure, the user's smartphaownloads news reports
for 43 minutes before being idling. We compute the commuitoaenergy consumption
by deducting the idling energy consumption from the totadrgg consumption. We re-
port the mean and standard deviation of daily energy consampesulted by different

101



x 10°

—=ORR 15 —

80/ [ JCDRR | 2 [ JCDRR

8 CL_ICSI > ||[JcslI .
Epidemic o ; ;

T 60, EmEp | ¢ ||mEEpidemic

= o 14

(O] o

Q- ~

640 W

o $0.5 :

820' o)

0 0 I ,

1 2 3 4 5 6 Avg. ’
Days 1 2 3,4 5 6 A
(a) (b)
15 S
[ JCDRR
ety
B Epidemic

gy E/ ciency
=

o
o

Ener

1 2 3 4 5 6 Ag.
Days

(©

Figure 6.17: Better service quality and resource ef cientpur CDRR algorithm: (a)
guality improvement, (b) disk ef ciency, and (c) energy eiency over a 1-week emula-
tion. Sample results from user 1 are shown.

algorithms in Table 6.6. This table shows that completingday distribution plan only
consumes up to 153 J, which is 0.3% of the battery capaciQ&3Ah, 3.85 V). We also
report the energy consumption per MB in the same table. Mvshbat the gaps among
different algorithms is at most 7%, which is insigni cant.

Our CDRR algorithm leads to better service quality and resouice ef ciency. Al-
though different distribution planning algorithms resultsimilar energy consumption,
they may lead to diverse user experience. We plot the sarspleextperience from user 1
in Fig. 6.17(a), which shows that our CDRR algorithm outpen®ICSI and Epidemic by
1.1 and 2.7 times on average in terms of user experience. &:Ig4b) and 6.17(c) report
the sample disk ef ciency and energy ef ciency from user a.térms of disk ef ciency,
our CDRR algorithm outperforms CSI and Epidemic by 3.4 and 4nkdi in terms of
energy ef ciency, our CDRR algorithm outperforms them by L d.5 times. In Ta-
ble 6.7, we give the average performance improvement of olRRBIgorithm over the
other two baseline algorithms for individual users. Among three users, our CDRR al-
gorithms outperforms others by up206% 472% and188%in terms of user experience,
disk ef ciency, and energy ef ciency.
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Table 6.6: Statistics of Daily Communication Energy Consuomp{J) Over a 1-week
Emulation

Total Energy Consumption

CDRR Csl Epidemic
Mean | Std | Mean | Std | Mean | Std
Userl| 79.5 | 21.7| 822 | 28.7| 79.1 | 19.8
User2| 99.1 | 23.6| 100.2| 24.8| 91.4 | 18.6
User3| 555 | 41 | 504 | 26 | 50.2 | 7.3
Per MB Energy Consumption

CDRR Csl Epidemic
Mean | Std | Mean | Std | Mean | Std
Userl| 0.46 | 0.04| 0.46 | 0.1 | 0.44 | 0.02
User2| 0.45 | 0.04| 0.44 | 0.04| 0.43 | 0.01
User3| 0.43 | 0.02| 0.40 | 0.01| 0.41 | 0.02

Table 6.7: Performance Improvements of CDRR over EpidemidGid
Userl User 2 User 3
CSl | Epidemic | CSI | Epidemic | CSI | Epidemic
User Experience | 128% | 206% 89% 66% 143% 65%
Disk Ef ciency | 349% 43% 42% 143% 69% 472%
Energy Ef ciency | 148% | 188% | 129% 87% 177% 7%

Metric

6.7 Discussion

In this chapter, we studied the problem of distributing rimogtdia content over challenged
networks to mobile devices. We running our content deliaaplication on our cloud-to-
things continuum platform, which carefully plans the dimition of multimedia content
to mobile users. The critical component is the distributanning algorithm, which
intelligently distributes multi-layer multimedia objecover challenged networks using
opportunistic communications. Our CDRR achieves near-@btiesults in terms of user
experience, despite the complexity of the distributiomplag problem (NP-Complete).
We conducted extensive simulations using real datasets.sifhulation results indicate
that our proposed CDRR algorithm results in: (i) better us@egence, which outper-
forms other algorithms by at lea30% (ii) higher energy and disk ef ciency, which out-
performs other algorithms by at leé&83%and39% respectively, (iii) fewer missed units
which outperforms other algorithms by at lea8€4 and (iv) more watched units, which
are at leas?0% more than other algorithms. Moreover, we implemented amdoged
a prototype testbed in a university and three rural villagesperiments reveal that our
proposed algorithms outperform the baseline algorithmsbio 206% 472%and188%
in terms of user experience, disk ef ciency, and energy ey, respectively.
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Chapter 7
Future Directions

A report from Gartner states tha@urrently, around 10% of enterprise-generated data is
created and processed outside a traditional centralizeth @&nter or cloud.”By 2022,
Gartner predicts this gure will reach 50% [49]. Moreoveetmarket of fog computing
Is expected to increase 10 times from 2017 to 2022 [14]. Thegerts point out that
performing operations on cloud-to-things continuum platfs is a clear trend. In the
future, with the cloud-to-things continuum platforms, igais resources from not only
traditional cloud data centers, but also fog devices statfeacross wide geographical
locations can be easily accessed anytime and anywhere. Wharewat home, we can ask
our intelligent 10T devices to detect safety events, sucbaalson monoxide spikes, and
send noti cations to hospitals to protect us. When we areinigiwve can ask smart street
lights to analyze road conditions and coordinate all the taavoid traf ¢ jams. When
we are playing complicated games over mobile phones, weslaoalular base stations
to render the complicated scenes to have better gamingyjaall save mobile phones’
energy. When we are walking alone on a street at midnight, weask a patrolling tiny
drone to detect some dangerous events, such as brawlinguarghgts. In this chapter,
we list future directions to complete such a large-scalepprehensive, and innovative
cloud-to-things continuum platform.

7.1 Application Developer Support

In this thesis, we have introduced two actors (the providdnasers) in the cloud-to-things
continuum platforms. In order to build a comprehensive dttarthings platform, another
actors, called application developers need to be addedamtecosystem as illustrated
in Fig. 7.1. The application developers implement many iappbns and publish them
through the provider to the users. However, in cloud-togkicontinuum platform, the
provider has to offer a large number of applications, whiglthallenging for a small
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Figure 7.1: A cloud-to-things continuum ecosystem.

group of application developers. Hence, we need to givefpéaation developers some
supports to make their life easier when implementing thdiegupns. Doing so, we can
lower the learning curves to be an application developeradiogv various people, such
as students, engineers, and anyone who can follow the duggptools to implement the
applications. The resulting ecosystem will be similar tooGle Play and Apple Store,
where the application developers publish and sell theiliegons to the users.

Having the application support results in many bene tss&ibecause the number of
application developers is increased and the developers yaious backgrounds, many
and various applications are provided to the users, andsées wvill automatically inter-
act with the application developers to gure out killer ctbto-things continuum appli-
cations. Second, it is also helpful for retaining the usesalise they have many options
of applications. They can switch among the applicationgta@s their requirements that
are changed over time. Third, it also increases bene tseshby the providers and it
further makes more providers and companies interestingahzing the comprehensive
cloud-to-things continuum platform.

One possible solution to achieve the application develeppport is to design pro-
gramming model In order to implement applications, which can run on suderoge-
neous platform in a distributed way, the programming mocae to support three fea-
tures: (i) decomposition, (i) communications, and (ii@rformance optimization. With
the decomposition feature, the provider can easily andmjeally split the applications
into smaller operators. The splitted operators are digieitly deployed to multiple fog
devices. When doing so, the communication channels amongpthetors need to be
transparently set up. Finally, performance optimizatitrategies, such as stream pro-
cessing [97] to optimize the applications running acros#ipie fog devices, are also
required. The resulting programming model can be readilpi@d by application de-
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velopers to implement tailored applications for cloudtiorgs continuum platforms.

o o o &
Model Parameters
Parameters

Application

Users Provider
Developers

Models

Figure 7.2: An illustration of Training-as-a-Service (Ba

7.2 Data Management and Privacy Protection

In the clout-to-things continuum platforms, many senssugh as camera, temperature,
and gas sensors generate tremendous amount of data. \@ai@uere collected and used
by different people, such as researchers, applicationloj@ses, users, companies, and
providers. Hence, we need a data management mechanisnptthkei readily access
the data. Moreover, some of the data are privacy-sensgweye need to protect these
data before accessing. For example, a smart street lightoollgct some images that
contain plates and faces, which are large and privacytsendif a data management and
privacy protection strategy is proposed, these people taiermly access the protected
large amount of data and start to use them.

A well-designed data management mechanisms results in lmamg ts. First, the
data management mechanism can reduce redundant datejesngay not need to collect
readings from two temperature sensors close to each otfneio(®e meter) at the same
time. The readings may not have much difference to deriveenmdormation from the
sensors. Second, the data management mechanism may reewostand network traf-
c congestions while sending and storing the large amourtath to/on remote servers.
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For example, the data can be prioritized and the data withothest priority can be sent
at midnight to avoid network traf c congestions. About @oy protection strategy, it is
required while using the privacy-sensitive data to avoaating the law. Moreover, pro-
tecting the privacy helps to eliminate doubts of users winsieag the applications running
on the cloud-to-things continuum platform.

Designing the data management and privacy protectioregies requires three im-
portant components: (i) Training as a Service (TaaS), @tadcanalyzing API, and (iii)
sensor-rich indexing mechanism. The TaaS is designed &maiplication developers
who need to access the privacy sensitive data. For exampkn an application devel-
oper designs a car tracking application, he/she needs tgzananages containing plates
and derive a model for the application. However, the pravanot directly send the
privacy-sensitive data to the application developer faming the model. Hence, as il-
lustrated in Fig. 7.2, the provider provide a new servicéedallaaS. The application
developers follows TaasS to send their car tracking modedlsaalata owner (the provider)
for training. The provider then sends back the training ltsgmodel parameters) to the
application developers who publish their application®tigh the provider, so that the
users can request for these applications. Furthermorgridweder also provides a data
analyzing API. The API allows application developers tolgmathe data without reveal-
ing the original privacy-sensitive data. It also helps tpplecation developers understand
the characteristics of the data for better applicationgtedloreover, when the accuracy
of the model trained by provider is poor, the applicationedepers can use the API for
root-cause analysis. In order to support the data analyxiigwe require a sensor-rich
indexing mechanism, which can ef ciently access requirathdor analyzing. For exam-
ple, in the cloud-to-things continuum platform, we have gnsensors giving informations
about the weather, such as wind speed, temperature, hynaidé so on. We can design a
sensor-rich indexing mechanism to access these data wiitigla sequest. The resulting
data management and privacy protection strategies cammzexthe value of the various
and large amount of data.

7.3 Design-Time Optimization

In this thesis, we have solved threen-time optimization problems, while thdesign-
timeoptimization problem remains open. Run-time optimizatilgoathms are launched
after the cloud-to-thing continuum platform has been biitie design-time optimization
problems are solved while designing the platform. More bpaity, we can propose
design time optimization algorithms to make deploymentsiens of sensors, network
devices, and fog devices. Taking smart street light as ampbea the street lights are fog
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devices, which have computing, networking, sensors, g&grand actuators. If we plan
to deploy PM 2.5 sensors on the street lights to create ddtaibllution maps, we have
to decide where to install the sensors because it is too densstall the PM 2.5 sensors
on every single street light while it may be to sparse to ih#ia sensors on every cross
streets. Deploying on every single street lights would $emdhigh cost with marginal

performance gain. In contrast to it, we may not satisfy regjuents to plot a detailed
pollution map.

Moreover, when we make plans of sensor and actuator deplugraedesign-time, we
can further consider representative analytics. Take sstraet lights as an example again,
we may solve a camera planning problem at design-time tonggeithe computer vision
applications. More speci cally, the camera planning aitions decide where to install
which types of camera with what orientations. Differentdgrof camera have different
resolutions, eld-of-view, focus, and so on. Hence, theisieas made by design-time
optimization algorithms affects features, such as angleered range, and resolution of
captured images. These features further make huge in uehtee analytics, that is, a
well-planed sensor deployment decisions may increaseancof the analytics, reduce
the computation time, and shorten the training time.

Because we have various sensors and analytics on our platfi@meed to propose
a generalizeddesign-time optimization algorithm. The algorithm can lsedion any or
similar types of sensors and analytics. Otherwise, if wg@pse the algorithms for every
sensors and analytics, it will take quite a long time and kglla challenging and tedious
task. The possible starting point of the generalized desige optimization algorithm
IS to gure out a generalized feature list. For example, tistashce between sensors
and its sensing targets is one of generalized features of seosor types. When the
distance increases the noise of sensing data is larger apetformance of corresponding
analytics become worse. However, when the distance of thieeasensors are too short,
the density of deployed sensors will be too large, whichseaadvery high cost. Listing
these features is a starting point of designing the gerzexhldesign-time optimization
algorithm. With it, we can further optimize the cloud-tartys continuum platforms and
provide much better user experiences for the users.

7.4 Outdoor Testbed Deployment

Many studies have proved that fog computing reduces lateretwork traf cs, and en-

ergy consumptions [139]. However, evaluations of the stsidire from simulations or
lab-scale prototypes like what we have shown in S&.lh order to have a more accu-
rate evaluations, and gure out limitations and other fetdirections, we need to have
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a real deployment of the cloud-to-things continuum plaitfoiVe have deployed an out-
door cloud-to-things continuum testbed, based on theerwdteight street lamp poles.
We refer to these street lampssasart polesand the cluster aslock In our deployment,
the block of smart poles are set up surrounding the compcitence building at National
Tsing Hua University (NTHU); in large deployments, a blodlsmart poles may be de-
ployed along a street block. Each pole, as illustrated in Fig(a), has two boxes: a
sensor box and a device box. The sensor box contains a Rasptenhich is equipped
with multiple sensors, including temperature, PM 2.5, ag#t, and current sensors. The
device box contains an Ethernet switch and an IndustriallPC)( We note that all eight
smart poles come with Raspberry Pi 3 and switches, but onlpfwltem have IPCs serv-
ing as edge servers. Moreover, four smart poles have slarved! IP cameras to capture
images and videos for video analysis. For communicationshawn in Fig. 7.3(b), all
poles access to the Internet through an access switch. Faut goles connect to the ac-
cess switches through local Ethernet and the other fouremdria it through WiFi mesh
network.

Fig. 7.4 reports sample performance results from our outsimart pole testbed. The
IPCs in the device boxes come with Intel 4-core i3 CPU and 8 GB RANk IPC ac-
cesses the Internet through Ethernet switches and anateeéhmugh WiFi Mesh APs.

Requests are deployed almost instantly in our smart pole téised. Fig. 7.4(a)
gives the deployment time of diverse number of requestshdrekperiments, we submit
f10; 20; 30, 40, 509 requests to measure the deployment time. The requests e ob
recognition analytics with random selected QoS valuesla@daocker image of the object
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Figure 7.4: Measurement results of our outdoor deploymenf) deployment time, (b)
number of analyzed images, and (c) latency.

recognizer is cached at the IPCs. As shown in the gure, onagereach request can be
deployed in one second, with almost linear increase. Thi®a enough for most 10T
analytics.

Distributed execution levels to higher throughput. Fig. 7.4(b) reports the number
of analyzed images from an object recognition analytics miaute. The experiment
shows that when the analytics is split into two smaller ofgsarunning on two IPCs
results in32%throughput improvement.

Placing the analytics close to data originates and users relts in shorter latency.
Fig. 7.4(c) presents the end-to-end delay while runningothject recognition analytics
in the cloud (with an i5 Intel workstation) and a pole (withi@nntel PC) with diverse
network conditions of the access link (from the access $wiicthe Internet). The im-
ages are from a camera installed on a smart pole and the lieedgesults are sent to a
user in the Computer Science building. The network condstieme emulated by Wonder
Shaper [51] and tc [44]. The Wonder Shaper is used to thriftdebandwidth and tc is
used to add the network latency. The bandwidth of Etherngg¢tiso 60 Mbps, WiFi is
set to 32 Mbps, and 4G is set to 22.67 Mbps following a recertysf63]. The latency
to the cloud is measured using Amazon network testing wele [pfa@]. \We calculate
average network latencies over 34 Amazon cloud serversr ittlernet, WiFi, and 4G.
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The resulting network latencies are: Ethernet:190 ms, W2BilL ms, and 4G: 288 ms.
The experiment results show that running the analytics ersthart pole (edge) reduces
at least93%network latency.

Smart pole is built to achieve a smart campus to increaseestsidsafety, monitor
the university's environments, and help students' schide! IFor example, we have air
pollution sensors to draw a pollution map, water qualitysees to detect lake quality,
and image analytics applications to detect emergent evbtaseover, in the future , we
can install displays and microphones, which allows stuslaminteract with the testbed
and receive activities. Beside the target of implementirggsimart campus, smart pole
plays a key role to help researchers from academia and megisd evaluate their new
designs, algorithms, and products. Comparing to lab-seakbéds, a real deployment
is under a harsh environments, e.g., (i) the fog devicesogiegdlon the street lights may
be broken because of high temperature and humidity, (ii)cdremunication qualities
may be degraded by the interfered wireless channels, apth@inoisy sensing data may
increase the analytic dif culty and degrade the accuradyeske possible issues cannot be
aware from lab-scale testbeds and are required to be salvexhlize a comprehensive
cloud-to-things continuum platform. Moreover, the expade of building up the smart
pole can be used to reproduce a new smart campus, build aspaatitnent complex, and
extend to built a larger-scale smatrt city.
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Chapter 8
Conclusion

Studying cloud-to-things continuum platforms is a timealpit because researchers from
academia and industry start move services, applicatiors,data analytics from tradi-
tional cloud data centers to fog devices, that are closendousers. However, the cloud
data centers cannot to be totally replaced. Hence, aggreganmunicate, and collab-
orate fog devices in the cloud-to-things continuum is ggtfopular. In this thesis, we
design an intelligent framework and solve optimizationigheons for the popular cloud-
to-things continuum platform. The fog devices are locateghdnere with rich resources
and capacities, which turn innovative applications. Werojze three resource allocation
problems: (i) application deployment problem, (ii) dekgnsitive application optimiza-
tion problem, and (iii) delay-insensitive application iopization problem. The rst prob-
lem is designed for providers to serve as many users as pms§ite other two problems
are designed for users to adapt to system dynamics and aptapplications at run-time
to maximize user experience.

We solve the application deployment problem while consideheterogeneous fog
devices with diverse resources, required applicationuess, location requirements, and
user-speci ed QoS targets. We formulate the problem intfiovmulations for ideal and
generalized cloud-to-things continuum, respectively. d&sign an approximation algo-
rithm with 1=jUj approximation factor to solve the ideal problem. The appnation
factor is mathematically and experimentally proved in thissis. The goal of this prob-
lem is to maximize number of served users. Our evaluationw ghat our algorithms
outperform the state-of-the-art algorithms by at 1€E84% 167% 161% and124% in
terms of the number of satis ed requests, the CPU resourcsutoption, the RAM re-
source consumption, and the network resource consumjpéspectively.

After deploying the applications, in order to adapt to systynamics, we add an
application speci ¢ optimizer into our framework. It solvelelay-sensitive application
optimization problem and delay-insensitive applicatigrtimization problem. For the
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delay-sensitive application, we focus on optimizing gatnessning applications running
on our platform. The optimization goal is to maximize gamexgperience by adapting
to network dynamics of ongoing sessions. Thus, we propossamal bitrate adapta-
tion algorithm to dynamically con gure the bitrate of ganmteesming applications in the
ongoing sessions running in polynomial time. The propodgdrahm outperforms the
baseline algorithms by up #6%and30%

For the delay-insensitive application, we focus on optingzanultimedia content de-
livery applications over challenged networks on our plaifoThe optimization goal is to
maximize the user experience, which is calculated baseadearatanding levels to solve
digital divide. We propose an optimal DP algorithm which sun pseudo-polynomial
time. Moreover, we also design another ef cient algorittorsblve the problem in poly-
nomial time. The goal of our algorithms is to maximize usepexience. In fact, our
ef cient algorithm outperforms the baseline algorithmsdiyeas20% 33% and39%in
terms of user experience, energy ef ciency, and disk ehag

Besides our optimization algorithms, which is the core ofidko-things continuum
platforms, we also discuss future directions and remaitasgs of realizing a more com-
prehensive cloud-to-things platform. Solving the futureections, the comprehensive
platform allows more application developers to implementet applications and even
Improve existing applications, such as cloud applicati@ng., moving current IoT ana-
lytics from data centers to fog devices can reduce netwadekty and traf cs. Moreover,
having the platform, novel applications, such as selfidg\ars and wearable augmented
reality can be realized. The cloud-to-things continuuntfptan, in the future, leads us to
the next era, which makes our life easier, fantastic and.safe

113



Bibliography

[1] 150 amazing Amazon statistics and facts (August 2018)https://
expandedramblings.com/index.php/amazon-statistics/

[2] Amazon EC2.https://aws.amazon.com/ec2/

[3] Articial Intelligence plus the Internet of Things (IQT https:
Ilwww.techemergence.com/artificial-intelligence-plus-
the-internet-of-things-iot-3-examples-worth-learning-
from/ .

[4] AWS Greengrasshttps://aws.amazon.com/tw/greengrass/

[5] AWS Snowball Edgehttps://aws.amazon.com/snowball-edge/
[6] Bountry workers (in Chinesehttp://bountyworkers.net/

[7] BRITE. https://www.cs.bu.edu/brite/

[8] Cisco visual networking index: Forecast and methodalodytps://www.
cisco.com/c/dam/en/us/solutions/collateral/service-
provider/visual-networking-index-vni/complete-white-
paper-c11-481360.pdf

[9] Combining Arti cial Intelligence with the Internet of Tihgs could make
your business smarterhttps://www.ibm.com/blogs/insights-on-
business/gbs-strategy/ai-iot-smarter-business/

[10] Docker. https://www.docker.com
[11] Docker Swarmhttps://hub.docker.com/_/swarm/

[12] DTNZ2. http://sourceforge.net/projects/dtn/files/DTN2/
dtn-2.9.0/

114



[13] The evolution of wireless sensor networksittps://www.silabs.com/
documents/public/white-papers/evolution-of-wireless-
sensor-networks.pdf

[14] Fog computing market worth 203.48 million usd by 202&ttps://www.
marketsandmarkets.com/PressReleases/fog-computing.asp

[15] GaiKai web pagehttp://www.gaikai.com/

[16] GamingAnywhere: An open source cloud gaming project.http://
gaminganywhere.org

[17] Google App Enginehttps://cloud.google.com/appengine/

[18] Here's a map of all Azure and AWS data centers.https://www.
datacenterknowledge.com/archives/2016/09/21/heres-a-
map-of-all-azure-and-aws-data-centers

[19] How Al and IoT must work togetherttps://venturebeat.com/2018/
03/15/investors-share-their-predictions-for-ai-and-
machine-learning-in-2018/

[20] How do we accelerate Internet access in Africal?ttp://ventureburn.
com/2014/01/how-do-we-accelerate-internet-access-in-
africa/

[21] IBM CPLEX optimizer. http://www-01.ibm.com/software/
commerce/optimization/cplex-optimizer/

[22] IBR-DTN. http://trac.ibr.cs.tu-bs.de/project-cm-2012-
ibrdtn

[23] IEEE adopts OpenFog reference architecture as ofsiahdard for fog comput-
ing. https://www.openfogconsortium.org/news/ieee-adopts-
openfog-reference-architecture-as-official-standard-
for-fog-computing/

[24] Internet of Things (IoT): number of connected devicesrldwide from 2012
to 2020 (in billions). https://www.statista.com/statistics/
471264/iot-number-of-connected-devices-worldwide/

[25] Internet solutions division strategy for cloud comipgt https:
/[s3.amazonaws.com/files.technologyreview.com/p/pub/
legacy/compaq_cst 1996 O0.pdf

115



[26] It's time to take a closer look at China's mobile industry http:
/lwww.businessinsider.com/the-key-china-mobile-
industry-statistics-2013-12?0p=1

[27] ITU ICT facts and gures the world in 2015 http://www.itu.int/en/
ITU-D/Statistics/Pages/facts/default.aspx

[28] Kuberneteshttp://kubernetes.io/
[29] KVM. http://www.linux-kvm.org/

[30] LETOR 4.0 dataset. http://research.microsoft.com/en-us/um/
beijing/projects/letor/letor4dataset.aspx

[31] librosa. https://github.com/librosa/librosa
[32] LXC. https://linuxcontainers.org

[33] Microsoft Azure 10T edge. https://azure.microsoft.com/en-us/
services/iot-edge/

[34] Mobile-edge computing. https://portal.etsi.org/Portals/0/
TBpages/MEC/Docs/Mobile-edge_Computing_-_Introductory
Technical_White_Paper_V1%2018-09-14.pdf

[35] MQTT. http://mqtt.org

[36] Netindex real time global broadband and mobile datahttp://www.
netindex.com/

[37] OnLive web pagehttp://www.onlive.com/
[38] OpenCV.http://opencv.org
[39] OpenFoghttps://www.openfogconsortium.org

[40] OpenFog reference architecture for fog computing. https://www.
openfogconsortium.org/ra/

[41] Revenues from the articial intelligence (Al) market wdwide from 2016
to 2025 (in million wu.s. dollars). https://www.statista.com/
statistics/607716/worldwide-artificial-intelligence-
market-revenues/

[42] SaltStack https://saltstack.com/

116



[43] Social, digital and mobile in India. http://wearesocial.net/blog/
2014/07/social-digital-mobile-india-2014/

[44] tc command. https://linux.die.net/man/8/tc.
[45] TensorFlow.https://www.tensorflow.org

[46] Topia's term extractor. https://pypi.python.org/pypi/topia.
termextract/

[47] Ubitus web pagehttp://www.ubitus.net
[48] VMware. https://www.vmware.com

[49] What edge computing means for infrastructure and omerst leaders.
https://www.gartner.com/smarterwithgartner/what-edge-
computing-means-for-infrastructure-and-operations-
leaders/

[50] Who coined cloud computinghttps://www.technologyreview.com/
s/425970/who-coined-cloud-computing/

[51] Wonder Shaperhttp://lartc.org/wondershaper/

[52] Xen. http://www.xenproject.org/

[53] Z-Wave. https://www.z-wave.com

[54] Zigbee.https://www.zigbee.org

[55] Distributed TensorFlow. https://www.tensor ow.ddgploy/distributed, 2015.

[56] Amazon web services network test. https://cloudharyrmom/speedtest-for-aws,
2018.

[57] T. Abdelkader, K. Naik, A. Nayak, N. Goel, and V. Srivagd. A performance
comparison of delay-tolerant network routing protocolEEE Transactions on
Network 30(2):46-53, 2016.

[58] Z. Abrams and J. Liu. Greedy is good: On service treeguaant for in-network
stream processing. Proc. of IEEE International Conference on Distributed Com-
puting Systems (ICDCJ)isboa, Portugal, July 2006.

[59] I. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayilireless sensor net-
works: A survey.Computer Networks8(4):393-422, 2002.

117



[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

L. Atzori, A. lera, and G. Morabito. The Internet of Thys: A survey.Computer
Networks 54(15):2787-2805, 2010.

F. Bonomi, R. Milito, J. Zhu, and S. Addepalli. Fog commgfiand its role in
the Internet of Things. IfProc. of ACM SIGCOMM workshop on Mobile Cloud
Computing (MCC)Helsinki, Finland, August 2012.

J. Boyce, Y. Ye, J. Chen, and A. Ramasubramonian. OverviesH¥'C: Scalable
extensions of the high ef ciency video coding standaidEEE Transactions on
Circuits and Systems for Video Technolpg§(1):20-34, 2016.

A. Brogi, S. Forti, and A. Ibrahim. Deploying fog applttans: How much does it
cost, by the way? IiProc. of International Conference on Cloud Computing and
Services Science (CLOSER)adeira, Portugal, March 2018.

J. Burgess, B. Gallagher, D. Jensen, and B. Levine. MaxgRopting for vehicle-
based disruption-tolerant networks. Pnoc. of IEEE International Conference on
Computer Communications (INFOCOMBarcelona, Spain, April 2006.

B. Burns, O. Brock, and B. Levine. MV routing and capacityltng in disrup-
tion tolerant networks. IfProc. of IEEE International Conference on Computer
Communications (INFOCOMMiami, FL, March 2005.

W. Cai, M. Chen, and V. Leung. Towards gaming as a senliEEE Transactions
on Internet Computingl8(3):12-18, 2014.

V. Cardellini, V. Grassi, F. Presti, and M. Nardelli. @pal operator placement for
distributed stream processing applicationsPtoc. of ACM International Confer-
ence on Distributed and Event-based Systems (DHB®)e, CA, June 2016.

V. Cardellini, V. Grassi, L. Presti, and M. Nardelli. OroQ-aware scheduling of
data stream applications over fog computing infrastriesumProc. of IEEE Sym-
posium on Computers and Communication (ISG@)naca, Cyprus, July 2015.

V. Cardellini, F. P. V. Grassi, V., and M. Nardelli. Optaoperator replication and
placement for distributed stream processing systeh@M SIGMETRICS Perfor-
mance Evaluation Review4(4):11-22, 2017.

N. Changuel, B. Sayadi, and M. Kieffer. Control of distribd servers for quality-
fair delivery of multiple video streams. Iaroc. of ACM Multimedia (MM)Nara,
Japan, October 2012.

118



[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

G. Chatzimilioudis, N. Mamoulis, and D. Gunopulos. Atdisuted technique
for dynamic operator placement in wireless sensor netwotksProc. of IEEE
International Conference on Mobile Data Management (MDKBnsas, MO, May
2010.

A. Chatzistergiou and D. Viglas. Fast heuristics formeatimal task allocation in

data stream processing over clusters.Pmoc. of ACM International Conference
on Conference on Information and Knowledge Management (CJi¥anghai,

China, November 2014.

L. Chen, Y. Zhou, and D. Chiu. Smart streaming for onlinged serviceslEEE
Transactions on Multimedjd 7(4):485-497, 2015.

Y. Chen, C. Chang, and W. Ma. Asynchronous renderingPrbt. of ACM SIG-
GRAPH symposium on Interactive 3D Graphics and Games (I3@)shington,
DC, February 2010.

P. Cheng, K. Lee, M. Gerla, and JaHi. GeoDTN+Nav: Geographic DTN routing
with navigator prediction for urban vehicular environnmeerilobile Networks and
Applications 15(1):61-82, 2010.

E. Cho, S. Myers, and J. Leskovec. Friendship and mgbilidiser movement
in location-based social networks. Rroc. of ACM International Conference on
Knowledge Discovery and Data Mining (SIGKDIBan Diego, CA, August 2011.

M. Claypool, D. Finkel, A. Grant, and M. Solano. Thin ton® network perfor-
mance analysis of the onlive thin client game system.Pioc. of ACM Annual
Workshop on Network and Systems Support for Games (NetGareege, Italy,
October 2012.

N. Do, C. Hsu, and N. Venkatasubramanian. HybCAST: Richeaidissemina-
tion in hybrid cellular and 802.11 ad hoc networks.Aroc. of IEEE Symposium
on Reliable Distributed Systems SRD8ine, CA, October 2012.

N. Do, C. Hsu, and N. Venkatasubramanian. Video dissatian over hybrid
cellular and ad hoc networkslEEE/ACM Transactions on Mobile Computing
13(2):274-286, 2014.

T. Duong, X. Li, R. Goh, X. Tang, and W. Cai. QoS-aware rex@gost opti-
mization for latency-sensitive services in laaS cloudsProc. of IEEE/ACM 16th
International Symposium on Distributed Simulation and IRléane Applications
(DS-RT) Dublin, Ireland, October 2012.

119



[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

P. Eisert and P. Fechteler. Low delay streaming of caewpgraphics. InProc.
of IEEE International Conference on Image Processing (ICE3n Diego, CA,
October 2008.

P. Endo, A. Palhares, N. Pereira, G. Goncalves, D. Satidkelner, B. Melander,
, and J. Mangs. Resource allocation for distributed cloudcepts and research
challengesIEEE Network 25(4):42—-46, 2011.

K. Fall. A delay-tolerant network architecture for dleaged Internets. I®Proc. of
ACM International Conference on Applications, Technologheshitectures, and
Protocols for Computer Communications (SIGCOMMarlsruhe, Germany, Au-
gust 2003.

A. Fischer, J. Botero, M. Beck, H. Meer, and X. Hesselbadhrtual network
embedding: A survelEEE Communications Surveys and Tutorjdl5(4):1888—
1906, 2013.

R. Friedman, A. Kogan, and Y. Krivolapov. On power andotighput tradeoffs
of WiFi and Bluetooth in smartphonel=EE Transactions on Mobile Computing
12(2):1363-1375, 2013.

W. Gao, G. Cao, A. lyengar, and M. Srivatsa. Cooperatiahicey for ef cient data
access in disruption tolerant netword&EEE Transactions on Mobile Computing
13(3):611-625, 2014.

I. Ghergulescu, A.-N. Moldovan, and C. Muntean. Eneagyare adaptive multi-
media for game-based e-learning. Rroc. of IEEE International Symposium on
Broadband Multimedia Systems and Broadcasting (BM8BIjjing, China, June
2014.

F. Giesen, R. Schnabel, and R. Klein. Augmented commedsir server-side
rendering. INProc. of International Fall Workshop on Vision, ModelingndaVisu-
alization (VMV) Konstanz, Germany, October 2008.

Y. Go, O. Kwon, and H. Song. An energy-ef cient HTTP adiap video stream-
ing with networking cost constraint over heterogeneoughegs networkslEEE
Transactions on Multimedja 7(9):1646-1657, 2015.

M. Golkarifard, J. Yang, Z. Huang, A. Movaghar, and PiHdandelion: A uni ed
code of oading system for wearable computingEEE Transactions on Mobile
Computing 2018. Early Access.

120



[91] M. Gonzalez, C. Hidalgo, and A. Barabasi. Understandmtividual human mo-
bility patterns.Nature 453:779-782, 2008.

[92] D. Greene and P. Cunningham. Practical solutions tothlelem of diagonal dom-
inance in kernel document clustering. Pmoc. of ACM International Conference
on Machine Learning (ICML)Pittsburgh, PA, June 2006.

[93] R. Guruprasad and S. Dey. Battery aware video deliverinigeies using rate
adaptation and base station recon guratiofleEE Transactions on Multimedia
17(9):1630-1645, 2015.

[94] H. Hanano, Y. Murata, N. Shibata, K. Yasumoto, and M. ltbdeo ads dissem-
ination through WiFi-cellular hybrid networks. IRroc. of IEEE International
Conference on Pervasive Computing and Communications (PerCaatyeston,
TX, March 2009.

[95] K. Harras and K. Almeroth. Controlled ooding in discoacted sparse mobile
networks.Wireless Communication and Mobile Computi@fl):21-33, 2009.

[96] J. Herrera and J. Botero. Resource allocation in NFV: A pahensive survey.
IEEE Transactions on Network and Service Managenis(8):518-532, 2016.

[97] M. Hirzel, R. Soule, S. Schneider, B. Gedik, and R. Grimm. adatog of stream
processing optimization®ACM transactions on Computing Survel§(4), 2014.

[98] O. Holthe, O. Mogstad, and L. Ronningen. Geelix LiveGamBemote playing
of video games. IrProc. of IEEE Consumer Communications and Networking
Conference (CCNCLas Vegas, NV, January 2009.

[99] H. Hong, D. Chen, C. Huang, K. Chen, and C. Hsu. QoS-awarealirhachine
placement for cloud games. RFroc. of ACM Annual Workshop on Network and
Systems Support for Games (NetGamieshver, CO, December 2013.

[100] H. Hong, D. Chen, C. Huang, K. Chen, and C. Hsu. Placing alinoachines
to optimize cloud gaming experiencéEEE Transactions on Cloud Computing
3(1):42 - 53, 2014.

[101] H. Hong, J. Chuang, and C. Hsu. Animation rendering ontimeldia fog com-
puting platforms. IrProc. of IEEE International Conference on Cloud Computing
Technology and Science (CloudCom)xembourg,Luxembourg, December 2016.

121



[102] H. Hong, T. El-Ganainy, C. Hsu, K. Harras, and M. HefeeBaseminating mul-
tilayer multimedia content over challenged networkSsEE Transactions on Mul-
timedig 20(2):245-360, 2018.

[103] H. Hong, T. Fan-Chiang, C. Lee, K. Chen, C. Huang, and C. HgRU Gonsoli-
dation for cloud games: Are we there yet? Rroc. of ACM Annual Workshop on
Network and Systems Support for Games (NetGamieg)oya, Japan, December
2014.

[104] H. Hong, C. Hsu, T. Tsai, C. Huang, K. Chen, and C. Hsu. Engladaptive cloud
gaming in an open-source cloud gaming platfolEBEE Transactions on Circuits
and Systems for Video Technolpg$(12):2078-2091, 2015.

[105] H. Hong, P. Tsai, A. Cheng, M. Uddin, N. Venkatasubraimanand C. Hsu. Sup-
porting Internet-of-Things analytics in a fog computingtbrm. InProc. of IEEE
International Conference on Cloud Computing Technology andnSe (Cloud-
Com) Hong Kong, China, December 2017.

[106] H. Hong, S. Wang, C. Tan, T. El-Ganainy, K. Harras, C. Heuj M. Hefeeda.
Challenged content delivery network: Eliminating the digidivide. InProc. of
ACM Multimedia (MM) DempBrisbane, Australia, October 2015.

[107] C. Hsu, H. Hong, T. Elgamal, K. Nahrstedt, and N. Vengabaamanian. Multi-
media fog computing: Minions in the cloud and crowd Fontiers of Multimedia
Researchchapter 10, pages 255-286. Association for Computing Machiand
Morgan & Claypool, January 2018.

[108] W. Hsu, D. Dutta, and A. Helmy. CSI: A paradigm for belmavoriented pro le-
cast services in mobile network8d Hoc Networks10(8):1586-1602, 2012.

[109] Y. Hu, D. Niu, and Z. Li. A geometric approach to servelestion for interactive
video streaminglEEE Transactions on Multimedid 8(5):840-851, 2016.

[110] C. Huang, K. Chen, D. Chen, H. Hsu, and C. Hsu. GamingAnyaith€he rst
open source cloud gaming systeACM Transactions on Multimedia Computing,
Communications, and Applications0(1s):10:1-10:25, 2014.

[111] C. Huang, P. Chen, Y. Huang, K. Chen, and C. Hsu. Measuriaglient per-
formance and energy consumption in mobile cloud gamingProt. of ACM An-
nual Workshop on Network and Systems Support for Games (Nesh&tagoya,
Japan, December 2014. Poster.

122



[112] C.-Y. Huang, C.-H. Hsu, Y.-C. Chang, and K.-T. Chen. Ganygdere: An
open cloud gaming system. Rroc. of ACM Multimedia Systems (MMSy®klo,
Norway, February 2013.

[113] C.-Y.Huang, C.-H. Hsu, D.-Y. Chen, and K.-T. Chen. Quaimd user satisfaction
in mobile cloud games. IProc. of ACM Workshop on Mobile Video Delivery
(MoVid), Singapore, March 2014.

[114] Y. Huang, Z. Luan, R. He, and D. Qian. Operator placemetit QoS constraints
for distributed stream processing. Rioc. of IEEE International Conference on
Network and Service Management (CNSRBris, France, October 2011.

[115] P. Hui, J. Crowcroft, and E. Yoneki. Bubble rap: Sociakéd forwarding in delay-
tolerant networks.IEEE Transactions on Mobile Computing0(11):1576—1589,
2011.

[116] S. Isaacman and M. Martonosi. Low-infrastructure el to improve Internet
access for mobile users in emerging regionsPioc. of ACM International Con-
ference Companion on World Wide Web (W\VWMy)derabad, India, March 2011.

[117] V.Jindal. History and architecture of wireless semsgiworks for ubiquitous com-
puting. International Journal of Advanced Research in Computer Eegiing &
Technology7(2):214-217, 2018.

[118] A. Jurgelionis, P. Fechteler, P. Eisert, F. Bellotti, Bavid, J. Laulajainen,
R. Carmichael, V. Poulopoulos, A. Laikari, P. Perala, A. Glpand C. Bouras.
Platform for distributed 3D gaminglnternational Journal of Computer Games
Technology2009:1:1-1:15, 2009.

[119] S. Kang and M. Mutka. Efcient mobile access to intergata via a wireless
peer-to-peer network. IRroc. of IEEE International Conference on Pervasive
Computing and Communications (PerCof@ylando, FL, March 2004.

[120] R. Kapoor, L. Chen, L. Lao, M. Gerla, and M. Y. Sanadidi. @ae: A simple
and accurate capacity estimation techniquePtoc. of ACM International Con-
ference on Applications, Technologies, Architectures, Rrotocols for Computer
Communications (SIGCOMMPortland, OR, August 2004.

[121] L. Keller, A. Le, B. Cici, H. Seferoglu, C. Fragouli, and Markopoulou. Micro-
Cast: Cooperative video streaming on smartphoneBrdn. of ACM International
Conference on Mobile Systems, Applications, and Servicebi@ys) Low Wood
Bay, UK, June 2012.

123



[122] S. Kosta, A. Aucinas, P. Hui, R. Mortier, and X. Zhang. irlkair: Dynamic re-
source allocation and parallel execution in the cloud fobileocode of oading.
In Proc. of IEEE International Conference on Computer Commuigoat(INFO-
COM), Orlando, FL, March 2012.

[123] T. Kurze, M. Klems, D. Bermbach, A. Lenk, S. Tai, and M.rice. Cloud fed-
eration. InProc. of International Conference on Cloud Computing, GRID®] a
Virtualization, Rome, Italy, September 2011.

[124] Y. Lee, K. Chen, H. Su, and C. Lei. Are all games equallydigaming-friendly?
an electromyographic approach. Pnoc. of IEEE/ACM Annual Workshop on Net-
work and Systems Support for Games (NetGanvesiice, Italy, Oct 2012.

[125] Y.-T. Lee and K.-T. Chen. Is server consolidation beial to MMORPG? a case
study of World of Warcraft. IrProc. of IEEE International Conference on cloud
computing (CLOUD) 201,Miami, FL, February 2010.

[126] M. Li, M. Claypool, and R. Kinicki. WBest: a bandwidth esation tool for
ieee 802.11 wireless networks. Rroc. of IEEE Conference on Local Computer
Networks (LCN)Montreal, Canada, October 2008.

[127] X. Liand C. Qian. A survey of network function placemeint Proc. of IEEE An-
nual Consumer Communications and Networking Conference (CaMSMegas,
NV, January 2016.

[128] Z.Li, B. Ding, J. Han, R. Kays, and P. Nye. Mining periotehaviors for moving
objects. InProc. of ACM International Conference on Knowledge Discovery an
Data Mining (SIGKDD) Washington, DC, July 2010.

[129] J. Liu, P. Dolan, and E. Pedersen. Personalized nesssm@mendation based on
click behavior. InProc. of ACM international conference on Intelligent useein
faces (IUl) Hong Kong, China, February 2010.

[130] Z. Lu and Y. Wen. Distributed and asynchronous sotutim operator placement
in large wireless sensor networks. Pnoc. of IEEE International Conference on
Mobile Ad-hoc and Sensor Networks (MS8hengdu, China, December 2012.

[131] Z. Lu, Y. Wen, R. Fan, L. Tan, and J. Biswas. Toward ef diéistributed algo-
rithms for in-network binary operator tree placement ineMss sensor networks.
IEEE Journal on Selected Areas in Communicatj@ig4):743-755, 2013.

124



[132] D. Lymberopoulos, O. Riva, K. Strauss, A. Mittal, and Mioulas. Pocketweb:
Instant web browsing for mobile deviceBCM SIGARCH Computer Architecture
News 40(1):1-16, 2012.

[133] R. Mahmud, R. Kotagiri, and R. Buyya. Fog computing: A taxay, survey and
future directions. Innternet of Everythingchapter 5, pages 103—-130. Springer,
October 2018.

[134] L. Mainetti, L. Patrono, and A. Vilei. Evolution of wetess sensor networks to-
wards the internet of things: A survey. Rroc. of IEEE International Confer-
ence on Software, Telecommunications and Computer Networt€ (8d), Split,
Croatia, September 2011.

[135] R. Mohan, J. Smith, and C. Li. Adapting multimedia intetrnontent for universal
accesslEEE Transactions on Multimedjd (1):104—-114, 1999.

[136] K. Mokhtarian and M. Hefeeda. Capacity management efl servers in peer-to-
peer streaming systems with scalable video stredBtSE Transactions on Multi-
medig 15(1):181-194, 2012.

[137] A. Monreale, F. Pinelli, R. Trasarti, and F. GiannoWivherenext: A location pre-
dictor on trajectory pattern mining. IAroc. of ACM International Conference on
Knowledge Discovery and Data Mining (SIGKDDaris, France, June 2009.

[138] V. Mota, F. Cunha, D. Macedo, J. Nogueira, and A. LourelProtocols, mobility
models and tools in opportunistic networks: A surv@gmputer Communications
48:5 - 19, 2014.

[139] C. Mouradian, D. Naboulsi, S. Yangui, R. Glitho, M. Mor,cand P. Polakos. A
comprehensive survey on fog computing: State-of-thefadtrasearch challenges.
IEEE Communications Surveys and Tutorj&6(1):416-464, 2018.

[140] M. Mukherjee, R. Matam, L. Shu, L. Maglaras, M. Ferrag, Ghoudhury, and
V. Kumar. Security and privacy in fog computing: Challengd&EE Access
5:19293-19304, 2017.

[141] M. Mukherjee, L. Shu, and D. Wang. Survey of fog compgti Fundamental,
network applications, and research challen¢feEE Communications Surveys and
Tutorials 20(3):1826-1857, 2018.

[142] I. Naas, R. Parvedy, J. Boukhobza, and L. LemarchandgStw: An loT data
placement strategy for fog infrastructure. Proc. of IEEE International Confer-
ence on Fog and Edge Computing (ICFE®adrid, Spain, May 2017.

125



[143] J. Ni, K. Zhang, X. Lin, and X. Shen. Securing fog compgtfor Internet of
Things applications: Challenges and solutionEEE Communications Surveys
and Tutorials 20(1):601-628, 2017.

[144] Y. Nimmagadda, K. Kumar, and Y. Lu. Adaptation of moigdia presentations
for different display sizes in the presence of preferenogstamporal constraints.
IEEE Transactions on Multimedid2(7):650-664, 2010.

[145] H. Ntareme, M. Zennaro, and B. Pehrson. Delay toleratwark on smartphones:
Applications for communication challenged areasPtac. of ACM Extreme Con-
ference on Communication (ExtremeCoMapanaus, Brazil, September 2011.

[146] E. Pagani, L. Valerio, and G.Rossi. Weak social tiesroap content delivery in
behavior-aware opportunistic networkd Hoc Networks25(B):314—-329, 2015.

[147] A. Pathak and K. Prasanna. Energy-ef cient task maggor data-driven sensor
network macroprogramminglEEE Transactions on Computers9(7):955-968,
2010.

[148] C. Perera, Y. Qin, J. Estrella, S. Reiff-Marganiec, an¥a&silakos. Fog computing
for sustainable smart cities: A survedCM Computing Survey50(3):32:1-32:43,
2017.

[149] A. Pietilainen, E. Oliver, J. LeBrun, G. Varghese, andit. MobiClique: Mid-
dleware for mobile social networking. Proc. of ACM Workshop on Online Social
Networks (WOSNPBarcelona, Spain, August 2009.

[150] M. Piorkowski, N. Sara janovoc-Djukic, and M. Grodsgiser. A parsimonious
model of mobile partitioned networks with clustering. Pmoc. of IEEE Inter-
national Conference on Communication Systems and Networks arkships
(COMSNETS)Bangalore, India, January 2009.

[151] F. Pires and B. Baran. A virtual machine placement takono In Proc. of
IEEE/ACM International Symposium on Cluster, Cloud and Grid @otimg (CC-
Grid), Shenzhen, China, May 2015.

[152] F. Qian, K. Quah, J. Huang, J. Erman, A. Gerber, Z. Mao,S8n, and
O. Spatscheck. Web caching on smartphones: Ideal vsyrdalRroc. of ACM In-
ternational Conference on Mobile Systems, Applicationd, 3@rvices (MobiSys)
Low Wood Bay, UK, June 2012.

126



[153] V. Ribeiro, R. Riedi, R. Baraniuk, J. Navratil, and L. Cottréathchirp: Ef cient
available bandwidth estimation for network paths.Piroc. of Passive and Active
Monitoring Workshop (PAM)volume 4, San Diego, CA, April 2003.

[154] B. Rimal, E. Choi, and I. Lumb. A taxonomy and survey of dotomputing
systems. IrProc. of IEEE International Joint Conference on INC, IMS and IDC
(NCM), Seoul, South Korea, August 2009.

[155] S. Rizou, F. Durr, and K. Rothermel. Providing qos gutges in large-scale op-
erator networks. IfProc. of IEEE International Conference on High Performance
Computing and Communications (HPC®)elbourne, Australia, September 2010.

[156] H. Saha, A. Mandal, and A. Sinha. Recent trends in thexmatt of things. IrfProc.
of IEEE In Computing and Communication Workshop and Conferé@CaVvC)
Las Vegas, NV, January 2017.

[157] M. Satyanarayanan. Pervasive computing: Vision drallenges.|EEE Personal
communications8(4):10-17, 2001.

[158] E. Saurez, K. Hong, D. Lillethun, U. Ramachandran, an@®&enwalder. Incre-
mental deployment and migration of geo-distributed situmawareness applica-
tions in the fog. InProc. of ACM International Conference on Distributed and
Event-based Systems (DEBI®ine, CA, June 2016.

[159] B. Schilling, B. Koldehofe, and K. Rothermel. Ef cient dwlistributed rule place-
ment in heavy constraint-driven event system$2toc. of IEEE International Con-
ference on High Performance Computing and Communication<CE)PBantf,
AB, Canada, September 2011.

[160] H. Schwarz, D. Marpe, and T. Wiegand. Overview of thalalsle video coding
extension of the H.264/AVC standardEEE Transactions on Circuits and Systems
for Video Technologyl7(9):1103-1120, 2007.

[161] M. Shari, S. Kafaie, and O. Kashe . A survey and taxang of cyber foraging
of mobile devicesIEEE Communications Surveys & Tutorialis}(4):1232-1243,
2012.

[162] Y. Shen, C. Jiang, Q. Quek, and Y. Ren. Device-to-deags®sted communications
in cellular networks: An energy ef cient approach in dowrkivideo sharing sce-
nario. IEEE Transactions on Wireless Communicatiati(2):1575-1587, 2016.

127



[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

[171]

[172]

[173]

Y. Shen, C. Jiang, T. Quek, and Y. Ren. Location-awarecgéesommunication
design: exploration and exploitation on enerdiEE Wireless Communications
23(2):46-52, 2016.

S. Shi, C. Hsu, K. Nahrstedt, and R. Campbell. Using gaplendering contexts
to enhance the real-time video coding for mobile cloud gamim Proc. of ACM
Multimedia (MM) Scottsdale, AZ, November 2011.

O. Skarlat, M. Nardelli, S. Schulte, and S. Dustdawdnls QoS-aware fog service
placement. in fog and edge computing.Aroc. of IEEE International Conference
on Fog and Edge Computing (ICFE\ladrid, Spain, May 2017.

O. Skarlat, S. Schulte, M. Borkowski, and P. Leitner.®&se provisioning for loT
services in the fog. IRroc. of IEEE International Conference on Service-Oriented
Computing and Applications (SOCAJlacau, China, November 2016.

M. Taneja and A. Davy. Resource aware placement of I@liegtion modules in
fog-cloud computing paradigm. IRroc. of IFIP/IEEE Symposium on Integrated
Network and Service Management (IM)sbon, Portugal, May 2017.

N. Tziritas, T. Loukopoulos, S. Khan, and C. Xu. Distribd algorithms for the
operator placement problefEEE Transactions on Computational Social Systems
2(4):182-196, 2015.

A. Vahdat and D. Becker. Epidemic routing for partiatlgnnected ad hoc net-
works. Technical report, Duke University, 2000.

T. Verbelen, S. Pieter, T. Filip, and D. Bart. CloudleBsinging the cloud to the
mobile user. IProc. of ACM Workshop on Mobile Cloud Computing and Services
(MCS) Lake District, UK, June 2012.

J. Wang, C. Jiang, Z. Bie, Q. Quek, and Y. Ren. Mobile datasactions in device-
to-device communication networks: Pricing and auctiteEE Wireless Commu-
nications Letters5(3):300-303, 2016.

S. Wang and S. Dey. Modeling and characterizing useee&nce in a cloud server
based mobile gaming approach.Rroc. of IEEE Global Telecommunications Con-
ference (GLOBECOMMHonolulu, HW, December 2009.

S. Wang and S. Dey. Rendering adaptation to address ooration and compu-
tation constraints in cloud mobile gaming. Pnoc. of IEEE Global Telecommuni-
cations Conference (GLOBECOMliami, FL, December 2010.

128



[174]

[175]

[176]

[177]

[178]

[179]

[180]

[181]

[182]

[183]

[184]

S. Wang and S. Dey. Cloud mobile gaming: Modeling andsugag user expe-
rience in mobile wireless network&CM Transactions on Mobile Computing and
Communications Review6(1):10-21, 2012.

S. Wang, C. Fan, Y. Huang, and C. Hsu. Toward optimal cemmding video
guality for wearable cameras in smart cities.Piroc. of IEEE International Con-
ference on Computer Communications Workshops (INFOCOM WKS P8y
Kong, China, April 2015.

T. Wang, P. Hui, S. Kulkarni, and P. Cuff. Cooperativetotag based on le popu-
larity ranking in delay tolerant networks. FProc. of ACM Extreme Conference on
Communication (ExtremeCongurich, Switzerland, March 2012.

Y. Wang, J. Kim, S. Chang, and H. Kim. Utility-Based vidadaptation for uni-
versal multimedia access (UMA) and content-based utilityction prediction for
Real-Time video transcodinglEEE Transactions on Multimedi#®(2):213-220,
2007.

Y. Wang, J. Ostermann, and Y. Zhanl§fideo Processing and Communications
Prentice Hall, 2001.

D. Winter, P. Simoens, L. Deboosere, F. Turck, J. Moréa Dhoedt, and P. De-
meester. A hybrid thin-client protocol for multimedia stneing and interactive
gaming applications. IfProc. of ACM International Workshop on Network and
Operating Systems Support for Digital Audio and Vid eo (NOSSDNewport,
RI, May 2006.

D. Wu, Z. Xue, and J. He. iCloudAccess: Cost-effectiveaning of video games
from the cloud with low latencylEEE Transactions on Circuits and Systems for
Video Technology24(8):1405-1416, 2014.

X. Wu, J. Yang, Y. Ran, and H. Xi. Adaptive scalable videsnsmission strategy
in energy harvesting communication systetBEE Transactions on Multimedia
17(12):2345-2353, 2015.

Z. Xiang, Q. Zhang, W. Zhu, Z. Zhang, and Y. Zhang. Reegpeer based multime-
dia distribution servicelEEE Transactions on Multimedi&(2):343-355, 2004.

Y. Xuand S. Mao. A survey of mobile cloud computing fmtrmedia applications.
IEEE Transactions on Wireless Communicatia23(3):46-53, 2013.

J. Yick, B. Mukherjee, and D. Ghosal. Wireless senstwaek survey.Computer
networks 52(12):2292-2330, 2008.

129



[185] L. Ying, Z. Liu, D. Towsley, and H. Xia. Distributed opor placement and data
caching in large-scale sensor networksPhoc. of IEEE International Conference
on Computer Communications (INFOCONPhoenix, AZ, April 2008.

[186] D. Zeng, L. Gu, S. Guo, Z. Cheng, and S. Yu. Joint optitnraof task schedul-
ing and image placement in fog computing supported softdareed embedded
system.IEEE Transactions on Compute85(12):3702-3712, 2016.

[187] A. Zhang, J. Chen, L. Zhou, and S. Yu. Graph theory-b&3ed-Driven cooper-
ation stimulation for content dissemination in DeviceBlevice Communication.
IEEE Transactions on Emerging Topics in Computif@}):556-567, 2016.

[188] A.Zhang, L. Wang, and L. Zhou. Location-based disti#al caching for device-to-
device communications underlaying cellular networkdireless Communications
and Mobile Computingl6(13):1859-1875, 2015.

[189] G. Zhang, W. Liu, X. Hei, and W. Cheng. Unreeling Xunlarkan: Understand-
ing hybrid CDN-P2P video-on-demand streamir&EE Transactions on Multi-
medig 17(2):229-242, 2014.

[190] Q. Zhang, L. Cheng, and R. Boutaba. Cloud computing: sththe-art and re-
search challengegournal of internet services and applicatigrig1):7—18, 2010.

[191] Y. Zhang, C. Tan, and L. Qun. Cachekeeper: A system-wigle eaching service
for smartphones. IRroc. of ACM International Joint Conference on Pervasive and
Ubiquitous Computing (UbiCompXurich, Switzerland, September 2013.

[192] W. Zhao, M. Ammar, and E. Zegura. A message ferryingeagh for data delivery
in sparse mobile ad hoc networks. Pnoc. of ACM International Symposium on
Mobile Ad-hoc Networking and Computing (MobiHp€pkyo, Japan, May 2004.

[193] Y. Zheng, Q. Li, Y. Chen, X. Xie, and W. Ma. Understandimpbility based
on GPS data. IfProc. of ACM International Joint Conference on Pervasive and
Ubiquitous Computing (UbiComp¥eoul, Korea, September 2008.

[194] L. Zhou. Mobile device-to-device video distributioTheory and application.
ACM Transactions on Multimedia Computing, Communicationd,Aoplications
12(3), 2016.

130



