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Motivation - DDoS Attacks % NTHU

Common Cyberthreat: DDoS (Distributed Denial of Service) attacks

@® Taiwan ranks #3 as attack target worldwide

@® 2022 Nancy Pelocy visits Taiwan -> Ministry of Foreign Affairs website
received over 8.5 million access requests within one minute

= Denial of Service: server overloaded - website goes offline

® DDoS Attacks

O Target governments
O Target companies

O Are expensive (e.g. 300,000 USD/ hour)
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Motivation - SYN Flood Attacks &A

NTHU
SYN Floods are the most common network layer attack in 2024
L3/4 DDoS attacks HTTP DDoS attacks
49% 51%
38% 16% 14% | 6% | 6% 20%
SYN Flood DNS UDP RST Mirai Other
(based on statistics collected by Cloudflare, a major network security company)
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Goal NTHU

Develop an effective SYN Flood Defense

What does “effective” mean?

Che a
fast successm\ P
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High-Performance Network Functions deployed in modern
datacenters

. General SYN Flood Defense Architecture Requirements

How to protect against SYN Floods
1. Technical Background
2. Related Work

. The CUCKOOGUARD Architecture

1. Overview
2. Cuckoo Filters for flow filtering

. CUCKOOGUARD Experimental Evalutation
. Conclusion
. Future Work

<'/ NTHU
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Main Contributions NTHU

® Improved CPU Offload: Decreasing server-side CPU

overhead by 79% and more
® A Novel Memory-Efficient and Precise TCP-Connection

Tracking Scheme using Cuckoo filters
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Background - Network View

SYN Flood
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Background - Hardware Accelerated Network Functions @ NTHU

Programmable Hardware Programming Paradigms
2% Ml =N sed later)

SmartNICs Programmable
Switches

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 8
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Background - FPGA-based SmartNICs @ NTHU

Advantages (compared to software):

® Line-rate performance (e.g. 25 Gbit/s)
® Low latency

® Full programmability

® Often include hardware accelerations

Limitations:

E.Ig. XILINX ® Limited on-chip memory (e.g. ~8.8 MB)
gveo leg @® On-board RAM is too slow for line-rate per-
mart packet access

® Multiple network functions must share
resources

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 9
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CUCKOOGUARD Architecture Requirements @ NTHU

SYN Flood Requireme
Defense Rln—t?vl EM

R2 - LAT

R3 - THR

R4 - TRP

R5 - OFF

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 10
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NTHU

CUCKOOGUARD Architecture Requirements

R1 — Low Memory Consumption (MEM)
R2 — Low Latency (LAT)

R3 — High Throughput (THR)

R4 — Transparency (TRP)

R5 — Server Offloading (OFF)

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 11
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TCP Handshake Basics <) NTHU

Server

Client

SYN
seq=x, ack=0

1
SYN/ACK I . needs to remember
seq=c, half-open
ack=x+1 connection
ACK
seq=x+1,
1
1

»
Lt

A\ 4

ack=c+1
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SYN Flood Attack Surface

<

Multiple
Clients

SYN

Server

seq=x, ack=0
SYN

v

seq=y, ack=0
SYN

v

seq=z, ack=0
SYN

v

seg=q, ack=0

v

we need protection

memory
exhaustion~®
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SmartNICs
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SYN Flood Protection in Programmable Data Planes (?.j NTHU

3 Architectural Approaches

Machine Learning Rule-based SYN-Cookies

® Computationally ® Rigid assumptions @ Precise

expensive ® High-memory @® Scalable
® Slow reaction time overheads ® Preserve memory
® Classification ® Arbitrary ® Protocol

errors thresholds transparent

® Limited scalability

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 14
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SYN-Cookie Basics %’ NTHU

Client

SYN
seq=Xx, ack=0
SYN/ACK

s@y=
ack=x+1
ACK

v

compute
cookie-hast

A\ 4

=x+1, . .
seq=x+1, ach- 1. Verify cookie

2. Establish TCP connection

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 15
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SYN-Cookies Attack Scenario

Multiple

: SYN
seg=X, ack=0
SYN
seq=y, ack=0
SYN -
seq=z, ack=0 "
SYN -
seq=q, ack=0 "
|

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 16
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Cookies from the
server

computational exhaustion
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SYN(-Cookie) Proxy @ NTHU

Client

SYN
seq=x, ack=0
SYN/ACK

s@y=C
ackex+1
seq=x+1, agy=
C +1

COTIcCCurort 5eq=x, ack=0 gl
SYN/ACK
seq=2,
ackex+1 -
seq=x+1, g
HTTP = translate sequeng‘eC number
sefda, \ax
ack=b HTTP o
squ&T%ck=b send c bytes
HTTP 200 e HTTP200

verify SYN

y 3

v

seq=b + OKck=a+1 seq=bOKc + 6,
ack=a+1
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Problem Analysis ‘¥’ NTHU

SYN-Cookie Proxy is very promising!

- - - = - — i _ -1 _ = — = 1/~ __ _ LALLM

Let’s put it into tiyohi6ving SYN-Cookie Proxy on SmartNICs is too memory
Good: expensive - R> R5_ncg ,
E.g. ~9.9 MB needed vs. 8.8 MB available (579,600 flows)
1. SmartNICis Other network functions need memory resources3 ~-THR
2. Only veritiedSYN Flood Defense often only secondary ,
- Too expensive for server operators for one function
only
3. Sequence number translation for every regular TCP packet

4. SmartNIC needs to keep connection state for every connectior\\j\e\\j\
Connection identifier + sequence number difference 6 R~

Challenges:

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for
SmartNICs
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CUCKOOGUARD Outperforms State-of-the-art Solutions &f NTHU

Approach R1 - R2 - LAT R3I-THR 'R4-TRP | R5-OFF
MEM

Machine Learning X v v X o

Rule-based X v v X v

SYN-Cookie Proxy!™ X v v v v

SMARTCOOKIE™ ° v v v X

CUCKOOGUARD v v v v v

ﬁ

v . fully satisfies, o: partially satisfies, X: does not satisfy.

f115cholz et al., SYN Flood Defense, EuroP4 "20p,ing - cUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for
[21Yoo et al., SmartCookie, USENIX Sec. '24 SmartNICs
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CUCKOOGUARD Architecture

P X eBPF

SmartNIC Server
/ SmartNIC Agent PR \ @ B\

—SYN— Cookie-Hash BPF

Map
Cuckoo
—hlon-5yn Filter

Sequence TCP
Number —— Stack
Translation

Handshake
Mechanism |

Y

j

Main ldeas: )
® Split-Proxy approach (originally from baseline: SMARTCOOKIE!?21)

2. Offload connection state to the servers kernel
® Memory-efficient line-rate packet filtering in the SmartNIC
® Major Innovation: Deploy a Cuckoo filter for connection tracking

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 20

[21Yoo et al., SmartCookie, USENIX Sec. '24 SmartNICs



CUCKOOGUARD Architecture

SmartNIC

/ SmartNIC Agent

Cuckoo

—Non-Syn—p»

Filter

4

Server

@j/'

5
&

( Se
R

rver Agent

CoskisHiMust support three core operations:
1) Establish TCP Connection=——1

2. Forward Regular TCP Trafflc‘nce

Lber

3. Terminate TCP Connectionsiation

/

Add/Remove Connectim

Handshake
Mechanism

\

S

o«

)

TCP
Stack

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for

SmartNICs
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CUCKOOGUARD - TCP Client Connection @“3 NTHD

SmartNIC Agent (P4)

gen cookie \
SYN
SYN- A CookieCheck
<« == PG
invalid 1
- 1
I ‘
nol i v_
1 ,"—
— ] :}’ J
‘Non-SYN = -
Filter (1 ades Tose posiives) ]
A P
. insert/delete
Regular CF
Packet
<&

Ingress
XDP

connection
termination?

-

/

SYN-Cookie (Hash

Server

Fallback

sequence

number
translation

ECookie Check

SYN-ACK=—

ACK—»

TCP
Stack

sequence
number

translation

Regular
Packet

— ;’

,/.
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SmartNIC Agent (P4) Server
gen cookie \ Se
SYN gent
- st sequence
CookicChedk | | (RN numbtzr i )
SYN-A - = = =>r ACK = np it translation
— valid 21 T /7 e \----- - ™
invalid 1 St : Fallback
-1 I known ‘Cookie Check
n @
I = m uliech mn mEEw B
nol ) V_ DP : invalifiv_
/_\ 1 "‘_ update ! - ,5"
NonsYNE P ——T N & 2 & TCP
Cuckoo delete e B SYNE Stack
Filter - -=r=rrreemnenns e -)-NOH—SYN- - B Iiahdshik
yes (includes false positives) ANGSNake g syN-ACK—
(CF) Mechanism
ACK—»
insert CF ~—m——/
insert/delete .
Regular CF COHI"IECt'l on? Regular
termination?
Packet sequence Packet
«< number
translation
/ — /

SYN-Cookie (Hash)&) T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for
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CUCKOOGUARD - TCP Connection Termination \@

®" NTHU
SmartNIC Agent (P4) Server
gen cookie \ Server
SYN Agent
kit sequence
SYN , cookiccheck | | I t nllllllb::‘ 4 )
- e siaiayl. ACK' ranslation
— alid . .unknown
invalid 1 : Fallback
- ! = = = Cookie Check
1
] : Ingress unknown: I .
nol V: XDP . . mvahfiv_
C )b T Y
- ey . =
Non-SYN= )\_/ - ! = TCP
A\ Stack
Cu'ckoo o Non-SYN SYN—
Eilter yes (includes false positives) on- Handshake €S YN-ACK—
(CF) L~ Mechanism
ACK—»
—
— (
insert/delete S -
Regular \_/ CF termination? Regular
Packet : sequence Packet
< number
translation
\ _ —
S
SYN-Cookie (Hash)&) T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 24
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CUCKOOGUARD - SYN Flood Attack Resistance =«

SmartNIC Agent (P4)

Ingress
XDP

SYN
@syN-A 3 L .ACK" =
- 1
: L
v
/—\ ' 5
L= A ey
Non-SYN = )\—/ -
Cuckoo
spe o, belelalalaiaieielatatnin il i a s Non-SYN:| = =
Hiiter yes (includes false positives)> on
(CF)
( insert/delete
Regular CF
Packet
<
SYN-Cookie (Hash

Server
Server ——\
Agent
known sequence
.......... Ill.lmber J _)
unknown translation
: Fallback
= = = Cookie Check
unknownl |
£ : invalid'v
update ! S T
i )
I :Vahd . e
delete /& Stack

SYN—>>

Handshake €SYN-ACK—

Mechanism
ACK—
insert CF ~—— ——/
connection —
termination? egular
sequence Pkt
number
translation
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CUCKOOGUARD - ACK Flood Attack Resistance @3 NTHU

SmartNIC Agent (P4) Server \
gen cookie [/ \ \
SYN e
—~ | | [cEEm ... B
@syn-a _ ack- + R ) I o translation )
: Fallback
ECoo]ue CheRS ~ O
Ingress T ldv FF;
XDP ) : inva 1» vV
e Naid
Non-SYN Cuckoo filters are proba ilistic! .
Cuckoo SYN— )
Filtr =l € (includes fase posiives)> || Handshake g qy.acK—
: CF 4 I— Mechanism e __)
< e We need a fallback path for
prall SO - false positives”  (Gmea) 5
“Probabilistic filters save memory: s e
__d \__ Y /

E.g. ~1.2 MB instead of ~9.9 MB

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 26
(579 600 ﬂOWS) SmartNICs
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CUCKOOGUARD - An Argument for Cuckoo Filters NTHU

Filter Type Insertion Query Deletion
Bloom Filter O(k) O(k) Not supported
Cuckoo Filter O(1) amortized 0O(1) 0(1)

k = number of hash functions

- Cuckoo filters support explicit entry removal
- We can utilize this to remove terminated TCP connections precisely
-  Memory-efficient
- Bloom filters need to employ workarounds
- Time-decaying (keep two filters, alternate between deleting one of them)
-  Memory-hungry

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 27
SmartNICs
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Cuckoo Filter Data Structure '™ ads’ NTHU
General Ideal!: .00 N3 gmogm Em
1. Connection tuple X hashed to P Y R
fingerprint n of length f hn) 2 . &
. . x 7 e ———]
2. i1, iz indices determined by hy (P 3| Mo My Mo ins |7,
Cuckoo Hashing \)4 ! 1 ! relocate ng
— g
5[N3:MeiNiiNg \
6] ¢ | | relocaten,
e [alse Positives happened if T |-
. 7 N7 : :
connection tuples X and Z are al
hashed to the same fingerprint n g
® Increasing f decreases false
positives ]

. T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 28
[31B. Fan et al. Cuckoo Filter. CONEXT '14. SmartNICs



P) Match-Action Pipeline Programming " NTHU

Control Plane

\4

U

'Action’

WARAWALAY)

Advantages:

=pooomp

Y
|| e High-performance on hardware

- D ® Predictable latency

I Loops via Packets:
. Recirculationgop (for, while, -..)

-D‘. o .

I
Programmable Match-Action Pipeline

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 29
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Evaluation - Experimental Setup NTHU

Linux-based Implementation Setup:

® SmartNIC Agent emulated via BMv2 software ruw ng
@® Server Agent deployed in kern@@BPF program

Goals:

Validate Architecture

Evaluate Cuckoo filter insertion overhead

Bloom filter vs. Cuckoo filter

CUCKOOGUARD vs. related work (SMARTCOOKIE)

il A

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 30
SmartNICs



a2

Validate Architecture: System Demonstation using iPerf &A NTHU

Setup:

® Virtualized network using mininet
® iPerf throughput test: 10 parallel TCP connections

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 31
SmartNICs
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http://drive.google.com/file/d/1zC3bnnLe5FWCts6Ndtkg6GppX7EVEIKo/view

Cuckoo Filter Insertion Overhead Manageable &f NTHU

Experiment 77 Cuckoo Filter (var. a) Std. Dev. (o)
Setup
T 1000.0% £
® Fix memory & i (15413%) | .
budget L e ——
e Vary load = E | |
factor a £ 100%F e
@ Test 3 S R g
inserting § 1.0% - ““““ E
new I ;
connections 0.1% premet | | A
0.4 0.5 0.6 0.7 0.8 0.9

Load Factor (a)
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Cuckoo Filter Insertion Overhead Manageable

NTHU
Is Cuckoo filter Cuckoo Filter (var. a) Std. Dev. (o)
insertion too
slow?
g 1000.0%
< (154.13%) |
No, because g 100.0%
: | e |
e Only once £ 100%F e
per I S R |
connection g  10%p et
e neglictible at 0.1% . | | A
o =0.85 0.4 0.5 0.6 0.7 0.8 0.9

Load Factor (a)
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Cuckoo Filter enables Precise Connection Tracking @
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Filter Precision: Bloom Filter vs. Cuckoo Filter ng NTHU

Bloom Filter —--=- Cuckoo Filter
—-=-- Time-decaying Bloom Filter :-:-- Cuckoo Filter (a=0.85)

Experiment
Setup

e \ary available memory
per connection

e Compare false positive
rate at max. capacity
(worst case)

e |ow false positive rate
important for R5 — OFF

Does not support Optimized for low
connection removal insertion overhead

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 37
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Filter Precision:

Result
e Cuckoo filter §
~100x more g
precise 2
(at 20 bits) &
® Server iﬁ
offloading -
improved by
~100x
RS - OFF

Bloom Filter vs. Cuckoo Filter

Bloom Filter ==+ Cuckoo Filter
--=-- Time-decaying Bloom Filter == Cuckoo Filter (a=0.85)
10.000% g ===z 2 -

_| ....... | T ——
1.000% B~ bmc b=
0.100% - SO .

o bt A Tasssaaan,

- :— lllll ! ----------
0.010% 3 '_.._.i.-"_. ......
0.001% : ' ' ' -

S 10 12 14 16 18 20

Available Memory per Connection (bits)
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Evaluation - CUCKOOGUARD vs SMARTCOOKIE @ NTHU

Experiment Results

Setu
P This scenario highly favors

the Bloom filters used In

e Both track 579,¢ I e lacoss
concurrent TCP  10000% :,_J;E_I_\./!.ARTCOOKE

----- % false positive

;ggnfgt'Of”S CUCKOOGUARD still

Y O mem&; 10NN e e e

e ACK flood attac |m!)3/r__oves ser__\_/_er___quloadlng by
consisting of 10& é up to 79%- ..

packets fi

>6% false positive

8
‘I—.‘n
Q@
@)
v
C
C
0
Q
Q
@
c -
S
Q.
® -
ﬁ
'
=

BPS attack 350 M Instr. Is ->
© 73.5 M Instr. Is oy

A R N L ST RN LTI 2 ST I S revueN
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Conclusion % NTHU

Achievements:

Goal: Develop an effective SYN Flood Defense

eeeee

|||||

Protect any TCP server from SYN/ACK flood atta e
Utilize Programmable Hardware -> high performance

Improved protection compared to state of the art by at least 79%
Foundational work for the use of Cuckoo filters in programmable
data planes

Implementations can be used for real deployments

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 40
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Future Work ﬁj NTHU

Evaluate Latency/ Performance using real hardware

Integration into multi-functional network functlon R
architectures L. J g
Further optimization of Cuckoo filters by
implementing semi-sorting

(algorithmic complexity vs. memory- efﬁuency)
Analyze impact of TCP options
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Thanks for the support with the
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switch-chip.html
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https://fast.dpdk.org/download/logos/DPDK logo_horizontal tag.svg

e Xilinx U25N SmartNIC image: Xilinx (archived) -
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Background - Bloom Filter @ NTHU

Y

N

T. D6ring - CUCKOOGUARD: A Memory-Efficient SYN Flood Defense Architecture for 46
SmartNICs



Implementation - Server Agent: Connection State Machine &j

|
recv tagged ACK
from SmartNIC Agent

recv SYN-ACK sent ACK
from server to server

recv ACK recv regular ACK NOTIFY_PROXY
from SmartNIC Agent on both interfaces

recv normal ACK
from SmartNIC Agent,
ESTABLISHED

any unexpécted
recv FIN packet
from SmartNIC Agent Y

recv FIN
from server

CLOSED
(delete
connection)

final ACK
from server
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P) - Match Action Pipeline Programming @ NTHU

Control Plane
[

- = I N
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. N mm | e
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Programmable ' | A ' Programmable
Parser Programmable Match-Action Pipeline Deparser
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Cuckoo Filter Insertion Linear Scale

NTHU
Experiment 77 Cuckoo Filter (var. a) Std. Dev. (o)
Setup
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® Fix memory &
Qo
budget & 3000.0%
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@® Test 0
inserting § 1000.0% +
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connections = ———— kil ( s e |
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Load Factor (a)
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Evaluation - Bloom Filter vs. Cuckoo Filter &A NTHU

Bloom Filter ===+ Cuckoo Filter
Setufp 4 —-=-- Time-decaying Bloom Filter ------ Cuckoo Filter (var. a)
e fixedmemory [
per connection [ Tl
: 10.00% k£
(16.85 bits) A
L T
o '_._._._._._._._._:._.'a... .................................
Result 2 100%F
* precisionat g 2 e
01_:0.85 only " S e
slightly < 010%g
decreased S NS SN IS NNSSN NNS
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Maximum Load Factor (Cuckoo Filter)
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Memory Usage Example Cuckoo Filter vs. Perfect Filter NTHU

Scenario: 579,600 flows

| Data Structure | Memory Usage | False Positive Rate
|

| o | o | oo |

| Connection Table | ~9,853 KB ~ 9.9 MB | 0% |

| Cuckoo Filter | ~ 1,236 KB ~ 1.2 MB | 0.01%
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